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Abstract

As computer networks become an essential part of our daily life, therefore, protecting
the resources from unauthorized users come forward with more challenging and
complicated task for the researchers. From the last few decades, many number of
password-based authentication schemes have been adopted in multi-server environment
to protect the resources from any adversary means. Recently, Li et al. has proposed a
dynamic-id based remote user authentication scheme and claimed that their scheme can
provide more security than existing schemes and is suitable for practical applications.
But, in this paper, we have shown that their scheme is not too much secured as they have
claimed and it can suffer from stolen smart card attack, user impersonate attack and lack
of some important features of smart card as well. To overcome these security flaws, we
have further proposed an improved anonymous authentication scheme.
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1. Introduction

With the rapid development of the computer networks, people can easily access the
remote services from any place at any time. Therefore, remote user authentication has
become the most essential security mechanism to secure the network communication over
insecure channels, in which password based authentication scheme is the most commonly
used technique. Such scheme provides an efficient and accurate way for the remote server
to verify the authenticity of a remote user. In 1981, Lamport [1] and Lemon et al. [2]
proposed first conventional authentication system in which the remote server maintained a
password table to verify legitimacy of users. However, these schemes suffer not only from
hacking or modifying password table but also increase the system overhead of
maintaining or protecting such tables. To overcome such kind of risks and due to their
low cost, cryptographic capacity and portability, smart cards have been widely adopted in
remote user authentication schemes [4-13, 23-25]. However, most of them are still
insecure against some set of attacks and later some improved schemes [4-5, 11] have also
been introduced. In addition, since the number of service provider server for users is
usually more than one, remote user authentication schemes used for multi-server
architecture rather than single server circumstance is considered. With a single
registration, many number of authentication schemes have been designed [13-14] in
multi-server environment. But, most of the proposed schemes have a common feature that
is, the user’s identity is kept static during entire communication over the insecure
channels which may cause the leakage of some information about the user and can create
the risk of ID-theft during the message transmission. To overcome such risks and make
the identity dynamic in nature, many researchers have proposed various remote user
authentication schemes based on dynamic-1D [15-20, 23-25]. However, most of them are
still insecure against stolen verifier attack, denial of service attack, password guessing
attack, insider attack and also lack of some important security requirements such as,

ISSN: 1975-4094 |JSH
Copyright © 2015 SERSC



International Journal of Smart Home
Vol. 9, No. 5 (2015)

session key agreement, forward secrecy etc [22]. Recently, Lee et al. [21] has proposed a
remote user authentication scheme based on dynamic-ID and claimed that, with
preserving user anonymity can resist various kinds of attacks as well. Unfortunately, Li et
al. [23] has showed that their scheme can’t achieve the proper authentication and can
suffer from various well known attacks and has further proposed an improved dynamic ID
based remote user authentication scheme in multi server architecture and has defined that
their scheme can resist against all well known attacks and provides the proper
authentication, forward secrecy and known key secrecy. But, during our research, we
have found that the proposed scheme is not as much secured as they have claimed. That
is, if the attacker extracts the secret information from the stolen smart card by any means,
then adversary can easily guess the correct password PW and real identity ID by
eavesdropping any previous login request message, without knowing the master secret
key x, that is stolen smart card attack and also fails to resist user impersonates attack.
Moreover, they have overlooked one of the important features of the smart card that is, in
the case of lost or stolen smart card there must be some provisions by which user can
invalidate the stolen one and issue a new smart card i.e. smart card revocation mechanism.
To overcome such weaknesses and missing features, we have proposed a secure and
improved anonymous remote user authentication scheme for multi server environments
which can solve not only all the identified security weaknesses but also satisfies more
functionality features. The rest of this paper is organized as follows. Section 2 and 3
contain the review of Li et al.’s scheme and their flaws respectively. Our improved
scheme is presented in section 4. In section 5, we have analyzed the security mechanism
of our proposed scheme and compared the functionality features of our scheme with
related schemes in section 6. Lastly, we have completed our paper with conclusion and
future work in section 7.

2. Overview of Li et al.’s Scheme

We have used most of the notations of Li et al.’s scheme throughout this paper,
which are summarized in Table-1. Here, we will review Li et al.’s remote user
authentication scheme under multi-server environments. Their scheme has four
phases, namely, registration, login, verification and password change phase. We
explain the registration, login and verification phases only as we will use them to
carry out cryptanalysis in section 3. In their scheme, the trusted registration center
RC uses to choose the master secret key x and a secret number y to compute two
secret information h(x|ly) and h(SIDj|lh(y)), and then passes them to S; through a
secure channel. The complete steps are defined as follows:

2.1 User Registration Phase

Before accessing the remote server S;, the remote users U; must register
themselves to registration center RC. The details of this phase are defined below:

i). Uj uses to choose his/her identity ID;, the password PW;, and computes A; =
h(b@PW;), where b is a random number generated by U;. Then U; sends the
message {ID;, A;j} to the RC through a secure channel for further operation
and to generate the user’s smart card.

ii). Registration center computes B; = h(IDj||x), Ci = h(IDj|h(y)||A;), D; =
h(Billh(x|ly)) and E; = Bi@®h(x||y), then stores the values of C;, D;, E;, h(.) and
h(y) in the smart card and forwards this through a secure channel and finally
U; safely stores b into it.
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Table 1. Notations and Definition used in this Paper

Notation  Definitions

U; i™ user

S; " server

RC Trusted Registration Center

ID; Unique identification of U;

PW; Password of U;

SID; Unique identification of S;

CID;j Dynamic ID generated by U; to preserve user anonymity
h(.) A one-way collision resistant hash function

X,y The master secret key and the secret number respectively of RC
® The bitwise XOR operation

I The concatenation operation

2.2 User Login and Authentication phase

In this phase, the user U; inserts his/her smart card and enters the identification
and password I1D; and PW; respectively to initiate the login phase. The steps which
are involved to verify the authenticity of the user and remote server and to make
agreement for a common session key for further communication are given as
follows:

).

vi).

After providing ID; and PW;, smart card computes A; = h(b@PW,), Ci=
h(1D;||h(y)|IA), and checks whether the computed C; is equal to stored C; or
not. If they are, U; proceeds to the next steps for further computation to
generate the login request message. Otherwise, the smart card aborts the
session.

Smartcard computes Pj; = EiDh(h(SIDj||h(y))[INi), CID;i = Aih(Di||SID;||N;),
M; = h(Pj||CID;i||Di|[N;) and M, = h(SIDj||h(y))®N;, where N; is the nonce
generated by the smart card and sends the login request message {Pj;, CID;,
Mi, M} to S;.

After receiving the message, S; computes N; = h(SIDj||h(y))®M,, E; = PiD
h(h(SIDjlIh(y)IINi), Bi = Ei®h(x|ly), Di = h(Billh(x]ly)) and A; = CID;®
h(Di||SIDj|IN;) using pre-shared secret information h(SIDj||h(y)) and h(x|ly)
from RC.

. S; further computes h(P;||CID; ||D; |[N;) and verifies whether it is matched with

M, or not. If they are not matched, S; rejects the login request and terminates
this session. Otherwise, S; accepts the login request message and computes
Ms= h(Di||Ai|IN;||SID;j), M4 = Ai®Ni®N;, where nonce N;j is generated by S;.
Finally, S; sends the message {M3, M,} to U; as a reply message.

Once the message has been received, U; computes N;= Ai@ON;DM, and
verifies whether h(Di||Ai||N;||SID;) is matched with M3 or not. If it is matched,
U; will authenticate the server S; as a valid server and computes the mutual
authentication message Ms = h(Di||Aj||N;||[SID;) and sends the same to the
server S; for mutual authentication.

After receiving the message from U;, S; computes h(Di||Ai||N;||SID;) and
verifies with the received message {Ms}. If they are equal, S; successfully
authenticates U; and the mutual authentication is completed. After the mutual
authentication phase, the user U; and the server S; compute Sk =
h(Dil|Ail|Ni|IN;||SID;), which is considered as their session key for future secure
communication.
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3. Flaws of Li et al.’s Scheme

Although Li et al. [23] have claimed that their scheme is much secured and
resists various kinds of well known attacks but, we have proved that their scheme is
not that much secured as they have claimed and suffers from stolen smart card
attack and user impersonate attack, also does not support the revocation of stolen or
lost smart card. The details of our analysis are given below:

3.1 Stolen Smart Card Attack

In security analysis section, they have claimed that even if the attacker extracts
the secret information {C;, D;, E;, b, h(.), h(y)} from the lost or stolen smart card of
user U; by some means, then also the attacker cannot guess the correct values of
identity 1D; and password PW; in real polynomial time without the knowledge of
master secret key X, as they are protected by one way hash function. However, in
this section, we have showed that if the attacker succeeds to extract the secret data
from the lost or stolen smart card, then the attacker can guess the same successfully
by intercepting any previous U;’s login request from any given session, without the
knowledge of master secret key x. Cryptanalysis steps are defined as follows:

i).  The attacker Z obtains the secret values {C;, b, D;, h(y)} from the lost smart card
and eavesdrop any previous login message {CID;, Pj, M;, My} during the
transmission at any given session.

if).  Z computes the nonce N;= M, @h(SID; || h(y)), Ei = Py@®h(h(SID;j||h(y))IINi) = Bi®
h(x|ly) and A; = CIDi@h(Dji/|SIDj||Ni) = h(b&® PW;), where SID; is a known
parameter.

iii). Z guesses a password PW, of victim party U; and computes h(b@PW,), and
compares with calculated value of A;. If it holds, it indicates that PW, = PW,. Z can
exhaustively examine all possible passwords PW, of U;, until he finds the correct
one.

iv). After successful guessing of a password, Z can also predict the original identity 1D,
of victim party U; and computes h(ID,||h(y)||Ai), and compares with obtained secret
value C; from the lost smart card. If it holds, it indicates that ID, = ID;. Z can
exhaustively examine all possible identity ID, of U;, until he finds the intended one.

From the above analysis, we can observe how successfully the adversary can guess the
real identity and password without any knowledge about the master secret key X, but
extracting only the secret information from the lost or stolen smart card and intercepting
any previous login request. As the speed of computational process is not being limited any
more; difficulty of exhaustive searching for such secret parameters may not survive.
Hence, their scheme cannot resist stolen smart card attack.

3.2 User Impersonates Attack

Assume that adversary Z extracts the secret parameters {C;, D;, E;, b, h(.), h(y)} from
the smart card and eavesdrop any previous login request message {CID; , P;j , My, M,}
during the communication between U; and server S;, then adversary can impersonate
himself as a valid user by easily creating a forge login message to fool a server S,
without knowing PW;. Here, Sy is any service providers sever and can be server S; too. To
apply such attack, the attacker Z can perform the following steps:

i).  Z calculates random nonce which is generated by U that is, N; = M,@h(SID; ||h(y))
and secret values E; = PyDh(h(SIDj||h(y))|N;) and A; = CIDi&Dh(Dj||SIDi||N;),
where SID; isa known parameter.

ii).  To create forge login request message, the attacker Z can compute P'ixl
Ei®h(h(SIDLh(Y))IIN,), CIDi= Aidh(Dil|SID«|IN,), M1 = h(Pi|CID;{[|D{N,), M
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h(SID,||h(y))®N,, and sends {P;, , CID;, M3, M} a forge login request to the
server S,.

iii). Once the message 'has bleen received, the server Sy computes N, =
Mo@Bh(SIDyIh(y)), Ei = Pw@®h(h(SIDLh(Y))IN,), Bi = Ei®h(x|ly), Di =
h(Bilh(xlly)) and A; = CIDi®h(D|SID4|N,), then checks whether
h(PJ|CID}||D}||N,) is matched with M’ or not. As the attacker does not replace any
values except SIDyand N, it will be verified successfully and Sy generates random
nonce N, and computes M3=h(D[|JAi|N,|[SID,), M, = ADN,BN, and forwards
the message {M3, M} to Z.

iv). After receiving {Ms; M4}, Z computes N, = M DAGN, and
M's=h(Dj[|A|IN,|SID,), and submits {M’s} to S, for mutual authentication.

v).  Upon receiving the message M’s, S, computes h(Dj||Ai[|N,]|N,). It is obvious that
h(Dl|A][NISID,) = h(Dil|AlIN,J|SIDy) = M’s, so S,will successfully authenticate Z
as a legal user U; and at the end, the attacker Z and Sy share a common session key
Sk= N(Dil|AilINZ|INx) = h(DillAilIN[INy).

From the above analysis, we can see that if the adversary gets the secret information
from the user’s smart card by some ways and eavesdrop any previous login request then
adversary Z can easily impersonate as a legal user U; and shares a session key Sk with the
server S,. So, Li et al.’s scheme is unsuccessful to resist against user impersonates attack.

3.3 Revocation of User’s Lost or Stolen Smart Card

It should be one of the important features of the smart card based authentication
scheme [22] that in case if the smart card is lost or stolen; there should have a provision of
invalidating the lost or stolen smart card and generates a new one, otherwise an adversary
can impersonate as valid registered user, as we have seen from the above mentioned
attacks. So, if we succeed to keep the record of valid card identifier of each registered
user anyhow, then it can be distinguished very easily from valid card to invalid one.
Unfortunately, Li et al.’s scheme has overlooked this feature and there is no prerequisite
to revoke the lost smart card. Thus, their scheme has major flaws to provide the important
feature of smart card based authentication for revoking the lost smart card without
changing the user identities.

4. Proposed Scheme

Here, we have proposed an improved anonymous authentication scheme using smart
card to eliminate the weaknesses and flaws of Li et al.’s scheme. The proposed scheme
uses the same notations as mentioned in Table-1. The improved scheme has an extra
phase as compared to Li et al.’s scheme which is smart card revocation phase. The
proposed scheme also has the three participants - the user U;, registration center RC and
authentication server S;. After choosing the master secret key x and secret number y, the
registration center RC computes h(x|ly) and h(y), and shares these with the server S;
through a secure channel. The detailed descriptions of these phases are defined as:

4.1 Registration Phase

This phase is invoked, when a new user U; wants to access the service from remote
servers or reregister for revocation of stolen smart card. The new user U; and registration
center RC need to perform the following steps:

i). A user U; chooses his ID;, the password PW;, and computes password digest RPW;

= h(b@PW,), where b is a random number generated by U;. Then U; sends ID; and
RPWi; to the RC for registration through a secure channel.
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).

).

iv).

After receiving the registration request message, RC verifies whether the chosen ID;
already exists in the registration record database or not. If so, RC initiates U; to
choose another ID;. In addition, RC checks the registration record of U; and if U; is
a new user then RC sets the value of N=0. Otherwise, if U; is reregistering then RC
increments the value of N by one and stores the values of ID; and N in the database.
Then RC computes the following steps and is also depicted in Fig. 1.

A = h(x]|IDU), where IDU= (ID{||N)
Bi = h(IDi[|h(y)IRPW)) DA

Vi = h(A () [RPW)
Di=h(Ai®h(x|ly))

Ei= Adh(x]ly)

Lastly, RC stores {B;, V;, D;, E;, h(y), h(.)} to the memory of U;’s smart card and
sends to the user through a secure channel.
Upon receiving the smart card, U; securely stores b and it finally contains {B;, V;,

D, Ei, h(y), h(.), b}.

These above steps complete the registration process of the remote user.

4.2

User Login Phase

This is the phase when the remote user U;interacts with the system and wants to access
from the remote server S;. U inserts his smart card into the card reader and inputs his
identity and password ID; and PW; respectively and then the smart card performs the
following steps to generate the login request message:

i),

Smart card computes RPW; = h(b@PW,), A; = B;@®h(IDj||h(y)||RPW,) and V;" =
h(Ai|h(y)||IRPW;), where random number b and h(y) are securely pre-stored in the
smart card, and checks whether the computed V; is matched with V; or not. If
verification succeeds then proceeds to next step, otherwise smart card rejects the
login request.

After the confirmation of authenticity about the smart card with user U;, smart card
further computes:

Pij = Ei®h(SIDj|lh(y)[IN;)
CID; = RPW;@h(Dj[|SIDj[IN)
C1 = h(A{[|Di||CID{|N;)
C2=h(SIDj[Ih(y)) ©N;

where nonce N; is generated by the smart card and at the end of login phase, U; sends the
login request message {CID;, Pj;, C;, C,} to S; for authentication.

16

Ui RC
1. Enter ID;, PW; and compute
RPW, = h(b@PW.) {|D|, RPW.}
—— 2. A = h(x||IDU), where IDU = (IDj||N)
Vi = h(Aillh(y)IIRPW;)
Di= h(Aidh(x|ly))
Ei = Aidh(x|ly)
3.{Bi, Vi Dj, Ei, h(y), h()}
4—

4. The smart card contains { B;, Vi, D;, E;, b, h(y), h(.)}

Figure 1. The Registration Phase of our Scheme
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Authentication Phase

Once the message has been received, the server S; verifies the authenticity about the

received message by the following steps:

i),

Authentication server S; computes N; = C,@h(SIDj||h(y)), Ei= P;@®h(SIDj||h(y)|IN5),
Ai= Ei®h(x|ly), Di= h(Ailh(x]ly)) and RPW;= CID;@®h(Dj||SIDj||N;) by using {CID;,
Pii, C1, C.}, and shared secret values h(y) and h(x||y).

S; further computes h(A{||Di|CID||N;) and compares with received C;. If it does not
match, S; simply rejects the login request and terminates this session. Otherwise, S;
generates a random nonce N; and computes C; = h(SIDj||Di||RPWi||N;), C4 =
RPW;@N;®DN; and sends the message {Cs, C,} to U;.

After receiving the message {Cs, C,} from §;, U; computes N;= C,DRPW;DN; and
compares h(SID;||Di||RPW;||N;) with received Cs. If it does not hold, U; rejects these
messages and terminates this session. Otherwise, U; authenticates the remote server
S; and computes the mutual authentication message Cs = h(SID;||Ni||RPWj||D;).
Finally, U; sends the message {Cs} to S; for mutual authentication.

. Upon receiving the message {Cs}, S; computes h(SID;||N;||RPW;||D;) and compares

with received Cs. If they are equal, S; authenticates the user U; successfully and
accepts the login request.

At the end of this phase, the remote user U; and the server S; make an agreement on
session key Sk = h(RPW;[|Dj||SID;{|Ni[IN;) for making any further communication during
that session. The login and authentication mechanisms have also been shown in Fig. 2.

44

Password Updating Phase

In this phase, whenever the U; feels to update his/her old password PW; with the new

one PW;"™" then he/she must follow the following steps to fulfill the requirement:

After inserting the smart card into the smart card reader, the user enters ID; and
PW;, and requests to change the password.

U;’s smart card computes RPW; = h(b@PW;), A;= Bi@h(IDj||h(y)||RPW;) and V=
h(Ah(Y)[|IRPW)). X

U;’s smart card verifies whether V; is matched with stored parameter V; or not.

If it succeeds, then U; selects the new password PW;™" and proceeds to the next
step, otherwise the smart card simply rejects the request.

U’s smart card computes RPW"" = h(bdPW™), B"™ =
h(IDj||h(y)||RPW;™ ™)@ A; and V™" = h(Aj||h(y)||IRPW;™"), and then replaces B; and
V; with Bi"™" and V;"*" respectively. At the end of this step, the password will be
successfully updated.
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U S;

Submits ID;, PW; and SID;

1. RPW, = h(b@PW,)

A = Bi@h(IDiIh(y)|IRPW;)
Vi = h(Aillh(y)||[RPW;) and
checks V;" = V; , or not?

2. Py= E@h(SIDjIIh()IIN)
CID; = RPW,"@®h(D;||SID;j||N;)
C1 = h(Ai[|Di[|CID;{INi)

Cz = h(SIDjlIh(y)) @ Ni
3. {CID;, Pij, C1, Co}
’ 1. Ni = C2@®Nn(SIDj[lh(y))
Ei = Piy@h(SIDjlIh(y)IINi)
Ai = Eidh(x|ly)
Di = h(Ai[lh(x]ly)) and
RPW; = CID;@®h(Dj||SID;||N;)
2. Compare h(A|||Di||CIDi||N;) with Cy,
If matched then
Cs = h(SID;||Di||RPW;|IN;)
C, = RPW;@®N;@N;j and sends {Cs, Cs}

3. Nj = C.PRPW;@N; and checks {Cs, C4}
h(SID;|[Di[RPW;[IN;) with —
received Cs, if matched,
Cs = h(SIDj||Ni[|RPW;||D;)
and sends {Cs}

{Cs}

4. Check if h(SID;||Ni|[RPW[|D;) = Cs then

SK = h(RPWi||Di[|SID;|INi|IN;) < > SK = h(RPW;[|Di[|SID}{INi[INy)

Figure 2. Login, Authentication and Session Key Agreement of Proposed
Scheme

4.5 Revocation of User’s Lost or Stolen Smart Card

During our registration phase, the RC stores secret credentials N against each user ID
in their database. Whenever the user U; sends the request to invalidate the older smart
card and generates a new one, by proving his/her authenticity about the smart card (for
example, by providing his/her first school name, date of birth etc.), RC updates the stored
credentials by incrementing the value of N by 1 and follows the same procedure as
defined in registration phase to issue a new smart card. So, at the end of this phase, user
U; will have a new smart card with the updated secret information. Hence, it is impossible
to make any hamper by the adversary with the lost or stolen old smart card as all the
parameters of the smart cards have already been changed with the new value of N.

5. Security Analysis

Sl Protection Against Stolen Smart Card Attack

In our scheme, even if the attacker somehow extracts the secret information {B;, V;, D;,
E;, h(y), b, h} from the lost or stolen smart card and eavesdrop any previous login request
{CID;, Pjj, C4, C,} then also it will be infeasible to compute any forge login request that
can pass the authentication phase successfully without knowing 1D;and RPW;. However,
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to change the user password or login to the system, adversary can compute N;
C:OhSIDINY). E = hSIDIhYIN)BP; = A®h(xly) and RPW,
CIDi@h(Di||SIDj||N;) and may guess the correct password PW; from RPW;, by
exhaustively examining all possible password combinations PW, of U;. Even after
guessing the password successfully, attacker cannot guess the correct ID; without
knowing A;, where A; is hidden in E;. So, it is impossible to compute the correct value of
A, without knowing master secret key h(x||y). Hence, no one can either create the fake
login request or can guess the correct ID; and PW; in the same polynomial time.
Therefore, the proposed scheme is secured against stolen smart card attack.

S2. Protection Against Replay Attack

The adversary may replay any previous intercepted login request message from the
valid user and response message from the server to cheat user U; or server S;. In the
proposed scheme, two random numbers N; and N; are used to make the communication
message dynamic in nature and will remain valid for a session only. Suppose, the attacker
Z, after intercepting any previous login request {CID;, Pj, Cy, C,} from the user U;, may
replay this message to S; to access the services. Z will receive the acknowledge message
{C;, C,} from the server S;. However, Z cannot compute mutual message {Cs} to respond
to the server S; without knowing A;, B; and N;. Even if Z responds to the server S;, by
replaying the intercepted previous mutual message {Cs}, S; computes
h(SID;||N;||RPW;||D;) and will compare it with the received message {Cs}. As Z replays
intercepted login request message and mutual message {Cs} of the same session, so
computed value will be matched with Cs. But Z, cannot establish the session key
agreement with the server S; without knowing RPW;, D;, N; and N;.

Similarly, if the attacker tries to cheat the user U; by sending intercepted message {Cs,
C,} from the server S;, in this session, then computed value of h(SID;||D;||RPW;||N;) will
not be equal to C; because the two random numbers N; of these two different sessions will
not be equal. Thus, the computed N; will not be matched with random number N; in this
session which was earlier generated by S;. Hence, the proposed scheme is secured against
replay attack.

S3. Protection Against User Impersonates Attack

After modifying the intercepted message, an attacker can try to prove himself as legal
user to access the services from remote server S;. To do so, the attacker must be able to
create a valid forge login request {CID,, P;;, C,, C,} to fool S;. However, it is infeasible to
compute such login request without knowing the secret information A;, RPW;, D;, E;, h(y)
and N;.

On the other hand, if an adversary is a registered but malicious user then also he
cannot prove himself as another legal user. Even though if he will try with any intercepted
previous login message and his smart card, then also it will be impossible to compute D;
and RPW; without knowing h(x|ly), b and PW;.

Similarly, if anyhow the attacker gets the victim’s smart card and retrieves the secret
information {B;,V;, D;, E;, h(y), b, h} still the attacker cannot create any forge login
request to fool S; with any previous login request message {CID;, Py, C, C,}. Since, he
cannot use these parameters to get the correct value of A; from the extracted value E;
without knowing h(x|ly) therefore, it is impossible to create any forge message C,, which
can pass the verification successfully at the authentication phase. Hence, our proposed
scheme can successfully protect against user impersonates attack.

S4. Protection against Insider Attack

In this attack, a privileged insider of the RC can access other server by stealing the
identity and password verifier from the RC’s verification table. However, in the proposed
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scheme, U; registers himself to RC by presenting RPW; = h(bé@PW;) instead of PW; and
h(PW;). During registration, the value of b is not disclosed to RC, so the insider of RC
cannot get PW; by performing any kind of guessing attack on RPW,. However, the
proposed scheme does not maintain any verification table except the registration record
table. Therefore, the proposed scheme can successfully withstand in insider attack.

S5. Revocation of User’s Lost or Stolen Smart Card

The proposed scheme has an additional feature as compared to Li et al.’s [23] scheme.
In our scheme, the registered user U; can invalidate the lost or stolen smart card and issues
a new smart card with the new set of information. Whenever the user U; sends the request
to RC for revocation of lost or stolen smart card by proving his/her authenticity, the RC
increments the value of N by one in its registered record database and computes new
value of A;, B;, V;, D;, and E;, and issues a new smart card to U; So, if an adversary tries
to hamper the user U;using the lost or stolen smart card to login into the system, then
cannot prove himself as a valid user due to the changes in registered record database of N.
So, lost or stolen smart card will become useless to be used further.

S6. Perfect Forward Secrecy

In this scheme, if the secret information h(x||y) and h(y) have been compromised by
any means, then also it is impossible to compute a valid forge login request message
{CID;, Pj, C;, C;} by an adversary without knowing user’s RPW; and A;. So, our
proposed scheme can provide the perfect forward secrecy.

5. Performance and Security Comparison

In this section, we have discussed the security features and performance issues of our
scheme with other related existing schemes, which are summarized in Table-2 and Table-
3 respectively. From Table-2, we can analyze that our scheme provides more security and
higher functionality features as compared to other schemes. Because of very less
computational cost incurred by bitwise XOR and concatenation, we have not added these
two operations in our account for comparison purpose. We can see from Table-3 that, our
scheme has been designed by adding one extra hash function as compared to Li et al.’s
scheme and but as same as Lee et al.’s. Besides, our scheme can provide better security
and strongly resists against stolen smart card attack and user impersonates attack and also
has additional features of smart card revocation too. Hence, our scheme is more secured
and robust than compared schemes.

Table 2. Security Features Comparison

Security characteristics S1 S2 S3 S4 S5 S6

X. Lietal.’s[23] No |Yes | No |Yes | No | Yes
Lee etal.’s [21] Yes | Yes | No | Yes | No | Yes
Our Proposed scheme Yes | Yes | Yes | Yes | Yes | Yes

Table 3. Performance Comparison with Other Related Schemes

Phases X. Lietal.’s [23] Lee etal.’s [21] Proposed Scheme
Registration Phase 6TH +2Tx 6Th+2Tx 7Ty +2Tx
Login Phase T+ Tx+Tc TTy+Tx+Te ITy+Tx+Te
Authentication Phase | 10Ty + 2Ty +3T¢ 11Ty + 2T« + 3T¢ 10Ty + 2T« + 3T¢
Total 23Ty + 5Ty +4Tc 24T+ 5Ty + 4T 24T + 5Ty + 4T

Where Ty, : Time required for hash operation, T¢: Time required for comparison and Tx: Communication cost
for login.
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7. Conclusion

As the remote user authentication scheme becomes a great research challenge over the
insecure communication channel, many schemes have been proposed to provide the
higher level of security and with many numbers of features. Li. et al. proposed a scheme
where the remote user can be authenticated very easily and securely by preserving the
user anonymity under multi-server environments. In this paper, we have reviewed and
proved that their scheme has some major security weaknesses and cannot withstand
against some well known attacks. In order to remove such weaknesses and to enhance the
security in large scale, an improved scheme has also been introduced. This scheme
consists of some more additional features and provides the perfect security against the
well known attacks. Therefore, the proposed scheme is well suited for practical
applications.
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