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Abstract

Wormhole attack is one of the most serious attacks on DV-Hop localization algorithm.
Previous solutions usually require hardware support, or a higher ratio of beacon nodes
and very complex mathematical operations. In this paper, we analyze the effect of the
wormhole attack on DV-Hop algorithm, which mainly destroys the network topological
structure and shrinks hop count between nodes and expands the localization error. We
propose a modified DV-Hop method without additional hardware support against
wormhole attacks. Through analyzing the characteristics of the neighboring nodes set of
nodes attacked, this method detects wormhole attack, then locates nodes by using an
improved DV-Hop algorithm. We show that the scheme can detect wormhole attacker
adequately, and the obtained localization accuracy is even better than that of the DV-Hop
method without wormhole attacks in most cases.
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1. Introduction

Wireless sensor network (WSN) plays a huge role in many aspects due to its
advantages, such as low cost, flexible easy networking, being applied to special
environments [1], etc. Usually the nodes are randomly deployed without being set in
advance [2], which needs to design localization algorithms. Node localization algorithms
in WSN are mainly classified into two categories: range-based and range-free [3]. Though
the former is better than the latter in location accuracy, the node must be outfitted with
measurement distance, measurement angle, directional antenna or other hardware. The
latter does not need hardware support and can meet the most the location accuracy
requirements so that it is widely used. DV-Hop [4][5] algorithm is one of the most
widely used algorithms in range-free, since it is a simple algorithm and has high
localization accuracy.

DV-Hop algorithm has poor security. When under attack, its localization accuracy will
be reduced greatly. Wormbhole attack [6-7] is more serious attack method, which can
damage the topology structure of WSN. When a wormhole node receives a data packet, it
will transmit the information to another wormhole node through a low latency tunnel,
then replay or tamper the information. The two nodes with larger distances originally are
mistaken for neighbor nodes each other, and make hop between two nodes less, so it has
great influence on the localization accuracy of the DV-Hop. In recent years, the research
directions of optimizing DV-Hop localization algorithm mostly focus on using additional
hardware support or whether the hop distance between nodes is larger than the
communication radius of nodes, and mainly aim at discovering wormhole nodes. While
the researches on how to reduce the impact of wormhole attacks to achieve better
localization accuracy are lesser [6-13].
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For the wormhole attacks on DV-Hop, this paper proposes an improved DV-Hop
localization algorithm(NSDV-Hop) based on mutual neighboring nodes set, which uses
the relationship of the neighboring nodes set of attacked nodes to detect the attacked
nodes by wormhole, and locates with the improved MHDV-Hop method [15]. The
algorithm greatly reduces the impact of wormhole attack on DV-Hop algorithm. Even if
the distances between wormhole nodes are far away, it also can achieve better positioning
accuracy.

The main contributions in this paper include:

(1) Put forward the wormhole attack detection method based on the mutual
neighboring node set;

(2) Take the classification processing of the attacked nodes, improve the positioning
accuracy. Combined with MHDV-Hop, NSDV-Hop algorithm is proposed for resisting
wormhole attack;

(3) Through the simulations, verify the effectiveness of NSDV-Hop algorithm. In most
cases, compared with basic DV-Hop and basic DV-Hop witho wormhole attack, it can
achieve better accuracy, basically eliminating the effect of implicit wormhole attack on
DV-Hop algorithm.

The rest of the paper is organized as follows: the second section introduces the related
works of the wormhole attack detection and defense, and carries on the analysis; the third
part introduces the hypothesis model for NSDV-Hop to defense wormhole attacks; the
fourth part introduces the NSDV-Hop algorithm; the fifth part is the simulation and the
analysis; the sixth part is the conclusion.

2. Related Works

The wormhole attack is usually composed of two malicious nodes that cooperate
together to launch attacks. A malicious node will transmit information received to another
malicious node via a private tunnel. Although the two malicious nodes are perhaps far
apart, but there is only one hop distance. The wormhole attack can reduce the hop count.
Many shortest paths between nodes will pass through the private tunnel, and the
wormhole node will tamper with the packets or make node location errors greatly
increased.

The wormhole attack is divided into hidden wormhole attack and exposed wormhole
attack [6]. As for the hidden wormhole attack, the attacker often does not modify after
receiving data packet of node A in general. The tunnel will transmit the data packet to
another attack node in distant end to replay. When node B receives the replayed data
packet, it will mistake that node A is its neighboring node. Hidden wormhole attackers
generally do not appear in the routing table. As for exposed wormhole attack, after an
attacker receiving the data packet of node A, it will transmit it to another attacker in
distant end, then this attacker transmits the information with its header file to node B. The
attackers appear in the routing table. Aiming at the wormhole attack, many scholars have
proposed different solutions [6-13].

Literatures [6] and [7] have proposed a wormhole attack detection and defense
mechanism of packet leash, and put forward two kinds of leash: geography leash and time
leash. Geography leash requires the node to know its position in advance and should be
synchronized with the clock. Obtaining the position of node and synchronizing the clock
need the additional hardware support, such as using GPS positioning to obtain the
position information of each node, the cost is more expensive. Time leash requires strict
time synchronization, since the distance between the nodes are short in general, time
synchronization requires to reach to the nanosecond-level precision. Affected by the
environmental factors, it is difficult for WSN to achieve this. This detection method can
be used to hidden wormhole attack. Literatures [7] applies Hash tree into time leash and
puts forward an optimized TIK method.
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Literature [8] puts forward a wormhole attack detection method based on the
directional antenna, the node periodically sends the message to confirm all the neighbors
in the direction indicated by the directional antenna. All the nodes share the directional
information to prevent the malicious node disguising as the neighbor node. Even it does
not require positioning and time synchronization, it needs directional antenna. When
many nodes attack, it cannot detect all the wormhole nodes.

Literatures [9] and [10] have proposed a wormhole detection mechanism. When the
calculated hop size of a node is greater than the communication radius, the nodes are
considered to be under the wormhole attack. Usually the hop size is much smaller than the
communication radius R, it is about 0.7R. Even if under attack, the node’s hop size
becomes larger, and it may not be more than R, that the attacker could not be detected.

Literature [11] puts forward a program to conduct data investigation on wormhole
node, it can be applied to two types of wormhole attack detection. It detects the wormhole
attack through the monitoring and analysis on several important factors, such as the
processing time of intermediate node and the modified frequency of neighbor list, etc.
This program is complicated, there are many other factors affect the detection effect.

Literature [12] puts forward a wormhole attack detection method based on the signal
processing technology, it proposes that transfers the receiving time data into “signal” and
sends it out consciously, analyzes it at the destination node and then uses fast Fourier
transform to transfer that signal to the frequency domain and conduct analysis to detect
wormhole attack. That method needs to have the signal recognition and processing
function, which has high requirement on the nodes.

Literature [13] puts forward a safe positioning mechanism to defend the wormhole
attack based on the label during the localization process of DV-Hop, the communication
mechanism is more complex. It includes three phases: beacon node label, node label and
safe positioning based on DV-Hop. It identifies the wormhole attack based on the self-
exclusion of node, label mechanism of beacon node, the uniqueness of data packet and
other properties. If the data packet received by node violates the three properties above, it
is thought to be attacked by the wormhole node and is marked.

Literature [14] puts forward the PDWA wormhole attack detection algorithm based on
the only pre-order node, it uses the feature that wormhole node is usually set as the only
pre-order node to conduct wormhole node detection, the algorithm is simple and can fully
detect the wormhole node. This algorithm is applicable to the exposed wormhole attack.

3. Hypothesis

Hide wormhole attack is a common and effective method for attacking DV-HOP
algorithm. NSDV-Hop algorithm detects the hidden wormhole attack based on the
neighboring nodes set. It overcomes the problem that hidden wormhole attack and
defense method mainly depends on the hardware support and hop size being greater than
the node communication radius. As shown in Figure 1, when two wormhole nodes attack,
the attacker's neighboring nodes(S:,S,S3,S4) would think another attacker’s neighboring
nodes (Ss,S6S7,Sg) are their neighboring nodes, forming a set of neighboring nodes

{S1,5,,53,54,55,56,57,5s } . In the case of no additional hardware support, NSDV-Hop
uses of neighboring nodes set to detect the wormhole attack and finds out the attacked
node, then it improves localization accurate.

In order to illustrate NSDV-HOP, set hag as the minimum hops between node A and
node B, and the definition is provided as follows:

Definition 1. Preorder node [15] (PN), if any node A, B, X, 3hag =1 and hgx =hax -1,
thus node B is the preorder node from node A to node X, marked as: B € P, (A) .

Definition 2. Neighboring nodes set (Sy), the neighboring nodes set of node A is: the
nodes set that is one hop far away from node A, marked as Sy (A), as shown in formula

D).

Copyright © 2015 SERSC 103



International Journal of Smart Home
Vol. 9, No. 12, (2015)

VBeS, (A)=h, =1 (1)
Definition 3. Attacked nodes set (Sy ) , the neighboring nodes sets of a pair of

wormhole attacker M and N are Sy(M) and Sy (N) , the set of attacked nodes (Sy) is
shown in formula (2).

Sy =Sy (M)Us (N) @)

Figure 1. Schematic Diagram of the Ends of the Neighboring Node under
Wormhole Attack

As shown in Figure 1, Sy is {S1,5,,53,54,55,5657,Sg}. When attacked by many
wormholes, many S,y will appear, marked as Sy (i).
Definition 4. Mutual neighboring nodes set (Sy) , when judge Sw, assume a node’s
neighboring nodes includes itself, that is to say, the neighboring nodes of node A includes
node A. Sy meets the formula (3).
VAeS, = S, (A)s, =5, (3)

Definition 5. Fully attacked node (Ng) : If the set of neighbor nodes Sy (A) is a true
subset of attacked nodes set Sy, marked as: Sy(A) < Sw ,thus node A is called as the fully
attacked node. As shown in Figure 1, node S, is Ne.

Definition 6. Part attacked node (Np) : If the set of neighboring nodes Sy (A) is not a
subset of the set of attacked nodes Sy, marked as: Sy(A) ¢ Sw ,thus node A is called as
part attacked node. As shown in Figure 1, node S; is Np.

4. NSDV-Hop System Model

In this section, we have described the main ideas of NSDV-Hop positioning
algorithm, including three stages:

a. find out the attacked nodes set Sy

b. classify the Sy nodes for processing;

c. locate with the MHDV-Hop algorithm.

4.1 Find out the Attacked Node Set Sy

When a pair of wormhole attackers M and N begin to attack, the nodes within their
communication radius will be affected. Choose from M to N channel as the shortest path,
then the neighbor nodes of M and N become the mutual neighboring nodes set Sy. When
we defend against wormhole attack, first find the Sy under attacks, and conduct
processing. Since it may be under multi pairs of wormhole attackers, there may be
multiple mutual neighboring nodes sets, respectively expressed as Sy (i) (i=1, 2, 3,...), and
union of them is Syw. Because DV-Hop algorithm usually requires the average
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connectivity more than 16 in WSN. Suppose node A is a attacked node, Sy(A) contains
sets of the two attackers’ neighboring nodes and the neighboring nodes set of its own . In
order to reduce the computational complexity, when solve the attacked nodes set, set the
minimum node number (Np,) of the attacked nodes set. If the number of neighboring
nodes of a node is less than Npy, the node is not considered as an attacked node. The
value of Ny, is too large to detect all attacked nodes. While Ny, is too small, the amount
of calculation will be increased. Through the experimental analysis, set Nin=30.

The main procedures of finding Sy, are as follows:

a. Record the neighboring nodes set Sy(i) of each node, including the increased
neighboring nodes due to wormhole attacks.

b. Supposed k is the number of wormhole node pairs(In general two wormhole nodes
which communicate each other through a tunnel are a pair of wormhole nodes), and set
k=0. Calculate the length of Sy(i) of each node, which is recorded in the array Ly, as
shown in the formula (4).

L, [i1=length(S, (i) (4)
c. Sort Ly in descending order, and store the node ID of each node which satisfies
Ln[i]>Nmin into the set Sip in proper order.
d. Calculate n, m, and S« as shown in the formulas (5), (6) and (7).

n=length(S ) ()
m=5,_() (6)
Smax :SN(m) (7)

e. Calculate the mutual neighboring nodes set Sy of node m, carry out the following
codes:

Stem= P;
for j=2:n
Sn=Spax M Sy (Sw (J) ) ;
if length(Sn) =Nun
Stem =Sn;
end
end
if Sem™=P
STD:STD_Stomp
k=k+1;
Sw (k) :Stcmp
else
Siw=Sw— { 1}
end

f. If S;p#®, return d.

In case of not being attacked, the circumstance that more than 30 nodes are SM rarely
occurs, so the calculated Sy, (i) is the set of attacked nodes.

The computational formula of Sy is shown as the formula (8).

s, =Us, @ ®)

i=1
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4.2. Classify the Nodes of Sy, for Processing

After finding Sy, it should be processed. If all the nodes in Sy, are removed, a greater
cavity will be generated in the communication radius of wormhole node, and hops
between its surrounding nodes will increase, which will greatly increase the localization
error. The nodes in Sy can be divided into the attacked beacon node, entirely attacked
node Nr and partially attacked node Np according to their different characteristics. Then
they are processed according to classification, so as to reduce the impact of this cavity
attacked.

The discriminated method of Veand V5 is shown as the formula (9).

[=d ieN .
S, ()-8, 1 . ©)
(=P ie N,

The following respectively processes three types of nodes.

a. Attacked beacon node

Assume the set of beacon nodes attacked is NB. It is harmful that a node in NB
continues to localize for other unknown node. So it should be deleted. The process mode
of node i on the NB in Formula (10).

S, (i)=5S,()-N, (10)
b. Entirely attacked node (Ng)
All neighboring nodes of NF are attacked, all nodes which can be with the help of

location are not credible, which should be deleted. The process mode of any node i on the
node NF is showed in Formula (11).

S, (i)=5,(i)-N_ (11)
c. Partially attacked node (NP)
Partial neighboring nodes of Np are not attacked and positioning by relying on those
nodes. Set the non-attack neighboring nodes set is Sp (i). Np node processing is as follows:
1. Delete Sy in the neighboring nodes table of any node i, as shown in Formula (12).

Vie N,,S (i)=S,(i)-5, (12)

ii. Any node i, j € Np, k is a node without attacked, if h (i, Ky =1 and h (j, k) = 1, it is
considered that i and j are real neighboring nodes. Set h (i, j) = 1.

4.3. Locate with the MHDV-Hop Method

After the treatment in section 4.2, obtain the new neighboring nodes set Sy(i) of each
node. It is set that a node is one hop from its neighboring nodes. Then apply the MHDV-
Hop method to positioning. Use the neighboring nodes table from section 4.1 and section
4.2 to calculate the number of hops and average hop size between nodes (calculation
method is the same as DV-Hop), then correct them. Assume node a is any beacon node
and node i is any unknown node. The preorder nodes set from node i to node a is denoted
as P, (i), and the number of the preorder node from node i to node a is denoted as N, (i).

Modified MHDV-Hop algorithm is described as follows [15]:

a. Calculate the number of the preorder nodes from any nodes to any beacon node:
traverse all the nodes, record the preorder nodes from node i to the beacon node a in Py(i),
and count N,(i) of each node i (if N, (i) > 7, set N, (i) =7). Sort by the beacon node N,(i)
and ID in ascending order. Successively calculate the correction coefficients from node i
to beacon node a in this order.

b. Calculate e the correction coefficient E..: from node i to the beacon node a. Take
K value of 7. Use the formula (13) to calculate Ejg from the unknown node i to the
beacon node a.
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2 K
[—(F—W—Na(i)), N, (i) <K
< |2l
Elasl (13)
2 [ K] :
—(—-K), N,(i)>K
[« ]2

c. nisthe hop count from the unknown node i to the beacon node a. Set n=1, use the
formula (14) to calculate the correction coefficient E,(i) from the node i to the beacon
node a. Set the correction coefficient E, (i) of unknown node i away from beacon node a
for one-hop as 0, and E, = 0.

0, N (i)=0
Ea(i)=<[ a(.) (14)
|E T E N, (i)>0

last n-1"'
d. Set n=n+1, and calculate the average correction coefficients E,; of all preorder
node hops to the beacon node a using the formula (15).

1
Na(i)z E, (i) jeP,(i) (15)
e. Then calculate the correction coefficient E;(i) with the formula (14).
f.  If there is any other unknown node away from beacon node a for n hops, calculate
its correction factor E, (i) away from beacon node a according to &-®);

g. If there are other beacon nodes, repeat @-®).

h. Calculate the distance from each node to the beacon node. The calculation
method of HopSize, of beacon node a is the same as that of the DV-Hop method. The hop
count from the unknown node i to the beacon node a is denoted as h;,. The distance
between the unknown node i and the beacon node a is denoted as d;,. That unknown node
i is the first to receive HopSize, denoted as HopSize;. Calculate di, as shown in formula
(16).

E

n-1

d, = HopSize x (h, +E_(i)/h) (16)
i.  Subsequently calculate the distance from each unknown node to each beacon

node by the method of ®.
j. Use maximum likelihood method to calculate the position of each unknown node.

5. Analysis of Simulation Results

In this section, we uses MATLAB to conduct simulation experiment and compares and
analyzes the localization accuracy of DV-Hop method not attacked by the wormhole, DV-
Hop method attacked by the wormhole and NSDV-Hop method attacked by the wormhole.

5.1. Simulation Settings

The nodes are randomly distributed in the rectangular region with the size of
1000m*1000m. The communication radius R of unknown nodes and beacon nodes is
100m. The communication radius R,, of the wormhole attacker satisfies R<R,<<1.5R.
The distance D,, between a pair of wormhole attack nodes satisfies D,,==3R. Ny, the
number of wormhole attackers is 2. The total number N of the unknown nodes and the
beacon nodes is 700. And the beacon node ratio Ps=Ng/N=10% (Ng is the number of
beacon nodes). Under the above conditions, make simulation experiments through
changing some parameters. In order to eliminate the errors generated randomly, the
simulation result is the average value of 100 results under the same conditions.

The computing method of the average localization error (E,) is indicated as the
formula (17).

Copyright © 2015 SERSC 107



International Journal of Smart Home

Vol. 9, No. 12, (2015)

X=X (oY)
- R

E

A

(17

Where (X;,Y;) is the actual location of the node; (Xg, Yg) is the calculated position of
the unknown node; R is the communication radius of unknown node. Use the average
localization error to express the localization accuracy.

5.2. Simulation Results and Analysis
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As shown in Figure 2, the simulation results show when the average connectivity is
more than 18, the DV-Hop localization error attacked by the wormhole is more than 1.5R,
and after applying the NSDV-Hop method, location accuracy is better than DV-Hop
algorithm accuracy not attacked by the wormhole, and with the increase in the average
network connectivity, the localization accuracy increases.
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As shown in Figure 3, the simulation results show that using the NSDV-Hop
localization algorithm can overcome the influence of the wormhole attack under the
condition of Pg changing, the location accuracy is better than DV-Hop algorithm not
attacked by the wormhole, and with the increase in Pg, the location accuracy increases.

As shown in Figure 4, the simulation results show when there are various pairs of
wormholes attacking nodes, the method NSDV-Hop also have a good effect. Under the
experimental condition, when there are more than 6 wormhole nodes, the localization
accuracy will decrease. In practical applications, with the increase in the area and the
density of nodes, when there are more than 6 wormhole nodes, it will have very high
localization accuracy.

As shown in Figure. 5, the simulation results show that the distance between wormhole
attackers does not make NSDV-Hop algorithm fail. The longer the distance between
wormhole attackers is, the better the localization accuracy will be.

As shown in Figure 6, the simulation results show that NSDV-Hop can achieve better
results under different Ry circumstances. When Rw<2.5R, it still can achieve similar
localization accuracy to DV-Hop which is not attacked by the wormhole.

Through the above simulation data, it fully indicates NSDV-Hop algorithm is
applicable to different parameters, and its localization accuracy in most occasions is better
than DV-Hop not attacked, and the effect of using NSDV-Hop method to resist the
wormhole attack is very good.

6. Conclusions and Future Work

In this paper, we analyzes the serious impact of wormhole attack on DV-Hop
localization algorithm in WSN. In order to solve the problem of localization accuracy
under wormhole attack, we proposes a NSDV-Hop algorithm based on neighboring nodes
set to detect and defend against wormhole attack. The simulation results show that the
NSDV-Hop algorithm can obtain satisfactory results in the change of the total number of
nodes, the beacon node ratio, the number of wormhole nodes, the distance between the
attackers and the communication radius of the wormhole nodes, etc. . It indicates that the
NSDV-Hop algorithm is effective against the wormhole attack. In future work, we will
extend to the detection and prevention of all forms of wormhole attacks and design the
algorithm with better localization accuracy against wormhole attack.
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