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Abstract

In the past years, Internet of Things (1oT) has been focused and fused wit iEs sensor
node such as RFID, NFC tag and small sensor nodes, especi y for h I vironment
with mobile device. Due to the weakness characterlstlcs el ess s, unauthorized
person can access easier to hospital networks in wrrele twork systems.
This may induced in several security problems eats, attacks and
vulnerability are occurred in wireless surroundings se of m&mw resources such as
small memory and low computation capablllty wireless sensor®network. RFID is often
utilized as a prerequisite for the 10T in he r syste surveyed and analyzed the
technologies and characteristics of RFID a plica sed on loT.
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1. Introduction
As IT (Information Techno'{ées) are _{;ap* developed and fused with a variety of

technology such as nano-t ology, s nd bio-technology. These technologies give a
great breakthrough |n industries. ealthcare system has been realized in hospitals

before. EspeC|aIIy, g e-healthgare system has been realized in wired communication
with speC|aI|zed h as ﬁ‘a \ s@ and network protocol in hospital environment. E-
to“U-healthcare system by fusing a variety of sensors and

healthcare s ovm

mixed netwo@he rapi es of modern technologies usually provide new requirement,
request and give a ne ortunity to generate new market and industry. Ubiquitous
technologies based o@o ile devices and sensor nodes can be applied and managed in
healthcare infor ecently the trend of healthcare system has moved to U-healthcare
system with wir and mobility characteristics, many new technologies can be utilized to
wireless se nodes with smart equipment and devices with low computing power. These
kinds of nism and devices can be fused with different compact devices module [1].
HIP th Insurance Portability and Accountability Act) enacted by the United States
n 1996, is the Federal Law that applies to the U.S. healthcare industry. To improve
re quality, the HIPAA provides a conceptual guideline that must be strictly observed
by all dependent organizations. Privacy regulations address the patients’ rights to understand
and control the use and disclosure of their protected health information (PHI). This part of the
health information reveals an individual’s identification, such as name, address, telephone
number, medical record number, and so on. Advanced technology in wireless
communications and computing technologies have great effect on the shift of healthcare
systems from paper-based to electronic health record (EHR)-based. It gives rise to increased
efficiency in human operations, reduced storage costs and medical errors, improved data
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availability and sharing, and so on. Electronic healthcare (e-healthcare) offers a great
convenience to patients and healthcare providers, and improves the quality of life. Electronic
healthcare is becoming a vital part of our living environment and exhibits many advantages
over paper-based legacy systems. Privacy is the essential concern of patients and the biggest
obstacle to e-healthcare deployment [2]. The major benefit of RFID technology includes the
increasing patient’s management and managing documents with its mobility and usability.
RFID systems should be considered to resist all kinds of attacks and threats. Until now, many
works have done about security issues how they can implement the standard cryptographic.
But, a lot of security threats and attacking attempts exist in RFID system. It is not solved yet
properly. The application system is moving and converging on loT (Internet of Things).
Hailong Feng, et al, surveyed a recent development about privacy and security of Internet of
things [3]. Security and privacy issues of RFID tags can effect both organization and
individuals. Unprotected tags may be vulnerable to eavesdropping, traffi g&ﬁis,
spoofing or denial of service and many unknown problems. Unauthoriz %s can
affect and infringe the privacy by accessing tags without illegal acces @I. Even if
the content of tag is secure, it also can be tracked b predictabl responses:
“location privacy” can be affected by a traffic analySis attack. ers can also
threaten the security of systems. It depends on th @ inal charac ics of RFID. The

representative attack is the denial of service searcher works to
implement security system with low cost _and™privac M;)\at col to increase the
applicability. A lot of lightweight solutions Qbeen pr%ed for RFID, but they are
still expensive and vulnerable to the seaurij d do not resolve the security issues.
Therefore, there is a good research s fiéla,of designing an efficient ultra-
lightweight cryptographic protocol -co ystem [4]. 10T is considered as
one of the advanced major co Wétlon inr years, since it offers the basis for
the development of |ndep pexa services and applications in wireless
communication and network. ariet rch is under study using this concept in
different areas, such as byiteing auto% intelligent transport systems, and so on, in
particular, healthcare tion ple, 1oT’s potential application for mobile
health applrcatron n repon%n [5]. A ubiquitous and mobile integrated clinical
environment pla 0 based loT offers equipment or node for large scale
differen rs, as well as integration with information systems.
This improves agcessibili clmrcal services, compatibility and ubiquity, enhancing
mobility, and guara access to medical information, anywhere and anytime.
Specifically, the ca ities of technologies for the identification of objects, such as
Radio Frequenc ification (RFID), and for communication and ubiquitous access
to information, as wireless personal devices, embedded systems and smart objects
should be ated further study. The architecture of 10T system is generally divided
into thre rs: the perception layer, the network layer, and the service layer (or
applic@) ayer). Nowadays, U-healthcare which is very sensitive to the character of
rmation among other ubiquitous computing field is popular in medical field.
U- hcare deals with extremely private information including personal
health/medical information, so it is exposed to various weakness and threat in the part
of security and privacy. Particularly we consider U-hospital healthcare network
environment in here. The U-hospital network allows the medical step to use mobile
medical devices, to measure and record user’s medical data, and to have information
related to their patient or treatment from health information system. In U-hospital
service network environment, we can define four parts: medical sensor and device part,
middleware part, communication part, and back-end information service Tier. The
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medical sensor and sensor device part represents various physical measurement data
which measure biological signals from patients and get information related to treatment
or prescription. It consist of not only wired devices, but also wireless devices which
communicate through wireless channel such as WLAN, CDMA, Bluetooth, RF channel.
Especially, we provide detailed description on the privacy and security issues in U-
healthcare systems and 10T application [6]. The term of Internet of Things was first
introduced at MIT auto-ID labs in1999. The main concept of IoT is that it investigates
to realize object localization and state recognition using wireless sensor networks and
radio frequency identification technologies [7]. Internet is referred as the world-wide
network of interconnected computer networks based on a standard communication
protocol (TCP/IP). Generally, Thing means an object not precisely identifiable. Internet
of Things merges internet and things. It is widely used as a meaning of wog;V}ide
network of interconnected objects uniquely addressable, based o ard
communication protocol. While current Internet is a collection of a vari %ices,
namely, a network connecting to physical world objects same as Inter, @ mputers
now, for example, everything is addressable with v6 an asive and
ubiquitous computing platform. loT can be expe % numbers of
sensors collecting and passing on data about en tal con s, physiological
measurements, and machine operational data. In fion to Vputmg devices that
consumers use today such as laptops, games consotes and sﬁy hones there will be
many devices and appliances with embedd@ocessor ning applications (smart
things) that people make use of. Many s ngs will be capable of actuation to
take physical actions as a result of ap s One of the major problems for
the 10T is the new degree of se %reqm xc eep all these devices secured.
y, financial transaction, and threat

Security concerns expanded to c ersonal

of cyber-attacks. It is ge% e im t security and privacy in loT. Rapid
advancement of ICTs has led n ingr umber of portable devices and sensors,
referred as Internet of T (loT) le various e-Healthcare scenarios such as
remote patient momto&sls expec hat the 1oT will induce significant impact on
delivery of infor n healths%system However, high dependability on the loT
technologies in h ma prbblem in security and privacy risks. In particular,

there are ri ith resp patlent identification and reliability from collected
information. e day odern U-healthcare solutions based on IoT are heading
towards open |ssues

2. Related W

As an igifial model of U-healthcare system, m-health system is designed as an
enhance %’f e-health system supported by wireless EMR (Electronic Medical
Recor ss. The rapid developments in technology and semiconductor process made
thei o0 reduce sharply and new technologies to emerge. As a result of reduced cost
O@D component, hardware became cheaper with more storage capacity and
enhahced processing power. It gives a standard algorithm to be implemented in real
world. These developments made it possible for technology to be more adopted among
different industries. Advanced technologies and techniques in wireless communications
and computing technologies have great effect on the migration of healthcare systems
from paper-based to electronic health record (EHR)-based, giving rise to increased
efficiency in human operations, reduced storage costs and medical errors, improved
data availability and sharing, and so on. Electronic healthcare (e-healthcare) offers great
convenience to patients and healthcare providers. Electronic healthcare is becoming a

Copyright © 2014 SERSC 133



International Journal of Smart Home
Vol. 8, No. 6 (2014)

vital part of our living environment and exhibits advantages over paper-based legacy
systems. Privacy is the foremost concern of patients and the biggest impediment to e-
healthcare deployment. Although RFID can provide trustworthy benefits in the
healthcare industry, it is not widely used due to the lack of security on the RFID tags
and limited space for data storage. To solve this kind of concerns, Li-Shiang Tsay, et al.,
proposed an integrated framework to build a RFID card system by embedding smart
tags in insurance cards, medical charts, and medical bracelets to store medical
information. Their scheme gives and simplifies the maintenance and transfer of patient
data in a secure, feasible and cost effective way [8]. In recent years, hospitals are
introduced by wireless communication systems. However, not many hospitals are aware
of the security issues because their working process is mainly focused on emergency
than security. This may result in a security problem such as information 4%alkarqe.
Therefore, we analyzed a suitable wireless security mechanism for the ho%{ he
legti

characteristics of the hospital organization should be analyzed before ing the
wireless mechanism. To overcome the additional vulnerabilities and se§ur roblem,
wireless security architecture should be designed essenti ement for
wireless EMR access. Especially patient’ privacy curity s should be
considered more important in hospital informatiog enviro t. Biplob R Ray,

et al, proposed a novel identification technique b @o a h& proach with group-

based approach and collaborative approach and security check handoff for RFID system
with mobility. The proposed protocol prow stomiza y and adaptability as well
as ensuring the secure and scalable dep.lo f an R system to support a robust
distributed structure such as the lo n, et al, analyzed healthcare
security strategies for regulatory ance a security and provides policy
insight on effective security pr b hat hard T resources, functional capabilities,
and managerial capabilities. %h& ceptu mework includes two models. The first
model examines the effects™bf se \ esources, functional capabilities, and

managerial capabilities o pliancgatith'a multinomial logic model. The other model
identifies the role of iance SS ediator as well as examines the effects of

resources and cap s on actwal\data security using a binomial logic model [10].
Hui Suo, et al, a secur Internet of Things and reviewed the research status

of key te ies |nc encryptlon mechanism, communication security,

protecting sepsop data aing tographlc algorithms, and briefly outlined the challenges
[11]. Generally, to im Alethent conventional cryptographic algorithms with available
"fé? such as processor speed and memory. So how to apply these
gUes to the 10T is not clear, many researchers have to make more
eSearch to ensure that algorithms can be successfully implemented
d memory and low-speed processor in the loTs. Antonio F, et al.,
demonstr, a decentralized approach for security and privacy challenges in the
hings [12]. They provided a concise description of some of the major
related to these areas that still need to be overcome in the coming years for a
ceptance of all 10T involved. Also, they proposed a distribution capabilities-
based access control mechanism which is built on public key cryptography to meet up
with some of these challenges. Architecture of IoT based on security mechanism is
shown in Figure 1.

resources are neces
cryptographic tegk
effort to furthe
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Charalampos Doukas, et al., presented a system based on gateway tha ate
health sensor data and resolve security issues through digital certificate Kl data

encryption [13]. They illustrated the basic functionality of an | way. An
additional feature is the ability to perform some initial e&?roc i ore data is
encrypted using PKI and forwarded to the Internet ugio®a WiFi or ernet network
interface. Xin Bai and Hongyan Yan analyzed desi e’safe HIWpital Information
public\a rity technologies of the

gs-

System) on the Internet of Things. They also studi

Internet of Things, including loT-MW (Internet “0f Thin iddleware), encryption,
decryption, secret key management, privacy hm@orphi , ss control and cryptograph
query [14]. Figure 2 depicts a concept work topotegy for the u-health system. It

of t
represents a brief network topology for Q@ehq it his network will be modified and
extended based on the requirement of curit nd protocol requirements. Further
network should be designed a nto acc& in terms of several aspects such as
customer friendly, eﬁiciency&) ng pso cost effective and high performance and
enhanced security. This protocoshoul identified security vulnerabilities and threats
which could occur during i pleme@f U-healthcare system. Security solutions and

optimized protocol d ould uired to mitigate all kinds of risks such as
establishment of se@my anahysis of various security technologies applied to hospital,
implementation o ity primitye} i

in the applic

the network, and implementation of security features
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Figure 2. Model of Ubiquitous Healthcare System

0T includes a set of technologies that enable a wide range of appliances, devices, and
objects to interact and communicate among others using networking technologies. Healthcare
systems use a set of interconnected devices to create an loT basis network which dependent to
healthcare assessment, including monitoring patients and automatically detecting situation
which medical interventions are required. The implementation of protocols in constrained
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networks has to deal with some problems related to the particular nature of the physical
devices such as the limited computational capacity, the low amount of memory, and the
constraints on the energy consumption, make the design of these protocols particularly hard
and complicated [15]. Mouza Bana Shemaili, et al., proposed a new lightweight stream cipher
for low computational devices such as RFID and wireless sensor network. RFID and wireless
sensor network are combined core technologies that can be used for the 1oT. Their proposed
solution combines both of the LFSR (Linear Feedback Shift Register) and FCSR (Feedback
with Carry Shift Register). This has the advantage of having the simplicity of the LFSR and
the non-linearity of the FCSR. There is a need to consider common attacks on the available
stream cipher design because of weakness of strength in cryptography level [16].

3. Model of Attacks and Threats for RFID Protocol \(0
There are a variety of vulnerable attacks in RFID system and its applica 'orvﬁ 0 its
limited resources. Security threats to RFID protocols can be classified into We d strong
attacks. Weak attacks are feasible threats just by observing and fnapipulatiifg unications
between a server and tags. Replay attacks and interleavi cks ar ples of weak

attacks. Strong attacks are possible threats for an attack r@ as compromised a target tag.
An RFID tag’s memory is vulnerable to compro @ ide nel‘attacks, because the
memory of a low cost tag is unlikely to be tamperspsoof. Hen ong as well as weak

attacks should be considered in RFID prot design qward traceability, forward

traceability and server impersonation attagk strong attacks [17]. In this

chapter, we introduced the U-healthcar ice ne rk architecture. Particularly, we

consider U-hospital healthcare networ K . The U-hospital network allows
t

the medical steps to use mobile I'devices sure and record medical data easily,
and to get information related 0 |rpat|e atment from HIS(Hospital Information
System). Under U-hospital se network' ment, we can define four layers: medical
sensor and device Iayer leware | munication layer, and back-end information
Service layer. The medi sor and layer represents various physical measurement
layers which measu ¢ Io |cal 5|g from patients and get information related to treatment
or prescription. wired devices, but also wireless devices which
communicate ereless neI such as WLAN, CDMA, Bluetooth, RF channel
[18]. Kai zr‘ LinaG alyzed a survey on security in the Internet of Things. The
major issues “are key ement, algorithm, security routing protocol, data fusion
technology, authentlcaf& nd access control. The structure of 10T is generally divided into
three layers, includi rception layer, network layer and application layer. Some systems
take the network@rt technology as the processing layer. The architecture of 10T security
is shown infigure 4 [19, 20]. The basic architecture of loT system is divided into three layers:
i0R, network and perception layers. Perception layer means that all kinds of
f the physical world used in 10T are perceived and collected in this layer by
u r, tag and data interface. Network layer take a play role in providing transparent
d%nsmission capability and is also called transport layer. Service layer is called
appliCation layer. Its main function includes data management and application service in sub-
layer.
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several elements to S

blem in each layer. The architecture is divided into four
er, application layer and database layer. Each layer contains
their function. To realize U-healthcare system, we should take
into consideration such as confidentiality by authentication and encryption, data
privacy, confide@, and availability by authorization, encrypted database and backup of
database. ThegmeaSures can be categorized into four security layers: Authentication based on
network, ication based on application, database protection and user’s privacy. TO
exchan et information over the Internet, it is necessary to secure the channel. The

y be into the different layers of the TCP/IP model. The usual methods to provide
% at the network level are datagram encapsulation. One of the most common
techWOlogies used to ensure secure communications in the Internet is the IPsec (Internet
Protocol Security). IPsec is an end-to-end security scheme operating in the IP stack, enabling
both authentication and confidentiality. Although IPsec ensures these security services to any
protocol in the upper layers, it introduces some overhead that will reduce throughput. At the
transport layer, the SSL (Secure Socket Layer) protocol is the standard used all over the
Internet. The SSL (Secure socket layer) protocol replaces the TCP/IP sockets with SSL
sockets, simplifying the implementation of a secure end-to-end secure channel. This approach
reduces the implementation time comparing with the time spent designing another
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cryptographic system with the same security level. New security protocol for each layer
should be developed in mobile healthcare system. To evaluate key exchange protocols for
resource-constrained devices, we should consider evaluation criteria such as computation
costs and communication costs. To protect users from tracing attack, Kavitha S. M et al.,
proposed a hardware implementation of RFID with secure mutual authentication protocol

[21].
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Figure 5. Exam@Aﬂac&&X

&nd attacks of RFID applications in healthcare system is

hows structure of secure layer and its characteristics. Wen
of RFID in healthcare system about benefits and barriers by
ratures, benefits of RFID applications in healthcare and barriers to
are system [24].

Table We its, Barriers and Attacks of RFID Applications in Healthcare
System [25]
P Benefits Barriers Attacks
aSed safety or reduced
Interference . .
al errors Denial of service

Real-time data access Ineffectiveness Physical attack

Time saving Standardization Tag cloning attack

Cost saving Cost Replay attacks

Spoofing attack

Improved medical process

Privacy and legal issues

Side channel attack

Other benefits : improve resource
utilization

Other barriers : Lack of
organizational support,
security

Tag tracking
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Table 2. Structure of Secure Layer and its Characteristics

Mobile Device Network Database
RFID, NFC security issues Two way authentication Private data protection
Digital certification, IPSec.,

Privacy, light weight protocol Encryption engine EMR data security
Limited hardware resources and memory SSL channel Authentication mechanism
Low memory and power consumption Challenge response protocol Encryption engine

Although the user establishes connection to the network through network authentication,
users should be authenticated by web-based authentication system for accessing to EMR. The
security guidance republished by HIPAA in USA, report advises two-factor authentication.
They consist of the usual authentications based on challenge-response handshake an ess on
key agreement during the authentication process and secure communication wi
key enable confidential communication [25]. Nowadays, RFID application pp
many fields for a variety of applications. Although having a g produ % its, RFID
systems may cause new security and privacy threats to indi d%ﬁr org%T Therefore,

it is important to protect the security of RFID systems a D tag owners.

|ed in

Unfortunately, none of the existing solutions providegiteCantents of ta azuya Sakai, et al.,
proposed two RFID backward channel protection % ols, n namic bit encoding
and optimized dynamic bit encoding and analytlc moels to estimate simulation results [26].
Security and privacy security should be co e @tlon security (end-to-end),

resilience to attack, data authentication an s cont number of technologies have

been developed to achieve informatio cy p . Some privacy mechanisms for

enhancing technologies are mtegratln bas% e of data, virtual private networks,
ri

and transport layer security [27 he secu esign should fit into these kinds of
requirements to solve secu% em. oT epresentative policy are concise set of
cryptographic and security mechamisms, curity policy framework and configuration
parameters policy-depend his maﬁéﬁ@e consideration of system perspectives, taking
into account the entirg é%nd deyice Wrecycle, ease-of-use and ease-of-deployment. The
core challenges of \/ e unive entity, data and middleware API standards and new
business model. il inhe awbacks of the current internet, but more invisible
scale. To ovmp Inerab% of RFID protocol, security design of the protocol should not

impede nor eratio should prevent a malicious adversary from getting any
information. We consi ollowing measures:

A. Secrecy/Auth n
The cryptogra&ﬂethods used (for example the keyed Hash function H) correspond to
the state of the ar\jn industry today, and reasonably guarantee the secrecy of the message.
Thus, we as\E.Lhe recipient that the messages originate from valid sources.
ishableness/Tracking/Passive Replay

reshly generated random nonce with every message in the protocol, it is
to track the tag. Assume that an adversary pretends to be a genuine reader. He
se ut a query, and receives a message back. Next time he sends a query, along with a
fresh nonce, he receives a different message, so he cannot track the tag. Of course, with
multiple tags in an area, tracking a specific tag without keys is extremely difficult if not
impossible.

C. Forward Security

This means that the current key of a tag has been found, and can be used to extract
previous messages (assuming that all its past conversations are recorded). Let’s say the
adversary somehow finds keys. The tag always communicates using a hash function. The
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adversary cannot use the key to decode any of the tag’s messages because the one-way hash
function H is considered computationally unsolvable. In other words, the adversary needs to
have access to the hash digest table for lookups. So, he cannot decipher/recreate any past
messages sent with previously used keys.

4. Conclusion

The loT uses a variety of information sensing identification device and information
processing equipment such as RFID, WSN, etc. The health information system based on the
wireless network infrastructure is generally adapted nowadays. As a part of the wireless
network, a mobile device and agent has been employed in hospitals environmental.
Especially, RFID system is widely used to identify objects, sensor module and loT (Internet
on Things) services. Many researcher and scientist try to work to implement low t&eyity
and privacy protocol to increase the applicability in loT application. A lot f%meight
solutions have been proposed for RFID and loT Appllcatlon but they are sﬂ@ sive and

ause of its

limited resources and crypto primitive problem. Until no t solved with
simple solution with conventional techniques because eristics. Several
attacks and characteristics of RFID to solve open sei ed in this paper.
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