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This paper focuses on the research of the problem and the prevention of t ophy
which the T-DMB Emergency Alert Message would cause by changing the con paralyze
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1. Introduction Q.Q

Korea changed t cas mstance in whole country through T-DMB, satellite-
based DMB, TV d|o smce -DMB began to mobile broadcasting service on the
world- flrst tan ecember 2005, and it is essential requirement for market
condition tha come i and portable such as navigation. T-DMB has superior
portability and mob|I| pare with technology, and taking advantage for low install cost

the national communlcatlon channels durmg the transfekring pr

that program. Protecting not just vicious attacks b

sending coded no-public certification information
Since suing T-DMB Emergency Alert Message coulhgi¥e the rig
could be moved to a different channel. So in thi

the vicious Emergency Alert Broadcast. Thi
Broadcast Service which T-DMB Broad
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and wide-coverage.

Also, when tk@erning about the possibility of occurrence of local, national disaster
and situation of diSaster is exist, through disaster broadcasting service which is inherent in T-
DMB thei lives and property can be protected by receive useful information
immediat isaster broadcasting service is explaining of automatic

is warning broadcasting service(T-DMB Automatic Emergency Alert Service:
% f T-DMB, means the transmitting of information about disaster by using data
chanw€l of T-DMB without stopping of watching-broadcasting through the disaster cast, and
the expediting of warning with the media device such as DMB to people of a certain unit
disaster.

But if this great Emergency broadcasting service can cause national and individual
dangerous security vulnerability when manipulate sent-received disaster information of data
channel. Emergency Alert message can used through multi-media such as Terrestrial, Satellite,
Cable, Internet for disaster warning business, and can service data and audio information
through various route used on TV and radio. Also there is the possibility for massive damage
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when it abuse regardless of existing-broadcasted information, because the expedite
broadcasting about necessary information to broadcasting licensee can be requested. The
security plan that applying on automatic EAS broadcasting of T-DMB just regulated receiver
that using by intention of broadcasting. Therefore in this situation, abusing disaster
broadcasting service of malice attacker can cause national distrust and chaos of users who
received message when the attacker seize and deterrent disaster prediction and warning
message, or broadcasts fake message to the area with intention.

For the security method for prevent it, provide of automatic disaster warning broadcasting
service which is secure for people through grafting One-Time PAD to data packet. In this
paper, data transfer security method which applied One-Time PAD between area which EAS
message is outputted to receiver from receiver and the area reaching to receiver through
broadcasting/communication media from disaster warning transfer institution.

\/‘

2. Background Research CQQ
2.1. T-DMB (Terrestrial-Digital Multimedia Broadca m%’
DMB is kind of broadcasting service that provid s@u dia
digital way such as sound, video to automobile-rece mo ugh combining the
concept of multimedia broadcasting to DAB (Dlglt dIO Bro ing) which is existing

radio technology, additional transmit of data i mat|0|1 s%as weather, news, location
became possible, and the help for emerger@ eing p e through disaster warning

broadcasting service. \
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igure 1. T-DMB (Source: DMB Allience)

Source : DMB Allience

ied to T-DMB and satellite DMB. T-DMB is multimedia broadcasting for
it program on ground through using frequency, satellite DMB provides
service with satellite. Satellite DMB have disadvantage that receive is not
ailable in building-densely populated area and it is available with pay. This paper
about automatic disaster broadcasting service T-DMB that can use for free and having
advantages about continual service while moving in metropolitan.

2.2. AEAS(Automatic Emergency Alert Service)

AEAS means T-DMB automatic disaster warning broadcasting service standard, and it is
the kind of disaster information delivery service released for disaster forecast, warning and
expedite broadcasting to whole people in country through using mobile, tablet, car navigation
and other new media. It developed through 2 years in disaster broadcasting working group of
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Korean information communicational technology association (TTA) DMB project
group(PG801) since 2005, and published as information communication group standard, and
conducted as ‘DMB disaster warning data broadcasting’ since August, 2010. The main
contents of standard shows the detail of definition of service, requirement, and protocol stack,
transmit specification and processing regulations and used code information.

The current method showing emergency message divided to two kind of way, outputting
specific image and text to the center of the screen, and the bottom of the screen. However,
encryption of emergency message transfer and output part does not occur at all. In each
broadcasting station, service settings for T-DMB to formation of guarantee for just frequency
band and transfer speed and the security is vulnerable. In this paper, One-Time PAD is added
for the defense techniques for invasion attack to the part.

L 2
Emergency Alert Common Receiver General Receiver VV
Broadcast Receiver
| Exclusive RecﬁA‘
Figure 2. Division of Emergency Alert Q%cé Re

Special Receiver

Disaster warning broadcasting changes internal i ation ac orw the classification
of receiver. The main study is about the general recg Disas ing message is based
on text and it can transfers multi-disaster form such as audio, sti age, video, data through
sub channel at same time Information transmit eﬂomatlc%&rough T-DMB network.

Disaster warning service time, duratior, nt time sh e displayed on receiver and
EAS Text should be able to transfer up t yte(b orean 90 letter). Disaster message
defines the class method and d|V|d|ng of d & essage. Looking for Protocol stack,
the maximum length of disaster |s 416 byt owever the method suggested in this

hgv%

paper requires the encryption e Iengt he length of entire size of disaster message,
1024 bytes (1 Kbytes) message lefigth sh sured.

Alert Priority go n Display C‘nten Emergency Contents
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Figure 3. V{@\#g Priority and Instances of Disaster Area Form

In standard, th@e the meaning and grammar for regulate on each field, they gives the
roles due ta*f&}rﬁn ortance of warning. The meaning and displaying way of disasters code are
changed e priorities, and appoint day and time are represented to each bit. Area code
is quit&tant because it shows the code that means disaster area, so the massive chaos

hen the area code is confused or abuse during use Emergency Alert message.

c% w
2.3. OTP(One-Time PAD)

One-Time PAD (Now-called OTP) is disposable password system that verifying user by
different password every time. OTP examine the validity of disposable password according to
the promised-rules between each other regardless of formation.

The frequency of occurrence of each text is all same and length of plaintext and length of
secret key are composed by same n-random texts. For example, in the case of sending
message 'HELLO', both transmitter and receiver pass encrypting/descrambling process
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through using same module (random table). In this moment, the letter of each text message of
pad changed to prepared number and calculates key and message.

Thus, sending the mass of the secret key securely is quite difficult. However when the
secret key is created by using specific random table, the secret key becomes perfect password.
It called stream password in other words. If generating pseudo random numbers with a small
amount and creation of cryptographic secure secret key on every different time is possible, it
will be very economic and effective encrypting/descrambling process. This paper suggests the
method that creates Emergency Alert Service broadcasting message that PAD is applied.
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3.1. Abstract of Suggested System %
mg

Automatic disaster warning e v& at suggested on this paper pass the
process of data encryption o&%ﬂ na é random figure of OTP(One-Time PAD)
algorithm. Encrypted data could nGt be o ntil the verification of OTP is completed, and
taklng the process of nor isaster b asting service after confirms the information is

- & Q%

Data Broadcast

Emergency Alert Issue
Transmission System

@ OTP POOL
Issuance

Exclusive
| Receiver J

SMST>d Dal

NEM& ROOM

SMS, Text, Data.

@ OTP PAD
Certification

CCDA Control Center

NEMA: National Emergency Management Agency
CCDA: Central Civil Defense Alert

Figure 5. Entire Structure of Suggested System
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Verified data transmitted to certain rate and the verification is maintained until additional
verification is required. Information used for OTP uses terminal USIM and IMEI information
and utilizes digest number which is temporary OTP POOL that applicable for any system.

Module form of digest verification creates secret key of different structure in circumstance
of even any different data form and possesses strong immune properties for idle time and
man-in-the-middle attack through applying suggested coordinates techniques. Entire structure
of suggested system operates the process that outputting information after OTP verification
with receiver through verified information of each area such as (Figure 5) below.

Moreover, it is assumed that the channel between national emergency management agency
disaster situation room and broadcasting station is secure. The operating process of
verification from generating of disaster warning on entire structure is like the picture below.

L 4
Step 1. When the warning is generated central Civil Defense warning control stati Mter
warning of national emergency management agency disaster situatio c%)oints
transmit system appoint warning. Q
Step 2. Appointed disaster warning passes the transf paring I™tirough each
broadcasting station and disaster warning data trapsit syste
Step 3. Before the transferring, transfer each arga=hase “station applying random
coordinate’s encryption with base station ationq%c?will transfer to data
through OTP verification institution. The baSg station in ation means the base
station which is registered on each broa@ﬂing syst
Step 4. After the first verification in base stat@o each areantfansfer encryption data to each
area’s terminal which is for their @
Step 5. Received terminal creates wit ation information to confirm base
station information on fir v@&mon
Step 6. Pass confirm process th trarsf%g created OTP PAD to OTP verification
institution, and operate ter ta broadcasting according to whether it is
out of order or not. @

0

According to 6l
through OTP vepifi
information i
Issue and ve

proces Ve, automatic disaster warning broadcasting service
n of rmation is completed and malice transfer area
ot re ered for transfer area is deterrence through first verification.
on pro

3.2. Issue and Verific@n Protocol

Suggesting i d verification protocol show the process of disaster warning data
broadcasti fter ST-DMB-passed OTP through disaster warning data transmit system in
verificatiopdisaster warning appoint transmit system.

Spoofi d sniffing are the representative example for the route that middle-in-attack can
ge én base station. Base station information that first verification and terminal
|@ 1on that and second verification are verified without division, so the entire protocol is
wri for only once. Also, verification number of terminal information is replaced to IMEI
number through this process. (Figure 6) is the detail protocol about issue and verification, and
the explanation for each level is like below.
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Step 1. Transmit signal of generate of. @er sityat each broadcasting system through
rgency management agency disaster

receiving civil defense natlon
situation room. A S
Step 2. In each broadcastmg st s whi |saster warning data transmit system, the

verification is req to OT i catlon institution by transferring OTP issue
information Wh| sessed SS pre-level before secure data communication is

completed. ( TP issue information is secure)
-reques TR verification institution requests OTP POOL issue to

Step 3. OTP-verifi
OTP jgStre, Mmstitution
Step 4. Issue % POOL nfirms OTP issue information (base station information hold

by broadcastin and appointed disaster warning message).
Step 5. OTP POOL in@ng verification information is received to each broadcasting station
from OTP ation institution.
Step 6. Broadcasting station transmits message that broadcasting is prepared to national
eme management agency disaster situation room.
Step 7. Dj warning data transmit system transmits message of requesting connection to
&aﬁon which disaster broadcasting will be connected.
2p)8 M’ each base station, the message that disaster situation is generated is transmitted to
’ terminal located on each area through encapsulate base station information to OTP
POOL.
Step 9. In terminal, create One-Time PAD (now-called OTP PAD) which using base station
information, terminal IMEI, OTP POOL through operating verification module.
Step 10. Created OTP PAD transferred to OTP verification institution through base station
and disaster warning data transmit system (broadcasting station).
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Step 11. OTP PAD descrambled through module in OTP verification institution, and OTP
POOL information is verified, and broadcasting station base station information and
terminal information are verified.

Step 12. In disaster warning data broadcasting station which confirmed each information,
when after determine that the information have no problems, provide disaster
warning service to the route. However when determine it is malice route, stop
disaster broadcasting on the area and post base station on black list.

Step 13. Begin disaster warning broadcasting service after announce to national emergency
management agency disaster situation room that the route for start broadcast is

secured.
3.3. Coordinates Techniques One-Time PAD .

Through looking for protocol stack for the Disaster warning service, there | ame
structure creates on each class. In this section, enhanced transfer security met ggested
through packet form having coordinate structure due to the feature |me PAD
encrypting same capacity as the general disaster warning m

Looking for Disaster message class, it give existed thro OTP message
which is the same length as existing disaster and essage which the
encryption is applied existing Padding. So, entire le of dlsas ssage should be 1024
bytes (1 Kbytes), and using of disaster messa ithout the for ation of encryption way
used in module. t ' %

However there is the worry for decrea§ |en 0 the two-times increasing of
suggested protocol stack increases tw B communication can achieved
through memory of terminal after f|r atlon h area.

OTP module used on terml OTP rlf tion institution have same secret key

structure, and the |nf0rmat|
appoint institution, warnin rlorltles

OL includes disaster appointer, disaster
area formation, number of disaster area,

disaster generate time, OT lication Administration Building code, disaster warning
data(text, audio, V|d %
Emergency Message Q
Emergency Message OTP Message
(Maximum Emergency (Maximum Emergency
M ge Length=26bytes/FIGx16 FIG=416 bytes) | Message Length + OTP bytes)
Emergency Message
Segmentation Layer 16 bits Maximum 26 By 16 bits Maximum 26 by
s header | M s Data | OTP Segment header | M Segment Data
-+ > -
Message Segment (28 bytes) Message Segment (28 bytes)
1bytes 1 bytes 16 bits Maximum 26 byti 16 bits Maximum 26 bytes
FIG D1D2/ OTP Segm. M. Segm
header TCId/Extension header Data header Data
Y FIG (30 bytes) = FIG (28 bytes) o
FIC HIS
Iy 1bytes 1bytes 2 bytes Maximum 26 bytes\ 2 by 16 bits Maximum 26 by
FIG D1/DY Segment | Message Segment | CRC | OTP Segment | MessageSegment
header | TCId/Extension header Data header Data
TFM M= - FIB (32 bytes) b FIB (28 bytes)

AEAS: Automatic Emergency Alert Service
FIDC: Fast Information Data Channel
FIG: Fast Information Group

FIC: Fast Information Channel

FIB: Fast Informatlon Block

TEM: T ion Frame N

Transmission Frame

Figure 7. Suggested Protocol Stack and Frame
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When it transferred, it creates OTP coordinate information random number according to
information list by combination of information between transmitter and receiver in each
module. Information of coordinate should be smaller than disaster warning message, OTP
information should applied increasingly as the data size of divided class. Through the
referring of stack information used in Module, the reduction of the coordinates of the random
number method size is possible.

4. Performance Evaluation

4.1. Implementation of Environmental

Table 1. System Development Settings g
Category Contents
0S Windows7 Home Premium K SP1 (x64) ( A
H/W Intel® Core™ i5-3317U CPU_@ 1,70GHZ RAM8.00GB
S| e Visual_Studio_2010_Pre
Tool "~
Algorithm AES ( Y' N\,
0S MS-Windows_Phone SBK_7.1 (Wﬁo)
Client | H/W Nokia_Lumia_730 oA
Algorithm AES . (\‘
This paper write design of suggest ster roadcasting service and result of
realization and efficiency eval able 1] shQws realization circumstance operating
realized application. And re iz ratlng en can showed through windows mobile

application

OTP information numb alized n@aper shows the send and receive information
continually, but doe ow the, ac usage. (For convenient, emulator screen of
Windows Phone 7: go re eallzatlon of T-DMB function, because the Korean
version is not app&s

4.2. Imple g Scre

To provide Emer
message below bei
message it star

lert Service broadcasting during ordinary watching T-DMB,
utted on screen and the process for verify the disaster broadcasting
ue to the completion to mobile-communicative company of the
registration,f ifg device existing DMB service, the process is proceed without additional
log-in or si 7 Receiver cannot use Emergency Alert broadcasting until the verification is
comp owever the process is to prevent man-in-the-middle attack or forgery, so it

sentially.
@mg for the screen, there is the situation of short signal lost in message process when
verifiCation is loading. When verification being unavailable by malice attacker or problem for
connect process is determined, the output OTP verification and message are lost like the first
screen.
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After the completion message is outputted ab ectlo ted DMB screen.
Emergency Alert Service broadcasting message is o d base x;oﬂvenflcatlon which is

first verification starts Emergency Alert Service jogoadcasting mpletion of verification
to receiver holding OTP to receiver cannot ize it and” er and warning information

about their local information is received. *

For the confirmation of Location |@~ation, @vice which the verification had
completed determines whether the E vice is counterfeited or not through
verifying and comparing oftra& OTP@ number and random table of OTP

*

module. \
T-DMB AEAS TEST T-DMBAEAS TEST T-DMB AEAS TEST

Figure 8. Receive-Waiting before OTP Verification and Ver|
Screen §

T-DMB N - T-DMB

Disconnected OTP Completed

Figure 9. Failure Screen of OTP Verification and Operation screen EAS
Broadcast
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Through looking for existing Emergency Alert Broadcasting Service, when disaster is
generated the measure for outputting of specific screen, sound, and text is adopted.

The security is certain enhanced compare to existing disaster broadcasting service through
using OTP which applying the coordinate technique that making data to random number for
protect the output such as Hurricane, fire, earthquake, national emergency.

4.3. Security Verification to Implementation Result

Security Requirements Existing System Suggested System
ID / Password Attacks SAFETY SAFETY
Phishing / Pharming UNSAFE SAFETY 4 .
3 e V
Message Counterfeiting UNSAFE SAFETY
Y =i
Sniffing / Spoofing UNSAFE SAFET
Replay authentication \ M }
Information UNSAFE \ a SA%
Generating Authentication A A o
Information Leakage UNSARE A\ «
2 Man-in-the-Middle Attacks UNSAFE U \WFETY
Session Hijacking UNSQ . % SAFETY
VAN
Trade Deny ¢ w SAFETY
Q n 4
1 Physical Attacks (Only Dévi \v SAFETY (Device + One—Time PAD)

Figure 10. The leferen%@en ExiSting Method and Suggested Method

Through the verifying compari @lmency and security of Existing Emergency
i ems security is superior certainly. However,

Alert broadcasting ser, uggest
existing verlflcatlo as faste%nflcatlon speed than OTP verification system on data
transfer rate in ve n procé@r rvice connection.

This Flgur raph ut the security of existing system and suggested system. To
verify the se of apphy ology, security threat of sniffing, spoofing, prevent of deny,
illegal AP, man-in-middIé atjack are applied.

Looking for prove@u ts, security of recent OTP verification way is good, but there is
the poor part in{enerating. However, under the assumption that there is no physical
vulnerability by defatlt, the conclusion of secure was drawn through the security validation.

5. Conc

(@T ime PAD technology that these coordinate technique is applied used in disaster
v@ roadcasting service of T-DMB system, the result will be derived that poor operating
existing system speed and efficiency. However, suggest way is very secure from takeover due
to the man-in-the-middle attack, modulation, fake attack, by the verification through OTP
random number with module.

If EAS broadcasting is abused it is clear that a tremendous impact will be load. In these
days, security techniques that applied on Emergency Alert broadcasting Service are not
applied. The method that suggested in this paper taking the advantage to support secure
communication and deterrent the disadvantages that receiver can get damage without
checking whether it is counterfeit or not. Thus, the better OTP security defense techniques
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can be adopted in future, through Emergency Alert Service broadcasting, provide of fast
service to user will be possible while reducing the risk of national loss.
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