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Abstract 

Recently, Supervisory Control and Data Acquisition systems have integrated and 

connected to the Internet to address the widening scope and to maximize the advantages in 

terms of control, data viewing and generation. With the aid of mobile IP technology, this 

paper discusses the integration of hierarchical mobile networks for SCADA systems. 
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1. Introduction 

The Supervisory Control and Data Acquisition (SCADA) refers to a computer system for 

gathering and analyzing real-time data and are used for monitoring and controlling industrial 

processes such as manufacturing, food processing, energy and building management, 

telecommunications water and waste control, and other processes. The data gathered is then 

presented through the Human Machine Interface (HMI) to end users in graphical form so they 

can control and monitor the SCADA system as needed [1, 2, 3]. 

Recently, Internet Protocol (IP) technology has been increasingly used in SCADA 

communications. The demand for connectivity while moving for sensor nodes serves as the 

motivation for this paper. Mobility for remotely deployed SCADA components will be more 

scale up which can provide access to real-time data display, alarming, trending, and reporting 

from remote equipment. 

This paper deals with the integration of the Hierarchical Mobile IPv6 for SCADA systems. 

The rest of this paper is organized as follows: Section 2 discusses the Internet SCADA 

systems and the Hierarchical Mobile IPv6; the integration of the HMIPv6 to SCADA systems 

is outlined in Section 3; and the concluding remarks in Section 4.  
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2. Background  

 

2.1 SCADA Systems 
 

Supervisory Control and Data Acquisition (SCADA) existed long time ago when control 

systems were introduced. SCADA systems that time use data acquisition by using strip chart 

recorders, panels of meters, and lights. Not similar to modern SCADA systems, there is an 

operator which manually operates various control knobs exercised supervisory control. These 

devices are still used to do supervisory control and data acquisition on power generating 

facilities, plants and factories [11, 12]. Telemetry is automatic transmission and measurement 

of data from remote sources by wire or radio or other means. It is also used to send 

commands, programs and receives monitoring information from these remote locations. 

SCADA is the combination of telemetry and data acquisition. Supervisory Control and Data 

Acquisition system is compose of collecting of the information, transferring it to the central 

site, carrying out any necessary analysis and control and then displaying that information on 

the operator screens. The required control actions are then passed back to the process [13].  

Typical SCADA systems include the following components [2]: 

 Operating equipment such as pumps, valves, conveyors and substation breakers that 

can be controlled by energizing actuators or relays; 

 Local processors that communicate with the site’s instruments and operating 

equipment; 

 Instruments in the field or in a facility that sense conditions such as pH, temperature, 

pressure, power level and flow rate; 

 Short range communications between the local processors and the instruments and 

operating equipment; 

 Long range communications between the local processors and host computers; 

 Host computers that act as the central point of monitoring and control; 

The measurement and control system of SCADA has one master terminal unit (MTU) 

which could be called the brain of the system and one or more remote terminal units (RTU). 

The RTUs gather the data locally and send them to the MTU which then issues suitable 

commands to be executed on site. A system of either standard or customized software is used 

to collate, interpret and manage the data. Supervisory Control and Data Acquisition (SCADA) 

is conventionally set upped in a private network not connected to the internet. This is done for 

the purpose of isolating the confidential information as well as the control to the system itself 

[12]. 

Because of the distance, processing of reports and the emerging technologies, SCADA can 

now be connected to the internet. This can bring a lot of advantages and disadvantages which 

will be discussed in the sections. Conventionally, relay logic was used to control production 
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and plant systems. With the discovery of the CPU (Central Processing Unit) and other 

electronic devices, manufacturers incorporated digital electronics into relay logic equipment. 

Programmable logic controllers or PLC's are still the most widely used control systems in 

industry. As need to monitor and control more devices in the plant grew, the PLCs were 

distributed and the systems became more intelligent and smaller in size. PLCs (Programmable 

logic controllers) and DCS (distributed control systems) are used as shown in the next Figure. 

 

 

Figure 1. Conventional SCADA Architecture 

 

Data acquisition begins at the RTU, IED (Intelligent Electronic Device) or PLC level and 

includes meter readings and equipment status reports that are communicated to SCADA as 

required. Data is then compiled and formatted in such a way that a control room operator 

using the HMI can make supervisory decisions to adjust or override normal RTU (PLC) 

controls. Data may also be fed to a Historian, often built on a commodity Database 

Management System, to allow trending and other analytical auditing [12]. 

SCADA systems typically implement a distributed database, commonly referred to as a tag 

database, which contains data elements called tags or points. A point represents a single input 

or output value monitored or controlled by the system. Points can be either "hard" or "soft". A 

hard point represents an actual input or output within the system, while a soft point results 

from logic and math operations applied to other points. Points are normally stored as value-

timestamp pairs: a value, and the timestamp when it was recorded or calculated. A series of 

value-timestamp pairs gives the history of that point. It's also common to store additional 

metadata with tags, such as the path to a field device or PLC register, design time comments, 

and alarm information [12]. 

 

2.1 Internet SCADA Systems 

Large industries have considered using the Internet for supervisory control and data 

acquisition (SCADA) to provide access to real-time data display, alarming, trending, and 

reporting from remote equipment. Using the Internet makes it simple to use standard Web 

browsers for data presentation, thus eliminating the need for proprietary host software. It also 

eliminates the cost and complexity of long distance communications [4, 8, 9]. 
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The data in Internet SCADA is transmitted through wireless medium over the internet to a 

database server where it can be analyzed and hosted in the website for general information. 

The system uses various sensors for detecting rainfall intensity and sensing the water level of 

the river. These data is first stored in a data logger, which supports CDMA transmission. The 

data is stored and transmitted at an interval of every minute so that the data can be logged [4]. 

 

 

Figure 1. Conventional SCADA Architecture 

 

There are three major components [4] for the Internet SCADA system as shown in Figure 1. 

(1) Multiple Remote Terminal Units (also known as RTUs): The RTU connects to physical 

equipment, and reads status data such as the open/closed status from a switch or a valve, reads 

measurements such as pressure, flow, voltage or current. (2) Master Station and HMI 

Computer(s): The database server serves as the master station. It is responsible for 

communication with the field equipment (RTUs, PLCs, etc.) and then to the HMI Software 

running on workstations in control room or elsewhere. (3) Communication infrastructure: The 

remote management or monitoring function of a SCADA system is often referred to as 

telemetry. This system implements CDMA protocols to transfer data over the internet 

 

2.2 Hierarchical Mobile Networks 

The Hierarchical Mobile IPv6 (HMIPv6) is the proposed enhancement for Mobile IPv6 to 

reduce the amount of signaling between the mobile node, correspondent nodes, and its home 

agent to improve handoff speed for mobile connections [5, 6, 7]. It introduces a new concept 

of adding a Mobility Anchor Point (MAP) that acts as a local home agent to Mobile IPv6 

(MIPv6). 

In MIPv6, the mobile nodes change their point-of-attachment to the home network without 

changing their IP address, thus, allows mobile devices to move from one network to another 

and still maintain existing connections [1]. The issue that MIPv6 defines a means of 

managing global mobility but does not address the issue of local mobility separately, but 

instead, it uses the same mechanisms in both cases, which in effect is an inefficient use of 

resources in the case of local mobility. The HMIPv6 adds another level that separates local 

from global mobility. In HMIPv6, the global mobility is managed by the MIPv6 protocols, 

while local handoffs are managed locally [10]. 
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Figure 2. Hierarchical Mobile Networks 

 

A new node called the Mobility Anchor Point (MAP) in HMIPv6 serves as a local entity 

(local HA in some aspect) to aid in mobile handoffs as shown in Figure 2. The MAP, which 

replaces MIPv4's foreign agent, can be located anywhere within a hierarchy of routers. In 

contrast to the foreign agent, there is no requirement for a MAP to reside on each subnet. The 

MAP helps to decrease handoff-related latency because a local MAP can be updated more 

quickly than a remote home agent [10]. 

 

3. Hierarchical Mobile Networks for SCADA Systems  

The integration of hierarchical mobile networks to SCADA systems is based on Internet 

SCADA and the functionality is patterned on hierarchical mobile IPv6 as shown in Figure 3. 

The components is still consists of a master station, remote terminals (RTU or PLC) and the 

mobile sensors. The remote terminal units are capable of controlling and gathering 

information from the mobile sensors. The function of the master station is still the same, 

however, it is capable to redirect the commands to the specific RTU in which mobile sensor is 

currently connected. 
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Figure 3. Wireless Communication for SCADA systems 

 

The remote terminal unit periodically transmits information gathered by the mobile sensors 

at the same time it transmits the addresses of all mobile sensors connected to it. Whenever a 

mobile sensor moves to another terminal, the remote terminal sends its address (patterned 

with the functionality of HMIPv6) to the master station. Thus, the master station will be able 

to track down the movements of a remote mobile sensor and it can send commands through 

the current remote terminal in which the mobile sensor is connected. 

 

4. Conclusion and Future Works 

Wireless communications for SCADA systems is a practical solution and is required for 

applications when wired or line communications to the remotely deployed units is 

prohibitively expensive or it is too time consuming to construct. It can replace or extend the 

fieldbus to the internet and reduce the cost of installation. This paper presents wireless 

communication architecture for SCADA systems.  
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