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Abstract

Good image quality and high hiding capacity are two basic requirements of information
hiding systems. Technically, it is very challenging to achieve these two factors
simultaneously. The purpose of obtaining either high hiding capacity or good image quality
are various from application to application. Inspired from the wet paper codes proposed by
Fridrich et al., we propose an information hiding scheme for grayscale images. The proposed
scheme first uses a secret key to randomly select a subset of pixels from a cover image as dry
pixels. Next, the toral automorphism is applied to the cover image to maximize the number of
dry pixel pairs. Then, each secret digit in the base-9 numeral system is embedded into one dry
pixel pair. The experimental results show that the proposed scheme can achieve good image
quality (i.e., PSNR > 46 dB) and flexible hiding capacity. In addition, unauthorized users
without knowing the secret key and the secret parameters used for the toral automorphism
can not extract the embedded message.
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1. Introduction

The advances in network technologies and digital devices facilitate digital data
distributions. However, distributing digital data over public networks such as the Internet is
not really safe due to copy violation, counterfeiting, forgery, and fraud. Therefore, the
protection of digital data, especially for confidential data, is in high demand. Traditionally,
secret data can be protected by cryptographic methods such as DES [1] or RSA [2]. The
drawback of cryptography is that cryptography can protect the secret data in transit, but once
they have been decrypted, the content of the secret data has no further protection [3].
Alternatively, confidential data can be protected by using information hiding techniques. An
information hiding system embeds secret data into a cover object (e.g., an image, audio,
video, or written text) to obtain an embedded object (also called a watermarked object in
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watermarking applications or a stego object in steganographic applications). For more secure,
a cryptographic technique can be applied to an information hiding scheme to encrypt the
secret data prior to embedding.

In general, information hiding (also called data hiding or data embedding) includes digital
watermarking and steganography [4]. Watermarking is used for copyright protection,
broadcast monitoring, transaction tracking, etc. A watermarking scheme imperceptibly alters
a cover object to embed a message about the cover object (e.g., owner’s identifier) [3]. The
robustness (i.e. the ability to resist certain malicious attacks such as common signal
processing operations) of digital watermarking schemes is critical. In contrast, steganography
is used for secret communications. A steganographic method undetectably alters a cover
object to conceal a secret message [3]. Thus, steganographic methods can hide the very
presence of covert communications.

The basic requirements of a data hiding scheme are visual quality of embedded images
(also called visual quality for short), hiding capacity (also called payload), and robustness. A
data hiding scheme with low image distortion is more secure than that with high distortion
because it does not raise any suspicions of adversaries. A data hiding system with high
payload (i.e., the number of bits which can be embedded into a cover pixel) is preferred
because more secret data can be transmitted. The robustness is particularly important to
robust watermarking applications but it is technically challenging to achieve the robustness
requirement for high payload data hiding systems. Visual quality, hiding capacity, and
robustness are the conflicting factors (i.e., inversely proportional). Thus, the tradeoff between
the three factors above varies from application to application, depending on users’
requirements and application domains. Consequently, different techniques are utilized for
different applications. Therefore, a class of data hiding schemes is needed to span the range of
possible applications.

In 2006, Mielikainen [5] proposed a new LSB-based scheme with the hiding capacity of 1
bit per pixel (bpp) and good visual quality measured by peak signal-to-noise ratio (PSNR) by
using a binary function F. The embedding process of Mielikainen’s scheme is described as
follows. The secret data in binary form S = bgb;...b;, where L is the length of S, is
partitioned into secret bit pairs (bj, bi-;)’s, where i =0, 2, ..., L — 2. A grayscale cover image
X sized HxW is partitioned into cover pixel pairs (Pi, Pi+1)’s. During the embedding process,
each secret bit pair (b, bi+;) is embedded into one cover pixel pair (p;, pi+1) at a time by adding
and subtracting p; or pi+; by one, or keeping p; or pi-; unchanged. These embedding rules are
determined by the secret bit pair (bj, bi+;), least significant bit of p; (i.e. LSB(p;)), the returned
value of the binary function F (i.e. F(pi, pi-1) or F(pi_1, Pi+1)), and whether the pj;;’s grayscale
Valjue is even or odd. The aforementioned binary function F is defined as F(p;, pi-1) = LSB(Lp;
/214 Pi).

To fully exploit the modification directions of Mielikainen’s scheme, Zhang and Wang
proposed a new exploiting modification direction (EMD) method [6]. The embedding process
of the EMD scheme is summarized as follows. Firstly, the binary secret data S is first
partitioned into the segments of « bits. Secondly, each a-bit segment is converted into S
secret digits in the base-(2n + 1) numeral system, where n is a positive integer. Next, each
secret digit d is embedded into one segment of n pixels. The value of « is computed by o =
Lﬂ % logy(2n + I)J. For instance, if N = 2 and £ = 2, then the number of bits of one segment is
a=4. Thirdly, a given grayscale cover image X sized HxW is divided into groups of n pixels.
One secret digit d in the base-(2n + 1) numeral system (also called a secret digit for short) is
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embedded into one group of n cover pixels by increasing or decreasing only one cover pixel
in the group by 1. Let us denote the grayscale values of pixels in an n-pixel group as an n-
dimensional vector (py, Pa, ..., Pn) and calculate the value y of the extraction function G as a
weighted sum modulo (2n + 1). That is, y = G(p1, P2, ..., Pn) = 2i<i<n (Pi X 1) mod (2n + 1).
According to the secret digit d and the value y of the extraction function G, the embedding
rules can be divided into three cases as follows. Case 1: if d =y, then d is embedded by no
modification on the pixel group. Case 2: if d #Y, calculate s = (d —y) mod (2n + 1). Next, if s
< n, then increase the value of ps by 1. Case 3: if d # y, calculate s = (d — y) mod (2n + 1).
Then, if s > n, then decrease the value of pan; s by 1. To improve the hiding capacity of the
EMD method, Chang et al. [7] proposed an information hiding scheme by using a Sudoku
solution. The review of Chang et al.’s scheme is presented in Subsection 2.1.

The aforementioned schemes conceal secret data in raster scan manner (i.e., from left to
right and from top to bottom). As a result, these schemes may be vulnerable to steganalytic
attacks because the embedding positions are publicly known. To enhance the steganographic
security of information hiding systems, Fridrich et al. proposed a novel steganographic
scheme called writing on wet paper [8]. Fridrich et al.’s scheme is reviewed in Subsection
2.2.

Thus, from the aforementioned considerations, aimed at improving the steganographic
security of Chang et al.’s scheme, we propose a steganographic scheme with good visual
quality (i.e., PSNR > 46 dB) and high hiding capacity by using the idea from the wet paper
codes. First, the proposed scheme utilizes a secret key to randomly select a subset of pixels
from a cover image as dry pixels. Next, the toral automorphism is performed on the cover
image so that the number of dry pixel pairs is maximized. Then, each secret digit in the base-
9 numeral system (also called a secret digit for short) is hidden into one dry pixel pair at a
time. The details of the proposed method are described in Section 3.

The rest of the paper is organized as follows. The reviews of Chang et al.’s scheme, wet
paper codes, and the toral automorphism are presented in Subsections 2.1, 2.2, and 2.3,
respectively. Section 3 details the proposed scheme. The experimental results and discussions
are presented in Section 4. Finally, some conclusions are made in Section 5.

2. Related works

2.1. Chang et al.’s scheme

Inspired from Zhang and Wang’s scheme, recently, Chang et al. [7] proposed an
information hiding scheme by using a Sudoku solution to enhance the hiding capacity of the
EMD method. Sudoku is a logic-based number placement puzzle [9]. Sudoku is a 9x9 matrix
which contains nine 3x3 sub-blocks, each contains different digits from 1 to 9. In addition,
each row and each column of a Sudoku grid also contain different digits from 1 to 9. An
example of a Sudoku solution is shown in Figure 1.

According to Sudoku properties, Chang et al.’s scheme converts a binary secret message
into secret digits in the base-9 numeral system and then modifies the values of cover pixel
pairs for concealing the secret digits. Thus, every digit in the Sudoku grid is decreased by 1 so
that the Sudoku grid contains digits from 0 to 8.

Next, the modified Sudoku solution is used to generate the reference matrix R, as shown in
Figure 2, which is used for the embedding and extracting processes.
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Figure 1. An example of a Sudoku solution
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Figure 2. An example of the reference matrix R

Each secret digit d is embedded into a cover pixel pair (p;, pix1) as follows. Firstly, the
cover pixel pair (Pi, pi+1) is located onto the reference matrix R at the row p; and the column

pi+1. Secondly, three sets of candidate elements are identified by C; = {R(pi, Pi+1 — 4), R(Pi, Pi+1

- 3)a R(pi: Pi+1 — 2): R(pia Pi+1 — 1): R(pia piH)a R(pia Pi+1 + 1)9 R(pia Pi+1 + 2)a R(pia Pi+1 + 3)= R(pi’
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Pir1 +4)}, Cy = {R(Pi — 4, Pi+1), R(Pi — 3, Pi+1), R(Pi — 2, Pir1), R(Pi — 1, Pir1), R(Pi, Pis1), R(pi +
1, pic1), R(Pi + 2, pir1), R(pi + 3, Pis1), R(Pi + 4, pis1)}, and C3 = {R(Xp, Yb), R(Xo, Yo + 1), R(Xp, Yo
+2), R+ 1, ¥p), RXp + 1, yp + 1), R + 1, ¥p + 2), RO + 2, Yb), RXp + 2, yp + 1), R(Xp + 2,
Yp + 2)}, where X, = Lpi /3]x3 and Yp = me /3]x 3. Next, search from C;, C,, and C; to
find out three candidate elements R(Xn, Yn), R(Xy, Yv), and R(Xy, Vu), respectively, such that
R(Xh, Yn) = R(Xy, Yv) = R(Xw, Vi) = d. Then, among the found candidate elements R(Xy, Yh), R(Xy,
yv), and R(xy, Vi), select the candidate element R(X;, yf) with a minimum distortion. That is,
R(Xs, Y1) = minjeqn, v, w {|Pi — Xj| + [Pix1 — Yj|}. Finally, the stego pixel pair is obtained by (p;,
Pis1’) = (X, Y1)

At the receiving end, the embedded secret digits can be exactly extracted from the
received stego image V sized HXW by d = R(p;, pi+1). The other details of Chang et al.’s
method can be found in the original article [7].

2.2. Wet paper codes

The schemes of Mielikainen, Zhang and Wang, and Chang et al. embed secret data in
raster scan order (i.e., from left to right and from top to bottom). Consequently, these schemes
may be vulnerable to steganalytic attacks because the embedding positions are publicly
known. To improve the steganographic security of information hiding systems, Fridrich et al.
proposed a novel steganographic scheme called writing on wet paper [8]. In the wet paper
codes (WPC), an arbitrary subset C of the cover image X sized HxW is chosen by the sender
using a pseudo-random number generator (PRNG). Then, a secret message is embedded into
the subset C to obtain the stego image V. At the receiving side, expected recipients still can
extract the embedded secret message without knowing the subset C. The pixels in the subset
C are called dry pixels and the other pixels are called wet pixels. The dry pixels may be
modified to embed the secret data and the wet pixels are kept unchanged during the
embedding phase. The other details of the WPC scheme can be found in the original article

[8].

2.3. Toral automorphism

The 2-dimensional toral automorphism [10] can be seen as a tool to relocate the locations
of pixels of an image. The toral automorphism was used by some researchers for information
hiding systems [11, 12]. Given a square image X sized N, the toral automorphism changing
the pixel located at the position (i, j) to the new position (i’, j’) can be represented by

i’ 1 1 i

| = x| | mod N,
[J} L( k+J L}
where 0 <i,j, ", ] <N-1.

It is clear that the new position (i’, |) is specified if the parameter k is known. Thus, the
parameter K can be considered as a secret key. After some iterations of the transformation, the
image X becomes a random-like image X'. However, after further iterations of the
transformation, the image X' returns to the original image X. If the original image X is
reconstructed after t iterations, then t is called the recurrence time [10]. In this paper, we use
the toral automorphism to maximize the number of dry pixel pairs.

3. The proposed method



International Journal of Smart Home
Vol.3, Na.2, April, 2009

Inspired from the idea of the WPC scheme, we propose a steganographic scheme with
good image quality (i.e., PSNR > 46 dB), flexible hiding capacity, and improved
steganographic security. The details of the proposed scheme are described below.

3.1. The embedding phase

Let us assume that we have an original cover image X sized HxW, a secret message in the
base-9 notational system is S. The diagram of the proposed embedding process is shown in
Figure 3.

i ower Select X dry ciieélmfgi‘g FPerform to_ral
image X pizels randomly w1 sElecle autgmorphmm
dry pixels w iterations

Transformed
image ¥

Embed

Secret message e secret digits

Final stego Perform toral Embedded
. automorphism & —u .
image ¥ tterations image

Figure 3. The diagram of the proposed embedding process

The proposed method works as follows. Based on the concept of the wet paper codes
(WPC) proposed by Fridrich et al. [8], firstly, we randomly select K dry pixels (i.e.,
changeable pixels) of the cover image X using a pseudo-random number generator (PRNG)
with a secret seed S, where 0 < K < HxW. The HxW — K remaining pixels are regarded as wet
pixels (i.e., unchangeable pixels). The secret seed S and K are considered as secret keys and
pre-shared with expected receivers. A temporary matrix T sized HXW is used to record the dry
pixels in the cover image X. Actually, T is a bit map in which T[i][j] = 1 if X[i][j] is a dry
pixel; otherwise, T[i][j] = 0, where 0 <i<H -1 and 0 <j<W — 1. Secondly, pixels in the
cover image X are paired using some paring rule (e.g., in raster scan order). A pixel pair (pj,
Pi+1) is defined as a restricted pair if p; and p;;; are wet pixels. Otherwise, the pixel pair (p;,
Pi+1) is defined as a non-restricted pair. The proposed method embeds secret digits into non-
restricted pairs only. That is, the restricted pairs are left unchanged during the embedding
process. Thirdly, the toral automorphism [10] is used to relocate pixels in the cover image X
such that the number of non-restricted pixel pairs in the cover image X is maximized. That is,
the number of restricted pixel pairs in X is minimized. Let the number of iterations that the
number of non-restricted pixel pairs in the cover image X is maximized and the recurrence
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time be U and t, respectively. The resulting image is denoted as Y. It is noted that when we
apply the toral automorphism u iterations to the cover image X, we also apply the toral
automorphism U iterations to the temporary matrix T to maintain the information of the
restricted and non-restricted pixel pairs. Fourthly, analogous to Chang et al.’s scheme, the
binary secret message S is converted into secret digits in the base-9 numeral system (also
called secret digits for short). These secret digits are then embedded into the image Y by
adopting Chang et al.’s method [7] to obtain the embedded image U. That is, Chang et al.’s
method is adopted to embed the secret digits into the non-restricted pixel pairs only. Finally,
the toral automorphism is applied t — U times to the embedded image U to get the final stego
image V. When the embedding process has been done, the sender sends the stego image V and
secret parameters K, S, and K to expected recipients, where K is the parameter of the toral
automorphism.

3.2. The extracting phase

At the receiving side, an authorized recipient can extract the embedded secret digits from
the received stego image V using the pre-shared secret parameters K, s, and k. The diagram of
the proposed extracting process is displayed in Figure 4.

Stego image ¥
with & selected

dry pixels

Perform toral

automorphism
i iterations

select K dry
pixels randomly

Stego image
¥

Extract
sectet digits

Embedded "
image IF

Secret message

Figure 4. The diagram of the proposed extracting process

The proposed extracting process works as follows. First, the recipient uses the same PRNG
with seed s to randomly choose K dry pixels in the received stego image V. Second, the toral
automorphism is executed U iterations to the stego image V and the temporary matrix T to get
the embedded image U. Then, based on the temporary matrix T, the extracting process of
Chang et al.’s scheme is adopted to extract the embedded secret digits from the non-restricted
pixel pairs of the embedded image U. Finally, the extracted secret digits are concatenated and
converted back to the binary form to obtain the original secret message.

4. Experimental results and discussions

To evaluate the performance of the proposed method, we implemented Zhang and Wang’s
scheme, Chang et al.’s scheme, and the proposed scheme by using Borland C++ Builder 6.0
software running on the Pentium IV, 3.6GHz CPU, and 1.49GB RAM hardware platform.
The secret message S was randomly generated by using the library function random(). Four
commonly used grayscale images sized 512%512, as shown in Figure 5, were used as the
cover images in our simulations to test the performance of the proposed method in terms of
hiding capacity and visual quality of stego images. In our experiments, the secret parameter of
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the used toral automorphism and the secret seed of the used PRNG were set to be k=2 and s
= 15, respectively.

(a) Lena (b) Baboon (c)Fl16 (d) Barbara
Figure 5. Four test images sized 512x512

The visual quality of stego images (called visual quality for short) was evaluated by using
peak signal-to-noise ratio (PSNR) which is defined as PSNR = 10xlog;o(255> / MSE) (dB),
where MSE is the mean square error representing the distortion between the original cover
image X sized HxW and the stego image V sized HxW. Hiding capacity C (also called
capacity for short) was measured by bits per pixel (bpp). That is, it was computed by the ratio
of the total number of embedded secret bits and the total number of pixels in the cover image
X. The hiding capacities and the PSNR values of the proposed method with various values of
K for test images are shown in Table 1. K = 10% means that the number of selected dry pixels
is 10 percent of the total number of pixels in the cover image X.

Table 1. Hiding capacities and PSNR values of the proposed method for test
images with various values of K

mages Lena Baboon F16 Barbara

K PSNR C PSNR C PSNR C PSNR C

10% 53.83 | 0.29 53.84 0.29 53.89 0.29 53.89 0.29
20% 51.05 | 0.54 51.10 0.54 51.06 0.54 51.08 0.54
30% 49.57 | 0.77 49.56 0.77 49.55 0.77 49.58 0.77
40% 48.57 | 0.96 48.58 0.96 48.61 0.96 48.58 0.96
50% 47.89 | 1.13 4791 1.13 4791 1.13 47.90 1.13
60% 4745 | 1.26 47.42 1.26 47.42 1.26 47.41 1.26
70% 47.09 | 1.37 47.08 1.37 47.08 1.37 47.05 1.37
80% 46.82 | 144 46.83 1.44 46.84 1.44 46.83 1.44
90% 46.70 | 1.49 46.68 1.49 46.71 1.49 46.70 1.49
100% 46.65 | 1.50 46.67 1.50 46.61 1.50 46.65 1.50

To compare the performance of two related works and the proposed method, the
performance results of Zhang and Wang’s and Chang et al.’s methods in terms of visual
quality and hiding capacity are shown in Table 2.

Tables 1 and 2 show that the proposed method becomes Chang et al.’s method when K =
100%. In other words, Chang et al.’s scheme is a special case of the proposed scheme.

In addition, the hiding capacity of the proposed method is less than that of Zhang and
Wang’s method when K < 40%. However, the hiding capacity of the proposed method is
greater than that of Zhang and Wang’s method when 50% < K < 100%. It is very natural that
the PSNR value of the EMD method is higher than that of the proposed method. This is
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because Zhang and Wang’s method embeds one secret digit in the base-5 numeral system into
one cover pixel pair whereas the proposed method conceals one secret digit in the base-9
numeral system into one cover pixel pair.

Table 2. The performance results of Zhang and Wang’s and Chang et al.’s

methods
Methods | Zhang and Wang Chang et al.
Images PSNR C PSNR C
Lena 52.09 1 46.65 1.5
Baboon 52.10 1 46.67 1.5
F16 52.12 1 46.61 1.5
Barbara 52.12 1 46.65 1.5

The purpose of using the toral automorphism in our proposed scheme is to maximize the
number of non-restricted pixel pairs in the cover image X. The gains in terms of dry pixel
pairs thanks to the use of the toral automorphism for test images with various values of K are
shown in Table 3. It is clear that the gain in secret bits, which can be embedded more in the
cover image X, via the use of the toral automorphism is treble the number of gained dry pixel
pairs.

Table 3. The gained dry pixel pairs using toral automorphism for test images with
various values of K

Factors | Initial dry Maximized dry Gained dry | Gained secret
K pixel pairs pixels pairs pixel pairs bits
10% 24907 24996 89 267
20% 47203 47432 229 687
30% 66847 67038 191 573
40% 83934 84117 183 549
50% 98304 98559 255 765
60% 110068 110379 311 933
70% 119207 119475 268 804
80% 125751 125978 227 681
90% 129729 129880 151 453

With the uses of the random selection of dry pixels from the cover image X and the toral
automorphism, the proposed method can improve the steganographic security of Zhang and
Wang’s and Chang et al.’s methods. That is, the unintended recipients can not extract the
embedded secret message unless they know the secret keys K, s, and k which are used for
selecting dry pixel pairs, PRNG, and the toral automorphism.

5. Conclusions

In this paper, we propose a steganographic scheme for grayscale images in spatial domain.
The proposed scheme uses the idea from the wet paper codes to randomly select a subset of
pixels from a cover image as dry pixels for the embedding process. In addition, the toral
automorphism is applied to the cover image to maximize the number of dry pixel pairs. The
proposed scheme can achieve good image quality and high hiding capacity. That is, the PSNR
value is greater than 46 dB for all test images and the hiding capacity can be achieved up to
1.5 bpp. Furthermore, the embedded message can not be extracted if the secret parameters K,
s, and K are unknown.
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