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Abstract

Although the blockchain technology has been developed mainly around bitcoin, it is also
being studied for use in various fields. As a result, it is spreading not only to the applications
of settlement and transaction utilizing the characteristics of bitcoin (virtual money) but also to
the fields not directly related to money. In this paper, we propose a personal portfolio multi-
lateral authentication system that guarantees the reliability and integrity of data by using the
features of blockchain technology on a distributed network. The proposed system could be
submitted learning data to a peer in a distributed network by a learner. Then, it is verified
through an agreement between peers and recorded in a chronologically encrypted ledger. It is
a system that provides learners’ information in a safe and prompt manner between schools, the
school to the certification authority, the school to the company, and the student to the company
according to decisions of learners.

Keywords: Multilateral authentication, Blockchain, Hyperledger fabric, Chaincode,
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1. Introduction

1.1. Necessity of study

The Blockchain, known worldwide as the core technology of the cryptocurrency Bitcoin, is
currently examining the feasibility and promoting the introduction of technology in most
industries including finance, manufacturing, distribution, public and medical [1][2]. The reason
why the blockchain is used in various industries is the technical characteristics of the
blockchain, the biggest characteristic of which is based on the distributed ledger technology
that shares and manages the transaction data by agreement in a distributed system environment.
This provides a difficult environment for deleting or manipulating data. This systemic
characteristic enables a business network environment that enables transparent transaction
processing based on trust [3][4].

In Korea, all education-related evaluation agencies such as schools, companies, institutions,
etc. now utilize a centralized system that directly manages learner’s data, which connects and
integrates distributed data and information systems to provide. However, the system is that all
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servers are integrated at the city and provincial office of education. So, if the central server is
attacked, it is possible to leak the organization’s operational matters and sensitive personal
information of students. In addition, according to a recently reported article, there has been a
case of manipulating the life record book by collaborating between teachers and students [5].

In order to solve this problem, this paper proposes a system for managing learner’s learning
information by using distributed ledger with reliability and transparency.

2. Related researches

2.1 Educational administration information system in KOREA

The NEIS, a national educational administration information system used in Korea, is a
system that electronically processes all educational administrative information. All elementary,
middle, high, and special schools nationwide, 182 regional school boards, 16 cities, provincial
offices of education, and the Ministry of Education and Science are connected by the Internet
[5]. The database server is installed in the national provincial offices of education, and the
provincial offices of education maintain administrative support. It is organized to manage
matters, school life and grades.

However, since NEIS has a database server integrated with the metropolitan and provincial
offices of education, institutional information can be leaked if the central server is attacked.
And, although the teacher has logged in with the authority of the commercial classroom
curriculum, there is a problem in that the grade file of another subject is accessible. In addition,
there is a problem that the reliability and transparency of NEIS is always raised because there
is a problem that when the grade file is modified, only the record of the last modifier is left
without the login record of the previous modifier.

2.2 Distributed ledger and blockchain

A distributed ledger is a consensus technique for digital data that is replicated, shared, or
synchronized [6]. The data in distributed ledgers may be geographically distributed across sites,
countries or agencies. This distributed data is synchronized when all requests are written by the
user, sharing the state with all systems, allowing each system to store the state. At this time, the
synchronization method follows a consensus rule existing between each system, and once
agreed, the content is applied to all systems. Therefore, in the distributed ledger system, all
participating individual systems have their own ledger data and always synchronize, and one
of the methods of state sharing and consensus formation for this is blockchain technology.

Blockchain is a digital ledger where information about transactions in a distributed network
is shared among network participants [7]. In other words, blockchain is a data structure for
implementing distributed ledger, and all transaction blocks that have been agreed and validated
by network participants are connected to the most recent block from the beginning of the chain.
Therefore, the participating member can check only the transactions of the participants of the
same channel as their own. In order to manage transactions in the system of the existing
server/client environment, authentication is performed by using a third party. In contrast, in the
blockchain network, the contents of the ledger are agreed. In addition, verification using digital
signature using hash algorithm is performed to ensure transaction integrity. Due to the nature
of the blockchain, there are three major categories: public blockchain, private blockchain, and
consortium blockchain.

Hyperledger Fabric [8] is an open-source framework for building blockchain network
infrastructure for Business-to-Business (B2B) and Business-to-Consumer (B2C) transactions.
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Hyperledger Fabrics is also different from the public blockchain that anyone can participate in.
Only users registered with the Membership Service Provider (MSP) and channel can participate
in the blockchain network in Hyperledger Fabric.

[Figure 1] is a model architecture of the Hyperledger Fabric. Not only can all users own the
ledger and share all the information on the network equally, but in the case of sensitive
information, it shows how the channel is organized only between separate participants.

Hyperledger Fabric consists of a blockchain network, certificate authority server, and client.
Generally, membership information such as Peer’s authority and orderer’s authority defined in
client is registered on the server and encryption of digital certificate, public key, private key,
etc. The data, first block, genesis block, and transaction generator are created and distributed
to the Hyperledger Fabric network. Then, based on the distributed encryption data, the
Hyperledger Fabric network always maintains peers and orderers. When transactions are
executed by smart contracts, peers verify the results and check the various digital certificates.
They collect and sort verified transactions and generate blocks. This separation of tasks can
reduce the load on peers executing and verifying transactions, and parallel processing of two
or more tasks simultaneously can improve system performance.

Transaction
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Figure 1. Hyperledger fabric model architecture

Since the proposed personal portfolio multilateral authentication system consists of a
consortium of several institutions, it was implemented based on Hyperledger Fabric that is a
consortium blockchain framework that allows only authorized institutions to participate in the
network.

3. Proposed multilateral authentication system for personal portfolio

The personal portfolio multilateral authentication system proposed in this paper overcomes
the problems of the existing educational administration information system consisting of a
centralized system and uses blockchain technology to increase transparency and reliability in
managing, storing, and distributing learner’s learning history data. Personal Portfolio The
personal portfolio of the multiparty authentication system contains the learner’s ID, hame,
email, and training data. The process of the system is shown in [Figure 2].

Learner delivers learning data to peers configured in the Hyperledger Fabric network to
perform identity authentication, registration, and evaluation. When the learner delivers a
transaction to update the training data, the block is created by verifying the order and contents
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of the transaction by executing the chaincode installed in the peer and through the multi-factor
authentication of all peers participating in the channel [9].
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Figure 2. Personal portfolios multilateral authentication system

After the block is created, the learner can manage the portfolio directly by providing the key
value and the evaluation data for the evaluation item to pass the completed training data back
to the learner, but once the evaluation is completed and the block is generated, the learner It is
not possible to directly modify and delete the training data. Therefore, the generated and linked
blocks are authenticated data that cannot be modified and deleted, and because of the technical
characteristics of the blockchain, transactions and blocks are stored and shared in all peers,
thereby improving transparency and reliability.

4. System implementation

In this paper, we implemented blockchain network and certification authority server by using
Hyperledger Fabric and Docker platform and created Go language-based chaincode to
implement personal portfolio multilateral authentication system. The environments for
implementing Hyperledger Fabric blockchain network and certificate authority servers are
Ubuntu v16.04 LTS, Hyperledger Fabric v1.2, Golang v11.4, Docker v18.06.1-ce, Docker-
Compose v1.8.0, Nodejs v8. 11 and so on.

The authentication server generates encryption data such as each digital certificate and
public key, private key, Genesis block, transaction generator, etc. in the peers and orderers
belonging to the membership service. Based on this, the network is activated by containerizing
the peers and orderers of the network, and when the network participants submit transactions,
the chaincode installed on the peers is executed.
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In order to record the transactions recorded in the ledger of the peer in the ledger of all peers,
the transaction initialization request that records the learner’s personal information and the
learning history information is first transmitted, and the information is stored in the ledger by
executing the Init function. In addition, the peers periodically check each other’s statuses using
the Gossip Protocol and distribute the transactions stored in the ledger using the anchor peer
transaction generator that connects the peers created in the authentication server.

Figure 3 shows the result of executing Invoke function by sending the transaction update
request to the chaincode installed in the peer and updating and inquiring the transaction
recorded in the ledger of all peers participating in the channel.

[msp/identity] Sign -> DEBU 844<[@m
[msp/identity] Sign -> DEBU @45«[@m
Update Date = 2019-09-14 21:52:12
Name = kimdonghyo

Id = donghyo77

Email = donghyo@dongguk.edu
Subject = C Language

[msp/identity] Sign -> DEBU ©44<[@m
[msp/identity] Sign -> DEBU @45«[@m
Update Date = 2019-09-14 21:51:47
Name = kimdonghyo

Id = donghyo77

[msp/identity] Sign -> DEBU @44«[@m
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Update Date = 2019-89-14 21:51:32
Name = kimdonghyo

Id = donghyo77 Ema%l = donghyo@dongguk.edu radei e Ak
Email = donghyo@dongguk.edu SubJeck: =G Language Subject = JAVA
Subject = C Language e o . Grade = B
Grade = A+ SUbject.=/VA Subject = Data Structure
Shades: B Grade = C+
(a) (b) ©)

(a) update first transaction, (b) update second transaction, (c) update third transaction
Figure 3. A transaction that adds learning Information to the ledger by performing an invoke function

5. Conclusions

In this paper, we propose a personal portfolio multi-factor authentication system that can
manage education-related data through a distributed ledger without a central authority based on
transparency and reliability using blockchain technology.

For the implementation of the system, the network and authentication server of the personal
portfolio multi-factor authentication system was built using the Hyperledger Fabric framework
for building blockchain network infrastructure and Docker, a software virtualization platform.
In addition, when registering and updating learning information with the configured peer, the
chaincode is stored in the ledger of all peers participating in the channel, and a block is
generated.

The system proposed in the paper can create a block so that once recorded learning data
cannot be modified and deleted, and it is shared with all peers in the blockchain network, thus
improving transparency and reliability, and it is expected that the problems of the existing
learner information management system can be solved.
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