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Abstract

Today, audit stakeholders are demanding speedy information on audit assurance,
compliance, advisory practices, the anticipation of risks, and effective controls for decision
making and to monitor agents with minimum efforts. They want that internal audit function to
contribute greater value to the business. Failure to demonstrate how internal audit function
adds value will eventually result in stakeholders viewing internal audit as irrelevant.
Therefore, this article reviews the agile internal auditing from a retrospective and prospective
angle and provides some insights into the concept, history, need, methodology,
characteristics, implementation process, advantages, and challenges with the help of a
literature review. The article focuses more on Agile methodology as applied by internal
auditors to provide speedy information. The agile approach is particularly, appropriate for
complex audits which require a focused team coupled with experienced auditors to follow
shorter audit cycles and faster delivery of services to its clients. Since, the agile internal audit
function's agility will vary widely from one company to another, due to the size and
organizational culture, the article concludes that academics, researchers, and practitioners
need to provide deeper insights into this emerging approach by conducting empirical,
theoretical, and practical studies on its applications, challenges, success and failure stories.
Also, agile internal audit case studies to generate hypotheses based on cross-case analyses
need to be conducted. It also suggests some of the future directions for research in this
emerging area.

Keywords: Agile internal audit, Scrums, Characteristics, Traditional waterfall audit,
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1. Introduction

The internal and external audit environment has been undergoing tremendous changes due
to ongoing digital disruptions and an increased number of financial scandals and frauds. The
traditional waterfall and labor-intensive internal auditing are being automated [1]. The Chief
Internal Auditors (CIAs) are facing higher expectations from the Board and management.
PWC [2] in a report inferred that only 44% of internal stakeholders believe that the internal
audit function is adding significant value. Therefore, there exists a gap between internal audit
performance and stakeholder expectations. Additionally, stakeholders strongly believe that
internal auditors have to be more trusted business advisors. In the world of economic
volatility, traditional internal auditors have failed to address disruption-related risks [3]. Audit
researchers posit that the auditing needs to adopt a reactive audit planning approach to one
that is more agile. Agile is an approach to re-think the way teams go about completing tasks
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or larger initiatives. Agility involves a quicker adaption to the external and internal
environments which can result in improved operating performance, quality, and client
satisfaction [3].

Therefore, the focus of this paper is to provide some insights into the adoption of agile
internal auditing. Section-2 provides history, concept, features, and need for agile auditing.
Section- 3 differentiates between traditional waterfall and agile internal auditing. While
section 4, explains scrum and Kanban methodologies and their various components and
processes. Section-5 contains a description of implementation and maturity levels. Section-6
contains the literature review of the findings from surveys and case studies. This section also
describes the benefits claimed from the adoption of the agile approach. Challenges to internal
auditing are also explained. Lastly, section-7 includes conclusions and some possible areas
for future research.

2. Agile internal auditing

2.1. History of agile auditing

In recent years, agile transformation has become popular among internal audit functions.
Therefore, it will be of interest to track its origin and development. The literature indicates
that agile originated in software development. This practice was first codified as an efficient,
iterative process of software development. The Manifesto for Agile Software Development
was started by 17 software thinkers at a Utah ski resort in the USA in February 2001. Its
methodology was developed first in 2001 by a group, who observed that the software industry
was not adapting quickly in response to market and technology transformation. There were
big-time gaps in product development and delivery to the customers. Agile on the other hand,
addresses this issue as a challenge and through innovative ideas and strategies that are tied to
risks, costs, and feedback for an iterative approach to software development. The highest
priority is customer satisfaction [4].

2.2. What is agile auditing?

The word agile means "the ability to move quickly and easily" or moving intelligently
quickly. Agile applications in internal auditing strive to elevate the performance and value of
internal audits. This is achieved through team collaboration to deliver services and advice
promptly. Deloitte [5] defines it as “Agile Internal Audit is the mind-set of Internal Audit
function will adapt to focus on stakeholder needs, accelerate audit cycles, drive timely
insights, reduce wasted effort, and generate less documentation”. While, Wright [6] states that
it is an innovative approach that applies software development values, principles, and
practices to improve IA engagements. Agile IA aims at changing audit focus and updating its
scope.

Since agile provides a greater degree of transparency and visibility to move ahead,
therefore, it demands greater discipline than traditional internal auditing approaches. Agile is
the ability to create and respond to changes in clients' and stakeholders’ expectations. It is a
way of dealing with, and ultimately succeeding in an uncertain and turbulent environment.
This is achieved through team collaboration to deliver services and advice on time. According
to Berger [7] “Agile auditing provides an alternative to the traditional and sequential
“waterfall” audit process: not changing what we do but how we do it. The agile approach to
audit is more flexible, responsive to changes, and based on transparent communication and
engagement with business stakeholders”.
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Thus, agile auditing uses agile software development values, principles, frameworks,
methods, and practices in the execution of internal audit engagements [8].

2.3. Features of agile internal auditing

The following [Figure 1] portrays some of the key characteristics or features of agile
internal auditing.
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Figure 1. Features of an agile internal auditing

There are ten characteristics shown in [Figure 1] of an agile internal auditing approach
which is briefly described below:

(1) There is a focus on collaboration and cooperation in this approach. Based on quick
feedback between developers and clients, the project stays on track.

(2) Clients are directly involved in the audit process and they observe the continuous
development in the project, the agile approach enables a greater level of transparency [9].

(3) Communication process is enhanced in an agile approach because it may embrace the
latest communication technology and communication is face-to-face. Deloitte [10] states that
“The agile environment encourages developers to partially completed work to the product
owner and other stakeholders as a sprint progress”.

(4) One of the characteristics of an agile approach is its ability to shorten the time between
planning and product delivery.
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(5) There is more flexibility to change when change is needed and the focus is on
developing the right product.

(6) Another characteristic of the agile approach is that the team can deliver high-value
product features in a short period [11].

(7) One feature of the agile approach is that meetings are held within the audit teams who
assess whether the execution and performance are proceeding according to planning and any
bottlenecks are being faced by the team.

(8) Agile approach uses a cross-functional team who are from different functional expertise
and operate to achieve a common goal. Each member plays multiple roles and provides
ongoing support and maintenance.

(9) The integration of agile methods may assist in adding the value of the internal audit
function and the internal control in the organizations [12]. The system may be integrated with
other risk and compliance applications.

(10) Change of mindset is generally a factor for successful implementation of agile internal
auditing. It is assumed that the whole firm will follow agility [13]. It implies that IAF is
expected to focus on stakeholder needs, reduce waste and improve audit cycles as well.

2.4. Why agile internal auditing is needed?

In many industries, disruptions are bigger, coming faster, and require quick and out-of-the-
box responses. In this environment, agile auditing can help some organizations adapt and
become more flexible. The Chief Audit Executives (CAES) need to lead the response to
disruption with innovative strategies and an equally flexible approach supported by the right
talent [14]. The bottom line is that the internal auditors need to be more agile. In this regard,
Romano [14] states "Evaluating emerging technologies, analyzing opportunities, assessing
quality, efficiency, and providing accurate and timely communication represent a fraction of
how internal auditors engage daily. This comprehensive scope of responsibilities provides
internal auditors with a broad perspective throughout an organization".

Certain practitioners argue that the internal audit function is losing the perception of a
"value add" in this fast-changing world [15]. Internal audit teams can't predict market
disruptions, last-minute regulatory changes, and unexpected cybersecurity or data privacy
threats. So how can these departments operate in today’s dynamic business environments
while continuing to provide timely assurance and valuable insights? They need greater
flexibility in their functioning. Galvanize [16] points out that to add significant organizational
value and to be a trusted strategic business partner, internal audit needs to evolve, and agile
techniques can help. Therefore, agile auditing can look to provide deeper insights, assessing
responsive risk threats, improving that risk, and more timely and impactful reporting. Deloitte
[17] states that agile is needed in internal auditing for better, faster, happier results.

Additionally, Lehmann et al. [18] point out that terms of speed and changing nature of
internal auditing require the internal auditors to reduce their focus on the manual testing of
risks and controls and increase the focus on key and strategic risks. They further suggest that
more advanced data visualization techniques are needed for continuous risk assessment.

3. Traditional waterfall auditing and agile internal auditing

In the traditional waterfall approach, product development undergoes analysis, design,
implementation, and testing phases. This is considered an expensive approach because the
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time and effort are spent early on in the design and analysis phases. There could be resistance
to change because the team resources are invested in the requirements before the project
begins, for example, developing a customer address book.

On the other hand, in an Agile approach, the product manager usually creates on a priority
basis the documents requirements (e.g., new contacts for a customer book). Then timeframe
is followed for iterations (1,2 or 3) in which design, development, and testing for these items
(e.g., new contacts) may be performed. Finally, the product functionality may be released. In
this approach, product change (risk management) is considered inevitable. It also uses a cross-
functional team. Thus, in this way, an agile approach uses an iterative and incremental method
and it tries to derive benefits from both to develop products that better meet customers' needs.

Alexiou [19] provides two real-world examples in his article. They include an audit
involved checking billing records produced by Information System (IS) devices and second,
a penetration test on company systems by an IS auditor. Under the traditional waterfall system,
the processes were too complicated and time-consuming. By applying the agile approach, the
auditors were able to solve the problems in less time with good results.

3.1. Differences between traditional auditing and agile auditing

The following [Table 1] describes the main differences between traditional waterfall
internal auditing and agile internal auditing.

Table 1. Differences between traditional auditing and agile auditing

Traditional Auditing Agile Auditing
It involves a process that is based on flexible,
It involves a rigid and single-phase planning of iterative planning on an ongoing basis in “sprints”
audit work. (short bursts of planning, work, and increased

collaboration)
It focuses on continuous communication and
collaboration, both among the audit team and with
stakeholders.

Often communication among the team members
and stakeholders breaks.

The planning, fieldwork, review, and reporting These three phases are completed in much shorter
stages may take up to eight weeks or more. time frames.
Audit planning Backlogs
Fieldwork & Review Sprints and retrospectives
End of Project Reporting Iterative reporting
Focuses on detailed documentations Software-based auditing
Adhering to plan Responding to change [20]
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Figure 2. Processes in traditional waterfall internal auditing

The traditional waterfall internal auditing follows a typical process as depicted in [Figure
2]

It has large-scale projects; outputs are reported at the end of the audit cycle and internal
auditors strictly adhere to the established processes. It lacks flexibility.
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On the other hand, in an agile methodology for internal auditing, DBTI (design, build,
test/check implement) with short duration is followed. agile is a learning and adapting each
time, adding value with each iteration.

3.2. Processes in the agile approach

The following [Figures 3] and [Figure 4] respectively show the processes in an agile
approach:

Design the

- Implement
sprint

Figure 3. Processes in an agile approach

Design the Implement

sprint

Figure 4. Processes in an agile approach

Source: Adopted: Blanding and Child [21].
Auditing. https://chapters.theiia.org/topeka/Documents/Agile%20Auditing%20Topeka%201I14%20100119.pdf

Agile auditing is designed to be flexible and uses multiple iterations. All sprints are
iterations, but not all iterations are sprints. Audits are divided into sprints which are time-
boxed intervals in which tasks must be completed. Sprints provide a process, structure, and
cadence for the work [5]. In this approach, there are smaller increments of work, continual
feedback, and work improving the audit processes.

4. Methodology

Agile is an approach that involves multiple project management methodologies. No
stereotype methodology may be selected by the audit team rather various methodologies are
used in agile as the choice depends on the unique needs of the business and its objectives. The
agile methodology gives audit teams more opportunities to prioritize and deprioritize risks
and add or remove audit works based on the insights they gain from more frequent testing and
review [22].

There are generally three basic core or structural components to agile auditing which are:
Backlog (collection of scoped work like audit plan), Sprints (scoped items divided into sprints-
time period), and Scrums (short and concise meetings to evaluate the work done and identify
bottlenecks) [7]. The supplementary parts in an agile audit include cross-functional teams,
continuous integration, and an information Dashboard. The following [Figure 5] depicts a
general methodology.

18 Prem Lal Joshi



International Journal of Smart Business and Technology
Vol.9, No.2 (2021), pp.13-32

Structural
components to
an agile internal

audit

Backlog Audit Sprints
(like audit plan) (scoped items)

Scrums

(auditing tool)

Lean
(Waste Completion

reduction) of the output of
audit sprints

Daily
meetings

Figure 5. Structural components of an agile internal audit

4.1. Scrum

The available literature [23] shows that the most fundamental agile framework that has
been applied to 1A work processes is Scrum methodology. According to the dataset of
Organize Agile Scrum is the most popular agile methodology, with 80% of respondents stating
that they use the approach within their agile transformations [24]. Scrum is focused on
efficiency and quality.

This methodology involves the participation of small cross-functional audit teams who
work on audit projects in short periods. It is an agile auditing tool. Wilhelm [23] states that
“Scrum is, in short, is a set of rules which organizes work processes in loops of improving
trials and errors (so-called Sprints), running in largely self-organized teams with daily
transparent progress updates (Daily Scrum)”.

This scrum board helps to visualize where the audit team is, where they are going, obstacles
faced, and other practical applications within internal audit. In other words, scrum includes fixed-
schedule stand-up meetings in which the team reviews projects' progress or lack thereof. The
scrum team is usually self-governing and the team members themselves decide on the tasks
to be completed within each sprint. It is being a flexible approach, progress of the audit work
is tracked based on backlog, work to be done, work in progress, and done tasks. The audit
team determines and plans the audit activities and deliverables on which each sprint will focus.

4.2. Lean

Another core part of agile IA is lean. It is termed as a management concept or philosophy
which aims to derive the highest value for the clients with the least waste of resources.
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4.3. Audit sprints

Iterations are one of the basic building blocks of agile development [25]. It is an important
part of the agile methodology. The concept is to understand in terms of the item that is unlisted
from the backlog during execution and the various scope elements are split into definable
auditable subjects. These auditable subjects are called sprints. These sprints are nothing but
short periods during which an element has to be completed, say, 1 to 2 weeks. An agile
approach helps the internal auditor speed the work. Hence, sprints provide a process, structure,
and rhythm for the internal auditor's audit work [26].

4.4. Audit backlog

The audit backlog includes the items that are abstract on the scope, the process as well as
timing. The internal audit department has to keep a backlog of audit work or areas which are
to be regularly reviewed and evaluated based on risk exposure.

When the internal audit function and its stakeholders (represented by directors and the audit
committee) revise their audit needs, such audit items generally will have higher priorities on
the backlog till they are ready for audit work.

Additionally, in creating a backlog, it should also undergo backlog refinement because
there may be requirements that were a bit EPIC and the doer might be confused with the
requirements, therefore, the value that was initially expected may be difficult to meet. The
backlog may also undergo backlog refinement to create value.

4.5. Completion of the output of audit sprints

This element describes the output completed of the audit sprints. It may also include
observations, risks confronted, and recommendations. In other words, it helps in highlighting
the point when a sprint has been completed.

4.6. Daily meeting

It is to be recalled here that sprints (iterations) begin with scheduling meetings. Here, the
team members agree on what work will be completed within the sprint. This is followed by
short, daily “stand-up” meetings, where team members discuss their work about what has
been achieved and what they will do today. This is to ensure that the project work can be
successfully delivered. It involves the everyday meeting of the audit team for a short time to
coordinate the work and audit plan for the next day. In a daily meeting, the audit team also
reviews the work completed and the problems encountered by them during the audit process,
and how to remove them. In this context, KPMG [12] states that “It is to be noted that of the
audit sprint is always kept in mind during the stand-up. This stand-up makes it more likely
that the goal of the audit sprint will be achieved”.

4.7. Sprints retrospective

It is common in agile audit to organize a retrospective at the end of each sprint. A meeting
between the internal audit team and stakeholders is held to review the work, receive feedback,
and analyze the results of the sprint [27]. The purpose is to discuss issues and obstacles faced
in the audit process by the team members and they try to solve them where it may be possible.
t is imperative that an open environment for the team is created for a frank discussion of waste
and its consequences. KPMG [12] argues that in every team, there is a scrum master
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(specialist) who manages the processes in the right direction and manages the role resistance.
Beerbaum [13] states that “Culture of immediate feedback daily retrospective enables early
addressing of issues”.

It is to be stated that for the sprint to be successful, the Daily Stand-up meeting, the Sprint
Review Meeting, the Demo to the product owner, and the sprint retrospective meeting, etc.
may ensure its success. Since these meetings involve collaborative discussions and reviews,
the team may ensure that the product is progressing as planned. Additionally, as the product
functionality is split into smaller features (EPICS and stories) by-product owners, these stories
may be prioritized and taken up in each sprint or iteration. Therefore, the story point being
consolidated from sprint planning to judge its success.

4.8. Another methodology

It is considered similar in approach to Scrum which tracks work to be done, work in
progress, and work done. Kanban is a Japanese word that means visual signal or card. It is a
Japanese manufacturing system. Kanban looks at communication, collaboration,
and accountability aspects in an agile approach.

There are four fundamental Kanban principles as presented in [Figure 6] as follow:

To
increase
communication
& collaboration

Limit work in
progress (tasks
remain
prioritized

Four

Kanban
Principles

Measure and

optimize the flow,
collect metrics,
predict future

Continuously
improvement
(Kaizen)

problem

Figure 6. Kanban principles

Kanban information board contains bottlenecks, progress, blockers, process inefficiencies,
and impediments. This information enables to reduce of value-less activities, collects
appropriate metrics to measure performance. The predictions are generally based on more
reliable latest real data rather than the project manager’s guess [28].

Work in Progress (WIP) limits balances the number of work items in the different stages
of the workflow. Implementing WIP limits helps to complete single work items faster. The
team gets an opportunity to locate bottlenecks in their WIP.

Kanban encourages constant improvement and team members work collaboratively to find
the right solutions for process improvement. There is continuous communication among the
team members.

Kanban focuses on monitoring and analyzing the work done to look for the next best way
to improve it. Since resources and customers' needs keep changing, the team assesses the flow
of work continuously.
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5. Implementation considerations

According to Eleanor Taylor, a senior manager at Nationwide Building Society, UK [4],
the implementation advice when introducing Agile in internal auditing is depicted in [Figure
7].

Start small Not to
and get underestimate
feedback the context

Implementation

considerations

Set
the right
tone from the
top

Figure 7. Implementation consideration

[Figure 7] portrays four key important considerations in the implementation of agile
internal auditing. Working in a small team continuously receiving feedback on the audit work
being performed, not to underestimate the context of the audit processes, focusing on changing
the mind-sets of the audit team, they should be innovative and idea generation, and setting the
right tone at the top management level is necessary for the successful implementation of an
Agile methodology.

Similarly, [Figure 8] shows that the support elements in the process should be the inclusion
of cross-functional teams, information dashboard and continuous integration of the audit
elements are some of the supporting elements in the effective applications of agile internal
auditing.

Cross- Supporting Continuous
functional Elements integration
teams

Project
information
dashboard

Figure 8. Supporting elements to effectively apply agile to an internal audit
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On the implementation of agile internal auditing, Deloitte [29] states “Because internal
audit groups vary widely in their capabilities, resources, and readiness for change, the
successful adoption of Agile 1A depends heavily on leadership within the function, the audit
committee, and senior executives”. Furthermore, the agile internal audit ultimately is the
mindset and method in which the internal auditor has to focus on the needs of stakeholders. It
accelerates the audit cycles and reduces the waste of resources. Not only this but also, an agile
method enables auditors to achieve higher productivity and added value. Thus, the lead time
in the audit can be reduced.

5.1. Maturity levels

Agile internal audit has various maturity levels in the completion of an audit. There are
generally five such maturity levels which are presented in [Figure 9] as below:

Level 2: Infrastructure
Improved cooperation and
Maturity levelsin planning methods. stakeholders
an Agile internal needs
audit

Level 1: Initial Few Agile audits
are piloted, minimum
stakeholders engagement

Level 5: Optimizing/Agile culture Level 3: Integrated
Management decisions Mature, documented Agile
facilitated by Agile KPI, Agile Level 4: Managed planning and requirements;
tools are applied in the audit Well-defined Agile standard for Agile processes,
cycle, audit processes are KPls e easirad collaboration with stakeholders

leads to regular insights and

optimized, audit results are
actions, obstacles face by team

included in continuous risk
assessment

by teams

Figure 9. Maturity levels of agile internal audit

Source: Agile Internal Audit, KPMG [12]. https://assets.kpmg/content/dam/kpmg/sg/pdf/2019/09/agile-internal-audit.pdf

A perusal of [Figure 9] indicates that there are five maturity levels in an Agile internal
auditing approach. At the initial level, Agile audits are piloted and stakeholders are minimally
engaged. At level two of maturity is the development of infrastructure in terms of improving
team cooperation and planning methods for audit work to be performed. While at maturity
level three, an integration towards the following standard for Agile processes, and
collaboration with stakeholders are done. Well-defined KPIs (metrics) are measured by teams
at level four and at maturity level five, Agile audit tools are applied in the audit process and
audit processes are optimized. A continuous assessment of risk is also performed.

Agile minds might have developed several KPIs (metrics) to measure the success of the
project. However, Connors [30] suggests four critical and practical KPIs (metrics) which are:
cycle time (productivity), escaped defect rate (quality), planned-to-done ratio (predictability),
and happiness (stability). Connors [30] further states that while cycle time and escaped
defect rate, can be easily quantified, planned-to-done may result in an immediate real effect
and may be useful in forecasting. The overall health of the team may be measured through
the happiness metric.
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6. Literature review: Surveys and case studies

6.1. Surveys and case studies

Global companies that have adopted Agile auditing practices include Apple, 1BM,
Microsoft, Proctor & Gamble, Suncorp, etc. Spencer and Wang [31] in a case study of
Suncorp, an insurance and banking company, report that the internal audit department helped
Suncorp's Board, and management in accomplishing its objectives by independently
reviewing and reporting on the effectiveness of risk management, controls, and governance
processes by implementing an Agile approach to internal auditing. The company was facing
the problem to deliver on a large portfolio of complex audits, within a dynamic environment.
The outcome of this Agile approach is described below:

(1) “Overall, the transition to Agile has transformed the way that internal audit operates,
and made delivery of audit work more transparent and efficient. It has also made what can be
traditionally a heavily, structured process, more fun — encouraging open communication and
personal interaction”.

(2) Through a case study, Gartner [32] reports that audit leaders at Aflac updated their
staffing, planning, and project management approaches based on Agile principles. The audit
department used the new methods to increase department efficiency and covered more risk
areas with the same resources.

(3) Similarly, Mkoba and Marnewick's [33] study research reveals that there was a
significant correlation between the identified audit processes and Agile project success. This
research emphasizes the need to take into account auditing agile projects from initiation to
closure.

(4) Newmark et al. [3] state that the inspect-and-adapt philosophy inherent in Scrum
enables audit teams to effectively work in ever-changing conditions, resulting in a high level
of sustainable productivity.

(5) KPMG [26] in a case study, reports that the internal audit function of a global bank has
implemented several key Agile principles and instruments in the daily performance and
execution of audits. Daily stand-up meetings were organized within the audit teams to assess
whether the execution and performance is in line with planning. The bank identified
bottlenecks, and whether the right prioritization was given.

(6) The study finding of Beerbaum [13] reveals that daily meetings with the Agile team
assist in enhancing the independence of the internal auditor.

The following descriptions are related to the benefits which are claimed in the literature
from the adoption of an Agile approach in internal auditing.

6.2. Flexible approach

An Agile approach uses a flexible methodology for the specific needs of an internal audit
function and its stakeholders. Its purpose is to reduce waste, costs, and time for delivery to the
customers. The agile methodology includes delivering tested products in short iterations. In
this regard, Hogan [34] argues that scoping flexibility can be enhanced through better
information sharing and inputs provided by the scrum team. Galvanize [16] states
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“An agile approach can reduce audit costs and save time, while also improving overall audit
quality. It increases communication, iterative planning, and there is more empowerment in
individual roles”.

Case study research by Wilhelm [23] reveals that already fast-paced and innovative audit
teams, the implementation of Scrum is enhanced by the internal audit team’s collaborative
involvement which strengthens knowledge sharing and Agility in return.

6.3. Enhanced internal audit planning and communication

Being flexible and iterative, there is a continuous updating of the backlog of audits works
and projects, which are performed on a priority basis, ranked on risks, and as well on company
needs. Communication is more frequent and informal, and reporting is more common through
ongoing dashboards and updates, rather than formal full audit reports. Deloitte [5] states that
there is continuous communication with all stakeholders. Additionally, audit teams become
more responsive and do not adhere to much longer and more resource-intensive plans like in
the case of the traditional waterfall audit approach.

6.4. The response rate is faster

Agile internal auditing delivers a quick response to emerging needs and requirements of
the company [5]. It also maintains better and more transparency tracking the progress of audit
work because there is frequent communication during the audit process. Agile internal audit
helps teams to transform to deliver on multiple criteria like assurance, advising, and
anticipating risks [20].

6.5. Less and relevant documentation

An agile internal audit involves only relevant and less documentation. This enables the
internal audit to report on a timely basis to the audit committee and the management.
According to Alexiou [19], “In agile models, design and specification documentation are kept
to the bare minimum required, and the major part of the documentation is created at the
operations and support levels”.

6.6. Increased value and risk-specific insights

By streamlining the work and documentation, agile helps focus internal audit’s attention
on the insights, risks, and opportunities that stakeholders need [16]. It also allows the internal
audit to be more adaptive and helps the team deliver the value that the clients demand.
Additionally, working in sprints, internal auditors check the progress of their work in short
time intervals, and they do not have to wait until the end of the work completion cycle.
Through this process planning, fieldwork, and review work are delivered more quickly.

In addition, to the above benefits expected, there are some possible challenges that internal
auditing may face from agile adoption. [Figure 7] depicts some of them.

6.7. Challenges to agile internal auditing

An Agile IA can probably deliver innovative products and services, but there are also
challenges in its implementation and operation. Some of them are presented in [Figure 10].
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Figure 10. Challenges to agile internal auditing

Source: Adopted from Berger [7] (https://blog.protiviti.com/2020/01/27/agile-internal-audit-how-to-audit-at-the-speed-of-risk/)

In an agile environment, the internal audit function has to respond effectively and promptly
[10] to the environmental changes. Changing the mindset of auditors is not very easy because
traditionally they are used to strictly adhere to rule books. During crisis times like COVID-
19, changing their mindset may not be that easy. However, an effective training and coaching
strategy may be required for getting the mindset right for teams to be high-performing and
result-oriented. The organization needs to create a conducive work environment so that the
teams get motivated to work in such environments and learn how to cultivate and prune. In a
team culture, members should be comfortable expressing their opinion extend their support
for collaboration, and potential ability to change. In this regard, Mclntosh [35] proposes the
following "An Agile mindset is the set of attitudes supporting an Agile working environment.
These include respect, collaboration, improvement and learning cycles, pride in ownership,
focus on delivering value, and the ability to adapt to change. This mindset is necessary to
cultivate high-performing teams, who in turn deliver amazing value for their customers".

The agile approach requires cross-functional teams with all the skill-sets to deliver the
sprint and product requirements. It may also be a challenge how to optimally form a team
because the skill sets of the team members may also differ. There could be some confusion
over the overlapping of team members' roles. Further, the agile audit is not a substitute for
risk identification and rational planning [19].

Compliance with regularity requirements and internal audit standards are still to be met
when the agile approach is adopted. However, how this may be adopted without abandoning
or compromising with core internal auditing principles.
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The top-down approach has its limitations. Instructions to change generally originate from
the top, often lacking clear guidance for change. The change of organizational culture takes a
longer time. People suspect quick changes.

Berger [7] argues that improving transparency and tracking coverage decisions are essential
in an agile approach. How to ensure that this may not reduce the risk coverage or
documentation? Team members have to rethink coverage approaches which may create stress
problems too.

6.8. Organizational capability and culture

The successful implementation of the Agile approach to internal auditing will also depend
on firm size, capability, and cultural values they promote among their employees. As there is
more interaction between the audit team and the auditee which improves the management
expectations, therefore, a culture of cooperation needs to be built among the various
departments. Sarah Adam of Deloitte [29] in an interview to CFO journal states “To facilitate
workflow management, two steps are useful. The first is to define the Agile IA manifesto.
Each 1A group is different and functions in a unique culture, so it is necessary to modify the
agile IA manifesto so that it works for a given organization”.

7. Conclusions and implications

The internal audit function is considered a financial watchdog for any company. The
internal audit's task is to focus on enterprise risk management functions, security processes,
and regulatory compliance, among other things. When the organization is exposed to new and
significant risks, an internal audit needs to be able to update its plan ad provide assurance and
insight to the stakeholders' needs [36]. Yonkers [25] states that to protect through objective
assurance and advice, an internal audit enables one to address emerging critical risks and
provide relevant insight in a timely fashion to a company's stakeholders. Internal auditors
have to employ highly efficient methods such as agile methodologies for conducting their
audit responsibilities. The Agile approach is particularly, appropriate for complex audits that
demand a competent team coupled with experienced auditors to follow shorter audit cycles
and faster delivery of services to its clients and speedy information to stakeholders for their
decision making and to remain competitive in the market. This approach leads to increased
audit quality and thus greater business value to the organization. The adoption of an Agile
methodology to internal audit is increasing due to technological disruptions and demand for a
speedy and timely assurance on material issues. Since the Agile methods in internal audits are
of great help, therefore, internal auditors should embrace this methodology to enhance their
professional reputation and relevance. Additionally, the scaling for Agile internal auditing
will widely differ from one company to another depending on the size, capabilities, and culture
of the organization. Gupta, Kelkar, and Gupta [20] strongly support the adoption of this
innovative methodology and state as follows: “Adopting the agile method provides ways of
enhancing flexibility in audit planning, execution, and reporting. For such reasons as of today,
55 percent of internal audit groups are either using agile internal audit methods or are
considering to adopt them”.

Since agile internal auditing is based on a holistic mindset and team culture for its
successful implementation, this implies that in Agile internal auditing, product development
needs to be embedded into an Agile organization transformation [13].
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7.1. Future research

Being an emerging and fast-growing subject, academics and researchers should also pave
urgent attention to researching internal auditing practices in this area. Currently, there is a lack
of adequate empirical output in the literature in this context. For example, researchers may be
interested to explore in which types of organization (size), Agile internal audit may be more
successful. For which types of organization, this approach works? Watson [37] recommends
that future studies may be conducted by applying the combination of Scrum and Kanban
models in practice if the companies are looking for improving efficiency and quality. Also,
the experiences or perceptions of internal auditors from large and small organizations may be
documented for the need of adopting Agile auditing. Similarly, how different agile methods
such as Feature-Driven Development (FDD) and Extreme Programming (XP), may be used
in audit processes to reduce audit cycle or productivity.

What type of organizational capabilities and culture Agile approach would need? How can
companies adopt the agile approach in harmony with international standards for auditing
Standards ((ISA)? Wilhelm [23] suggests that more Agile internal audit case studies to
generate hypotheses based on cross-case analyses need to be conducted. Additionally, what
could be a set of appropriate metrics which may be developed to measure the efficiency and
effectiveness of the Agile internal audit projects. What could be behavioral implications of
Agile internal audit approaches on team members, may also be investigated.

Last but not the least, Lehmann and Thor [18] in the context of new general internal audit,
state that internal auditors need to deploy some of the levers, capabilities, and methodologies
which are grouped into three main categories: governance, methodology, and enabling
technology. Therefore, future research opportunities may be explored to internal auditors'
capabilities and the use of auditing methodologies in improving the governance practices as
well as how emerging technologies may influence the internal audit function in improving
efficiency and effectiveness. We need to remember that today, Stakeholders are expecting
more from the internal audit function (IAF) [38].
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