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Abstract 

Security is one of the most important factor or point to be considered for everyone in their 

life. Providing security and breaking the security are two important points to be noted for 

everyone who can be using the gadgets in these days. The other important factor or the point 

to be considered was the cyber security. The attacks or the collection go data unethically 

without the knowledge of the user’s being stolen. The cases or the issues being under this trap 

are being increased from time to time and day to day in those days. The data to be stolen will 

be used for various reasons. Some may be using for money collection and some are using it for 

anti-social elements and unethical issues. Hence, in the current article an attempt has been 

made to provide a detailed idea of the types of attacks and types of issues and types of malwares 

that can be attacked and also some suggestions were provided. The important issues to be 

focused in the case of cyber security issues are given a thought and the details are given a light 

on it. The readers of this article can get the basic knowledge about the cyber security issues 

and threats and the steps to be followed such that to escape from these sorts of attacks. Also a 

focus was given on various aspects such that to escape from these types of security attacks. 
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1. Introduction 

Cyber security is one of the recent growing research area that can be sued for the betterment of 

the internet and applications that can be used through internet [1][2][3]. The major concerned 

areas where the cyber security that can be used for providing security and safety to the areas 

like providing security to the internet-based connection type of systems, providing security to 

the hardware components of the machines, systems, internet-based applications and the 

software and data being used in various applications for the protection of the systems from 

attacks from various locations at various attacks. In the current day of the applications that was 

being used in nowadays are almost all applications are being utilized through internet. All the 

applications are being using the internet connectivity, it is the major headache was almost all 

the applications are internet connectivity based applications and the performance by those 

applications are also internet connectivity based models. Hence all these applications and 

methods are easy vulnerable for more attacks and can be hacked by various types of people at 

various locations [2][4][5]. The physical systems and their maintenance and the security tot the 

data being stored and being used from those machines and servers is providing security is a big 
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task for the people. Providing access to the users who are authenticate persons and the persons 

who are unauthenticated persons to be identified and the access should be given to those who 

are eligible such that the utilization of the machines to be used properly. 

 

 

Figure 1. Cyber security model [2] 

The major advantage and the major applications and the tasks that the users are getting from 

the area of this cyber attacks and other related cyber models are the protecting the network and 

providing security to the networks from cyber attacks [5][6]. In general, the organizations 

having some confidential and useful data that should not be breached or could be attacked by 

some other people should have a good cyber people who can protect the system from its attacks 

and the data can be provided securely from other sorts of attacks.  

 

2. Various modes of cyber security attacks 

As the technology is growing day by day, the inventions of new technologies and their 

applications had been growing day to day and increasing in number from time to time. Several 

new technologies had been evolving day to day, the new security threats and new security trends 

have been developing day by day [7][8][9]. Providing security to the devices with these sorts 

of new trends are making a new and big challenges from time to time to protect the networks 

and its components from the ever increasing cyber attacks and cyber threats [10]. Some of the 

important and some type of modes of attacks and their mode of operations are explained in 

detail as follows, 

Malware: It is a line of code being used in a program to affect the components of a program 

or to damage the content of code in a program like the computer viruses, Trojan horse problems, 

worms and other spyware models. 

Phishing: It is one of most important and most highly used cyber attack s models that are 

available in the area of fraudulent modes. In the current mode, some emails are sent the users 

with some interesting data such that the users opens the mail and the harmful content that was 

entered in the system files and the data stored in the machines will be stored and if that data 

was important to be hacked and blackmailed. Then based on the demands, the users can clear 

their system data or on the other hand, the users will leave the data as unwanted data. 

Ransomware: The other important type of the attack that a attacker make the other users to 

worry much. In the current mode of attack, the other attackers will lock some files of the system 
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and make the user cannot access such files from the system even though the user is being using 

such systems. The relieving from such type of systems is very difficult to escape and can 

process the data to be unlocked. 

Social Attacks and social engineering: The other types of attacks that once the users of the 

systems needs to worried about were the social attacks or the social engineering attacks. The 

users can catch or can block some items of the documents or the data that was kept in the social 

network websites under someone’s profiles in Facebook, twitter or some other famous social 

network websites. In order to release such data, the users may be requested or blackmailed to 

provide some money otherwise the data will be leaked to some other users or the other types of 

the users at various locations with various assumptions and various aspirations. 

Advantages of Cyber Attacks: By utilizing the features and techniques of cyber security 

models and other methods will rise a set of advantages also [11]. Some of them can be noted 

as follows, 

 Providing security to the private data and storage of data 

 Protecting the websites and the data in website from unauthorized users. 

 Protecting the data of the end users. 

 Increasing the facility and providing the security to improve the recovery of data from 

various locations. 

 Protecting the business of the customers and owners of the companies and shopping 

malls and other websites being hosted for various applications. 

 

3. Important focus areas of cyber security 

When discussing about the various issues related with the cyber security and its applications 

will be a good and needed requirement for any users [12]. One should have a clear idea or the 

clear picture of what are important points to be noted and important factors to be discussed for 

better understanding and for better processing of the applications providing the required 

security and in some special cases for more security as per the requirements [13]. When we are 

studying and interested to know the various aspects of these cyber models, some of the 

important areas to be considered important and focused are as follows, 

 

3.1. Securely configured and encrypted devices 

Whenever a user or a normal person or normal user purchases any electronic gadget that can 

be utilized with the combination of internet connectivity much care should be taken while using 

them. The devices should always be run with some secured software’s and original operating 

system software’s such that the files and devices cannot be hacked and easily targeted by the 

hackers [14]. I the people are using the unsecured devices, the data that was being used in the 

devices are not safe and it can be accessed by any type of person from anywhere of the internet. 

The devices should always be protective by suign the original software’s and applications 

should always be used from the trusted parties only, not from the untrusted parties. Some of the 

precautions can be taken while using them are like, 

The mobile devices or the gadgets should always be used with proper lock such that the 

device cannot be opened to any other person without proper credentials. As a result, even if the 

device was lost, the data cannot be accessed by any other person. 

The hard disk of any laptop or any desktop system to be whole encrypted such that the device 

cannot be accessed or no person can be accessed by any other person for the betterment of the 

more protection to the users. 
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All the computers and the laptops and even the mobile phones should have an antivirus such 

that the unwanted files and unauthorized access to the users and the other users cannot be 

granted to any other persons such that the security to be made more difficult for others to attack. 

 

3.2. Network components should configure securely 

Whenever the users or we are having a network of our within the campus or within the office, 

the provision of providing security to such network is more important. As we will send and 

receive the most important concepts and data in such LAN network, if any intruder enters here, 

the data will be easily hacked and can be used for some other purposes [15]. Hence, providing 

security to our own networks at our homes or the at offices is also an important task to be 

considered. The users need to have separate and network and all the components to be used in 

such networks will have the protection of unauthorized access of entering into the network and 

at the same time the access of the data in the network. As a result, the users need to have a 

trusted devices and more secured devices in the networks whenever we are establishing a 

private network at our premises of our home or at our office premises. 

 

3.3. Logical access controls 

Providing security to the users in the network is one of the most important and challenging 

task to process. When a number of users in the company had given the access to utilize the 

services from the network with the data stored in servers and from other users too. It is always 

required to monitor them. Checking and cutting the permission to the users is also not a good 

ides of termination of access every time. Every employee in the organization needs to have the 

access that the databases. Hence, the logical application of thought and provision of security 

was important here. The users will be given unique identification and codes for their 

identification in the network. Checking of the users from time to time to monitor the utilization 

of the customers who were not registered with the company, also to monitor the access by 

providing the passwords to the users with which they cannot be breached by any others and 

also these passwords cannot be done or noted by any other outside person from outside the 

network [16]. The passwords should always be more complex and very difficult to estimate 

them. The combination of alphabets, numbers and special characters may give some important 

and more complex combination of passwords for the users such that they cannot be broken that 

much faster and easier. An email alert can be developed and placed in the software such that to 

identify the persons who are trying to access the wrong passwords or attempting with different 

types of new passwords from a same location or same ip address and also to identify the same 

person trying to login with different wrong passwords. All these points and factors to be noted 

in a detailed manner and can be used for the better usage of the network and for better working 

of the private network that had developed for our purpose or for our own office purpose. 

 

3.4. Physical access controls 

Controlling of access to the persons or the other users to the locations where the mass storage 

of data servers are located in the office areas or at various locations of the campuses or at 

various servers at various locations is more important. Once the location of data was known to 

the common people, the visiting of the people to such places may be more due to the increasing 

of the thought of looking how these data was stored and hoe that data can be used. Hence, 

keeping the information regarding such places hiding was one of the best options of providing 

normal security [14][15][16]. The data in those servers can be protected more securely and if 
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any unauthorized persons enter there, the data can be easily tampered or stolen. Hence, more 

security needs to be there for such places. The security can be restricting the persons without 

any proper identification. The persons will be given passwords, eye retina password, fingerprint 

password and other types of passwords can protect the unauthorized person entry to such places. 

Security cameras can be placed in such locations such that the persons whoever enter into that 

area can be tracked. The physical access to such places can be closed and only for those 

authorized persons can be granted permission to enter at various intervals of time for more 

security. 

 

3.5. Online and email protection 

In recent days, most of the attacks on cyber-based were taking place through email only. The 

data that will be embedded in the body of the email and the subject will be kept as some 

interesting and the people who don’t these sort of ideas will open the mail and the content in 

the body of the mail will be entered in to the system and all files in the system will be corrupted 

and the data can be accessed by the all other persons. Once this thing happened, the hackers 

can be daily accessing the person mail details, his personal details and also all the data that he 

is receiving from all the sources [16]. Hence, it is always better for the public to not to open the 

mails which were not known to us or which will be looked like the phishing emails. The 

utilization of browsers also plays a key role in utilizing the browser for accessing the internet. 

The latest developed browsers are somehow good browsers that they are continuing with some 

good software in them and also to protect the users from phishing emails.  

The browsers also having some extensions that may not be opened by the browsers in recent 

days and also the Google Gmail is also providing some options like the trash where the new 

and never opened or never used websites or the mails cannot be opened directly or cannot be 

shown to the users directly in the mails inbox and will be shown at the trash data mails. In some 

cases, the mails that were shifted to the trash will be always considered to be the new mails and 

are most of the cases not related to the users whoever is using the current mails. Hence, it is 

always better for the users not to open the mails which were not related our profession, our 

interests or our education or our job or our shopping related issues. 

 

3.6. Backup and data recovery 

The other important factor or the point to be considered and kept in mind when we are 

working on the systems with large databases and other important data points. The data to be 

used for these points are very important especially for those companies which were working on 

the analysis of data and reaching to the public for various purposes. The data stored in social 

networking websites and public related organizations working with the data of the public is 

also important. In order to escape from these sorts of attackers and the loss of huge important 

data, it is always better to take some backup of data from time to time. Not only is the collection 

of data from time to time, but also keeping such data from unauthorized personae utilizations 

also important [9][10]. Hence, it is always suggested to store the same data copies at various 

locations simultaneously such that data loss at one location may be recovered from other 

locations. 
 

The utilization of data and storing it at various locations of the servers is always a better 

choice. Taking the count of data space form remote servers from cloud applications and storing 

them at various locations can reduce the hassle-free for the users. Hence, the storage of data at 

various locations at various remote sources will give a better utilization and better protection 
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to the data. If due to some other issues, if the data was lost at one point of location, the data 

from the other point of locations can be accessed and can be utilized by other sources at various 

times at various locations. 

 

3.7. Wireless security 

The other way of receiving the threats of unauthorized access of data and creating 

unnecessary issues was the utilization of the wireless connectivity to the customers or the 

visitors who were entering as guests as wireless connectivity like the Wi-Fi. The persons can 

access the connection and also can access the data from the internal servers through this facility 

too. Hence, it is always suggested to separate the users in tot two categories. The internal staff 

and other staff related to the particular office or particular company and the other visitors or the 

guests in to two separate lists and separate network. The provision of others using Wi-Fi 

network was separated and the list of customers can use be separated and the company staff 

can use one network and the other people or the visitors can use the other network which was 

separated and cannot be connected with any other important servers or any other important 

devices in the inside company’s servers [4][5].  

 

3.8. Network segmentation 

In order to provide the network of an institution or a company is always a challenging task. 

Several researchers had proposed several methods to follows such that to avoid such attacks on 

the networks of the companies or the institutes. The other important model or the idea that was 

suggested in order to provide a full security to the networks was the segmentation of the 

network. In the process of keeping an entire network in to a single group and identifying the 

errors or mistakes in the network and also difficult to identify the place or the node where the 

intruder had entered and the data was being stolen or creating some unethical issues in the 

network [6][7][8]. 

In order to overcome such issues, the splitting of the big data network into small pieces of 

the network and each single piece of network some little number of nodes such that the network 

can be easily managed and easily identified the number of nodes and the data being accessed 

by the nodes present in the each single small networks and also easy to track the users whoever 

connected with these small set of networks such that to process these small networks. Moreover, 

the best move was to identifying of the intruders and the data being stolen also can be identified 

easily and the users also identified. If any issues will happen in the network point or in a small 

segmented network, immediately the managers or the administrators or the network admin can 

easily identify the problems in the particular small network segment and can be easily 

controlled the access or in some other times the access can be cut easily. 

 

4. Conclusion 

The problems with the cyber security and its related areas are growing day by day in the 

society. The number of people being cheated or being made useless and being stolen of data is 

being increasing day to day in the society. The number of people being cheated are increasing 

a lot and the precautions can be taken or followed such that to save themselves. Hence, in the 

current article an attempt has been made to provide detailed issues to be focused on cyber 

security while we are using some mobile phones or laptops or some other electronic gadgets. 

The more precautions to be taken while we are using the mobile phones due to the reason that 

most of the personnel data is being stored in the mobile phones in recent days. By reading or 
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studying the current article, he users of these electronic gadgets can get the better overview of 

the usage of these devices while having a thought and idea on cyber attacks. 
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