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Abstract x)

Cloud computing has evolved over the years in providifig Jyari S S to the end

users. The cloud features makes it acceptable by the ies in @glng most of its

applications in to the cloud. Security concerns exist i latfafms and are prone

to various attacks. This paper focuses on variou hat are provided in
com

the enterprises and also discusses few of méx rity mechanisms like
authentication, authorization, encryption and.@;ess cont methods deployed within
each security mechanisms are also analyze@
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1. Introduction ;

Cloud Computing has ev d over past from utility computing, autonomic
computing and grid compgting thro aring of resources, computation and storage
capabilities. Accordin tional e of Standards and Technology [1] cloud is a

model for enablin igwitous, coqnvertient, on demand network access to shared pool of
e p%ﬁ%}d rapidly with minimum management and service

resources which
provider int < The virt ation technology has brought a great revolution in cloud
computing aki different from the various other computing platforms.
V|rtuaI|zat|on has ma% ogical systems to appear like the original physical systems or
resources. Virtualiz rovides for the maximum utilization of the various resources.

Various features M Iablllty, availability, elasticity, multi-tenancy, flexibility, and ease
of use has made d a dominant platform in today’s world.
Cloud comgputing security is an apprehension that needs great courtesy. Cloud has been

prone to Varipls security issues like storage, computation and attacks like Denial of service,
ibuted Denial of Service, Eavesdropping, insecure authentication or logging etc. The
%eeds to address the various security concerns in order to meet the users demand in
roviding them with high quality service and also offer essential amenities to the users
meeting the various cloud standards and ensuring quality of service. End user migration into
the cloud recently has brought about an increasing demand for shifting the various
resources, photographs, files, remote servers etc in to the cloud and also accessing them
with the help of an internet connection. Cloud computing has an intended power to
profoundly rethink and redesign the enterprise business and Information Technology
architecture. This paper provides an overview of the various cloud computing security
concerns and solutions provided to overcome the security glitches.
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1.1. An Overview of Cloud Computing

Cloud computing can be a cluster of computers held together to perform various tasks,
computations and other operations and is a substitute for distributed computing in which
many number of applications or programs can be run simultaneously [2]. The various
feature of cloud computing includes scalability, availability, flexibility, multi-tenancy,
resource pooling, reliability and high capacity. The cloud usage is based on a payment basis
in which the users have to pay for the resources that have been used by them. According to
a recent study cloud vendors are growing rapidly at a rate of 90%.

The cloud computing can be classified in to various types and different models based on
the various services they provide. The cloud computing types includes private cloud, public
cloud, hybrid cloud and community cloud. The service delivery models can be classified as
Software as a service (SAAS), Platform as a Service (PAAS) and Infrastructure Service
(IAAS). The descriptions of each of these models are described below.

1.2. Types of Cloud based on Usage 6 E
1.2.1. Private Cloud: The private cloud is meant for oﬁxékv%ea to a@? organization, in
providing the various services necessary for its% ifg w mall developing

organizations can use the private cloud for achie cosfgset r little investment in
developing. They can also scale well in to the ne or hi els based on the capital

investments and company profits. The cost i ing up a privateé cloud can vary. Some of
the private cloud service providers include@g stack,,épgspace, Red Hat cloud etc.

1.2.2. Public Cloud: The public cloud ant for nizations sharing their resources or
various infrastructure, softwares arrlé&é rms Wublic. The sharing of resources and
storage may take place over thé\i et. Blue% icrosoft and Google are examples of
public cloud providers. T blic cloud provides various features like scalability,

flexibility, cost effectigj and lgca iO&' dependence [3]. The various public cloud
le

vendors include Goog nd Del .

1.2.3. Hybrid CIO% rid cloud model deploys the use of both public and private cloud.
The main feature rid ifgludes scaling across various clouds. The use of hybrid

cloud may e¥the need ah on-premise as well as off-premise resources. Fault
tolerance can“e’/achie d@ya very high level in hybrid clouds. The workload has to be
balanced between the ic and private cloud in order for the Hybrid cloud to become a
realism .Voxen, V and Western Digital (WD) are some of the service providers for
hybrid cloud.

1.2.4. Com%nit Cloud: According to National Institute of Standards and Technology
communi d is defined as a subclass of public cloud in which various resources and
servic@ Softwares, platforms and infrastructures can be shared among various users

rowded cloud market place various service providers can distinguish themselves
usifg community cloud. In a research conducted by Cisco about 90% of the CIO’s admit
that the community cloud will be the most noticeable on demand model [5]. The community
cloud providers include Intel Corporation and Cisco.

Service delivery models can be defined as a set of rules, standards and various guidelines
that are provided for the various services in cloud. The services can be in terms of
infrastructure which includes servers, networks, routers, switches etc as well as softwares
and platforms which may include operating systems and other platforms like open stack,
open nebula, Hadoop, and eucalyptus.

82 Copyright © 2014 SERSC



International Journal of Multimedia and Ubiquitous Engineering
Vol.9, No.9 (2014)

1.3. Types of Cloud Based On Service Delivery

1.3.1 Software as a Service: The software as a service (SAAS) model provides all the
required softwares necessary for performing the various operations which meets the needs
of the users. The users have to make a payment based on the usage of the software. The
softwares are made available most of the time in cloud. According to a survey most of the
public cloud sales are subjugated by the SAAS platform [6]. The various providers of
SAAS include Salesforce.com, ZOHO and Google, Intuit etc.

Intuit [7] provides various security measures such as Advanced Encryption Standards using
256 bit encryption, video alarm monitoring and disaster recovery. Intuit is prone to outage
at times which in turn affects the quality of service and cost is also a major concern that
needs to be addressed. Sales force [8] one of the most innovative company in the United
States provides security for its data stored in the cloud by firewall protectio@@ion
detection, third party validation, and also periodic architectural reviews are %qp ted by
security professionals. It is prone to phishing attacks and moreover priv, ains to be
concern in Salesforce with respect to the data stored in |ts cI ud, ‘%w

1.3.2. Platform as a Service (PAAS): Hosting of varig e cloud in a fast

ications
and scalable manner and enabling the users to gain-th *o vanta es%yl g cloud computing
arlous aaﬂ? rative tools, softwares

model. The platform as a Service model manages§
and a variety of applications which are required in B |Id|ng environment [9]. It also
helps in developing applications that are@e It pr varlous features like auto
scaling, extensibility, supports multlplé ng envir ts also openness in selecting

from a set of choices. When movin he clou ta management is a major concern
and the data transparency in the cloé; ed by the provider itself.

Microsoft [10] is a leadi rm as a ice provider which provides the main
security features like Ioad cers, tlr I, "third party attestation, security incident
management and Transpor yer secuyrit ‘Ig ecure transferring of data. A major drawback
was that during data h utS|de omer jurisdiction, data sovereignty issues might

128 hit AES encr standar ich provides security from unauthorized access that is
when some g ries to the stored data and read the contents, an automatic
encryption o ; WI|| akerplace. Google provides some security measures which include
internal audits, Rat Pro bugging and maintenance based on Secure Shell Connection
(SSH) cloud locks a examination of logs. The major disadvantage was that there is a
limit for storing iY Google and also outages and downtimes could also occur. Amazon
S3 provides for’stoping large amount of user data can be stored at various storage servers
located atﬁ%)’us parts. The major security features provided by Amazon [12] includes
Amazon ity and access management, Amazon Cloud watch used to monitor Amazon
resour d applications. Amazon Web Service management console, Hash- based

Authentication Code (HMAC) and Secure Hash Algorithm (SHA 1) signature is
usethfor authentication. Although, Amazon provides the best storage provider S3 and is
reliable the web interface for uploads or downloads is slow and unreliable. Maintaining the
data privacy is a concern and Amazon still needs its attention to address few of these
challenges when becoming the leading storage provider.

occur. Google [1]% ovided an omatlc encryption of the data in which it uses the
t d‘%\

1.3.3. Infrastructure as a Service (IAAS): According to Margaret Rouse Infrastructure as
a service model includes the various resources like hardware, networking components and
devices, storage etc which are needed for the proper operation of an organization. Various
features for 1AAS includes utility computing models, policy based services, desktop
virtualization and automation of administrative tasks. Some of the real time providers
include Qwest, EMC and Verizon Terrimark. Qwest provides security measures like web
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defence, PCI compliant hosting and contact center solution, secure IP gateway, DDOS
mitigation service and professional security services [13]. Other preventive methods like
anti-virus/anti-spam, compliance auditing policy enforcement, hosted IVR for inbound call
management, firewall, backup and storage.

EMC provides various security solutions like multiple recovery points for continuous
data protection, RSA data loss prevention, RSA identity Protection and verification which
provides fraud protection by preventing cybercrime identity theft. RSA secure ID which
uses two factor authentication and secure tokens for ensuring the authenticity of a user [14].
Data at motion is encrypted through the Secure Socket Layer Version 3 and data at rest is
encrypted using the 256 bit Advanced Encryption Standard.

Verizon [15] provides the inbound and outbound scanning which are used for anti- virus,
anti-spam, URL filtering and image control. A network based DDOS protectiongcheme is
also enabled. Tape encryption and Incident response management are th C?Mejor
functionalities provided by Verizon. The disadvantage of Verizon i I?J%Vlts user
transparency in which the user doesn’t get to know  the Various@ tions. The
configurability of different server hardware is also a ¢ The Clgu orm needs to
be maintained at an accepted cost which is not possibleinWernizon, Ve ’s Hybrid Cloud
solutions have not yet addressed the key manage w

2. Security Issues in Cloud Storage \3)
Qof the

Security is one of the main reasons tha tries are still holding back its
data to be stored and processed in the urlt varled in the cloud like storage
security, computation security, net sec & The figure 1 illustrates how the

security is applied in a corporate (pie ork d technology is a jargon computing
which is deployed on top eﬁ%‘these corpo networks. The industries leverage their
computing tasks and services to the clout rem the data is accessed based on a pay-as—
you-use measure. é)

Microsoft Azure:
: Q Cloud Solution
Appl- tic ™

IP SPOOFING

/

Firewall

IP COUNTS

IP PORTS

Figure 1. The Cloud Security Architecture

Figurel illustrates the various users connected to the network components through which
the packets are routed and information processing and various computations are done. The
network indeed is connected to the server on top of which the various applications run.
Some of the reasons the industries have adopted cloud computing involves,

1. Short period requirement / adhoc requirements
2. Companies do not want to do a capital investment rather it wanted to take the
service which is at an opaque cost.

84 Copyright © 2014 SERSC



International Journal of Multimedia and Ubiquitous Engineering
Vol.9, No.9 (2014)

Availability of Platforms

Cost of Operations.

Skilled Resource Avoidance

Better Turn around Time (TAT) on capacity enhancement and application hosting.
Varlous types of attacks are possible in cloud. Most of the attacks focused on real time

industries and also are applicable for cloud environments. Some of the attacks include IP

Spoofing, IP ports, IP counts, DDOS, phishing, modification of messages, masquerade,

traffic analysis etc. Some of the security measures adopted by the cloud in securing its data

include authentication, authorization, access control and encryption. These methods are

discussed below with the various solutions they provide for the cloud storage security. The

table 1 provides an overview of the various security solutions applicable to network and

cloud at the desktop, server and user/ application levels. x)

Rdakals

Table 1. Security Measures Adopted for Cloud and Network i ime
Industries 6

Security Solutions Desl_<top (user) Serv |IcatlU@ User
Windows 7 Platfo dov@ Appllcatlon
OS Hardened (not Yes O Ye
required services or ports s\)
to be blocked) Q
Antivirus, Malware, Yes o Q S No
Spyware

Vulnerability assessment Ya@ \Q) Yes Yes
and fixing for OS/App g) K
Patch Management 4 %
(updates) \

Access Control Q) N

Segregation of Dﬁ@ % No Yes

Aud. No Yes

2.1. AuthenticatighNgCloud
Autheng’cgion is the process of ensuring that the right entity is accessing the data. In

Yes Yes

No Yes

cloud aut ion refers to making sure that the user is storing the data by giving a valid
user nam password which is a single factor authentication method employed. The user
h e his/her identity to the cloud service provider to access the various data stored in
%d. RSA [16] considers that the private and public cloud has different authentication
schefmes. A single login using trust policies and strong authentication methods are used. It
has proposed a centralized virtualization management console which is used to safeguard
the private clouds from unauthorized access. Some of the authentication schemes adopted
by the RSA includes knowledge based authentication, two factor authentication and
adaptive authentication. Reduced cost and improved security is provided.

The In- Sync cloud [17] provides authentication by checking in the Active Directory
server. The end point authentication is done through corporate firewalls. Some of the
authentication schemes include password, username and an authentication key used to
authenticate the users which is reset after every use. The demilitarized zone is deployed in
which the access is provided using the public IP address.
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Amazon Web Services (AWS) [18] focuses on the exchange of confidential information
between the browser and the web server in which an Amazon virtual private cloud is used.
The various authentication techniques like multifactor authentication and AWS identity and
access management are being addressed. Open ID [19] used for user authentication doesn’t
require the separate adhoc networks and is an open standard. A third party service is used to
maintain the different identities by authenticating the various users.

Shibboleth [20] is another standard that is used for authenticating to different entities
using only a single piece of information. The various resources of clients that lie within or
outside an organization can be accessed by others using the open standard Open
Authentication (OAuth). The main advantage of OAuth is its interoperability.

The strong authentication server (SA Server) verifies the user’s certificate with the local
certificate authority. Various attacks such as phishing, SQL injection, cookie tamw.and

utheégticated

session hijacking can be prevented. In [21] a method which allows users to be
to multiple services using only one password has been proposed. This me o%m proven
to be secure against dictionary attacks and honeypot attacks Companl S Microsoft,

Google and Facebook has adopted this method.

The use of Proxy settings allows for the needed IP 3 e ses b henticated to an
external site. The proxy URL will white list the v ntents | provide access to
trusted sites only. The Table 2 illustrates some © authe tlo schemes that are used
for securing the data contents.

Table 2. Authentication Mechanl @oted f %ecurlng the Data in Cloud

Vendors Authenﬂcaﬂo;h‘@ﬁam% Advantages
Knowled entic
RSA Two facto entication Reduced Cost .

Adaptlve authe tlcatlo [IEIBEE Sl

AWS MU' " au then \@n Identity Management
} Access Management
— Secure against dictionary
FEEHITELS &I pas W, (e EETEn attacks and honeypot attacks.
2.2. Authorlgz

Authorization en hat the user submits its user identity in order to login to a
particular servic method is the step followed after authentication. Oracle [22] has
proposed an O Database Vault which protects the application data from various

Role Bas cess [23] was proposed for multi-tenancy method of protecting the data in
cloud nments. The segregation of duties of various administrators is provided such
t ministrator in a particular domain will not be able to access the other domain.

olicy based authorization scheme [24] which can be run as an Infrastructure as a
Service model in order to protect the users privacy by ensuring that they can set their own
privacy policies in order to protect the user data from unauthorized access. The OASIS
cloud authorization [25] has provisions for the management of authorizations in the cloud
service delivery models. It maintains a log of where the users are and the details of the
devices that are being used by them.

VMware [26] has provided a strong authorization scheme by integrating the corporate
directories and various policies with the policies of the service providers. Two factor hard
or soft tokens or certificates are provided to ensure that the end user is authorized in a
secure manner. The table 3 indicates the various authorization schemes adopted for securing
the data that is stored in cloud environments.

administra%‘wers and also provides authorization. An access control mechanism based on
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Table 3. Authorization Schemes Adopted for Securing the Data

Vendors Authorization Technique Advantages
ORACLE Oracle Database Vault Secure the administrative data
OASIS Maintaining of user logs
CLOUD CloudAuthz Management of authorization schemes

VMware Two Factor hard or soft tokens Secure authorization

2.3. Encryption

Encryption is the process of making plaintext in to an unreadable format by a user or a
third party. The conversion is made in to cipher text which has to be decrypted at the
receiving side. The data is encrypted before it is stored in to the cloud to ensu€e thatethe
cloud service providers does not read or modify the data contents stored in t&uw The

cloud service provider may either sell the data or view the contents by violatin security
of the user.

Dell [27] data protection/encryption has allowed for ra!.%tjihg th user data that
is being stored on an external drive or media. So %\a w ased encryption
schemes are deployed. The main advantage bein use i%&gf%tion is not required
to enforce policies and they are easy to deploy a nage I1)Dell also has employed

is maintained. In this method a white Ilst 0 are ere who will be given the access
to services and to share files. The moni f the us audltmg of events and report

the Transparent File Encryption in which a co?ol over the v, S users accessing the data
creation and the workload of the co |s aI ced

The Wuala cloud [28] provides e enc of data in personal computers before
sending or transferring it to ta Elo . This en hat only the user has access to the data
and not even the provider. rarchical_Attribute Based Encryption method has been
proposed in [29] where fi rained ac &ntrol and also high performance is achieved.
A predicate encryptjor@od is p%{ d in [30] using various search operations and
privacy of the usel\i&e ensur is method enables the owners to control their own

data and its lifeti
Online T as given tions to provide cloud security by encrypting the data by
methods suc ull Di cryption which encrypts the data stored on a hard disk during

the booting operation a ole Disk Encryption which encrypts the data at rest using the

Advanced Encryptio dard algorithm. A bit locker password is encrypted that ensures

that the data is if"the device has been stolen. The Linux disk encryption is used to

encrypt the data h lies within the kernel. The main advantage being that the partitioned

data can b%nprypted. Table 4 gives an overview of the various encryption techniques
W)

available otecting the data stored in the cloud.

ggo Table 4. Encryption Techniques Adopted for Cloud Security

NDORS  ENCRYPTION TECHNIQUE ADVANTAGES
User Intervention is not required.
Hardware based Encryption Easy to deploy
DELL Software based Encryption Control over the users accessing
Transparent File Encryption data

Compliance workload reduced
Encrypting data in personal

WUALA Only user has access to the data
computers
ONLINE Full Disk Encryption Partitioned data can be decrypted
TECH Whole Disk Encryption Encryption of data at rest
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2.4. Access Control

Access control is the method of ensuring that the access is provided only to the
authorized users and hence the data is stored in a secure manner. Various access control
mechanisms such as firewall, Intrusion detection and segregation of duties are enabled at
various layers of the network and cloud. Various access control Lists (ACL) are created in
which users are classified as white list and black list for separating and providing access
based on a Defence in Depth method. The firewall is deployed in the network to allow only
the filtered contents to pass through which can be set up by the users based on a certain set
of policies. The Demilitarized zone is put in to the firewall wherein, it provides an extra
layer of security and make sure that the data is safe.

On accessing certain sites, automatic email will be send to the monitoring team. In this
method, a threshold value on the various IP addresses of certain sites is set. SMS or
email will be send to the nominated group, once the value has exceeded bey i .
Weekly reports and alerts are sent to the respective providers and also e@ aintained

on the various visited sites. The industries use the B Remed re which is
integrated in to the incident management tool, whic S an a@ en an incident

occurs. The cloud police method provides access co he Agarious’hypervisors. The
cloud security is provided to the multi-tenant cl ironments. Y/arious access control
policies such as inter tenant communication, Fair ring nants and Rate limiting

tenants existed. The main advantage provid@y the paper ¥ncludes the scalability and

simplicity. .

MacAfee has provided access contr@sing \% 'o@methods such as MacAfee Web
Gateway, MacAfee Single Sign on ) an *%U fee one time password. Fujitsu has
provided security from unauthori cess a% lems like injection attacks and cross-
site scripting. The various rization schemas like Central Management Authorization
and Virtual System Management Authofi £9ﬂ has been provided by Fujitsu. The table 5

illustrates the security sol@pns proxﬁ@ various organizations in protecting its data
stored in the cloud. ’\,

Table 5. Sae\gly So@ Provided for Access Control Mechanisms

VENDORS - ENGRYBTION TECHNIQUES ADVANTAGES
Mac SOE Policy Management
MCAFEE M Single Sign On y Vianag

e One Time Password Data loss is prevented.

Ceritral Management Authorization
FUJITSb\LK/irtuaI system Management
P Authorization

Prevents Injection attacks and
Cross-site scripting

\Y)
@clusion

Cloud computing has brought about a big revolution in the information technology field,
business and various other applications. Cloud offers benefits such as scalability, elasticity,
multi-tenancy, cost effectiveness and reliability. Even though cloud offers a lot of benefits,
there are various disadvantages in cloud like security, downtime, and technical issues and
are also prone to a variety of attacks like Denial of Service (DOS), Distributed Denial of
Service (DDOS), Man —in-the-Middle, IP Spoofing, etc. The various security mechanisms
provided to overcome these attacks like authentication, authorization, access control and
encryption techniques are discussed and also the various measures adopted by these
mechanisms with respect to the use in industry for protection from attacks are also taken to
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consideration. The data transmission over the channels needs to be secured in the most
effective manner in order to avoid attacks and leakage of data that is sent to the cloud. The
future work focuses on protection of the messages transmitted over an insecure channel by
providing various security measures like encryption and also digitally signed certificate
generation.
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