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Abstract

or specmc |nd|V|duaI In this sense it is important to
performance. When it comes to Industrial Control Sy
the national security, policy compliance with consz of 1C acteristic is crucial.
This paper is based on data from evaluating the of c %e of specific country’s
infrastructure with survey. Method used in this paper cons of four steps. First, an
employee of specific company partmpates '&ubje@t % evaluates the compliance of

his/her organization with personal dlscretl cond, deteigiine criteria for further analysis.
Third, analyze data for existence a {} lla policy. Fourth, calculate ‘Policy-
proce

Domain-System (P-D-S)’ index from @ e previous step. PDS and ISMS data
can be used at the same timg& aper wil rlbute the efficiency of existing ISMS
standard. \%
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1. Introductlon \

Informatlon.'w ogy has\g applied to national Infrastructure like power generation,
aviation transpOstation fi |rtue of efficiency of operation and advanced IT system. The
advantages of introducin S give the efficiency of operation and reliability of control.
However, dangerous e@bmd impact of hacking has increased either. In an effort to identify
and prevent these@ of security threats, International Organization for Standardization
(1ISO) had develo Information Security Management System (ISMS). Nevertheless,
unique charagc\%tic and impact of ICS have not been effectively considered for now.

The limi of existing ISMS is that it only counts on one-dimensional evaluation for
securi @cy which is fundamental to the ability of information security performance. With
reg% efficiency, it is pointless to revise basic idea of existing ISMS or apply different
criteria’for different field. This paper suggests promising way of improving efficiency by
analyzing policy compliance.

2. Data Collecting

To collect data for analyzing, specialized control item questionnaire was built with
reference to 'NIST 800-53 Recommended Security Controls for Federal Information Systems
and Organizations of the Industrial Control Systems Guidance'. The questionnaire consists of
17 domains and 88 sub-domains. Process to improve reliability was conducted in accordance
with the evidence and its paper that is written by subjects for each control items in
questionnaire. To increase understanding about the purpose of questionnaire, education was
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conducted at each company. After that, distribute questionnaires to each operational center
and take back when it is done.

3. Methods of analysis

This paper was written with the result of analyzing power generation specific data which is

the most influential entity for power production in subject country. Besides, eight operational
centers were selected to do a sample survey. Following flowchart shows the whole analysis

process.
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Figure 3.2. Flowchart and Formula of PDS Index

! Since the purpose of this paper is not on deducting correlation or common factor from analyzing as many number of cases as
possible but to find out the level of compliance, the number of subject merely affect the result.
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As Figure 3.2 suggested, set a score depending on the presence of policy? as to 17
domains in subject operational center. Here, a score ‘0.1’ can be adjusted. Since the
purpose of this paper is on evaluation of ICS specific policy compliance, ‘0.1> was
chosen for the clarity®. Next, re-evaluating(0 or 1)* on the presence of policy for top
three domains from analysis and deduction is conducted, and then multiply this factor(0
or 1) and tailored weight(0.1~0.5). ‘Tailored weight’ is a value for checking policy
suitability (papers) whether it is related to characteristic of ICS. A following formula
explains the way of deducing PDS index.

o = has policy(+0.1) or doesn’t have policy(+0.0) °
B = has policy for specific domain(1) * has tailored policy for ICS(weight x)
y=a+p »
PDS index = policy existence + Y.3_, Dn(policy existence * tailored poll existence)

3.2. Domain Analysis
- Analyze the level of involvement in a domai e the level of
ry

involvement is divided into 5 levels (very I ghtmg on answers

(very low:1 ~ very high:5) as to the level of i emexm | 17 domains, scoring
and digitizing the degree of involvement f ch oper center

- Analyze the level of involvement i domain; questionnaire, the level of
involvement is divided into 5 Ievelagg low = h high). Weighting on answers
(very low:1 ~ very high: 5) astot | ofsi ment for all 17 domains, scoring
and digitizing the degree of i v ent fo operational center.

- Set the top three domain n the digitized data from previous analysis, arranging
the degree of involvement descendmg of nd select the top three domains of them. The

author made a deC|S|on t 0 one ow which policy the company has, and what

policy they have to® % In this sense, the author made a premise that

employee has to k hat they heed at least in top three domains (the highest degree of

i separasgo ain® uses three domains from its own priority. Domain
(

involvement
that separal @ iguous in the case of score - 1,2,3,3,3,3,3) uses the top three
standard dontairt dedu ed on the average score of domain involvement).

3.3. Result Analysis (b
- Calculate PD@eX' Calculate the PDS index based on the formula that is defined

in the previous tep. As mentioned before, ‘policy presence’ score is determined

%!Xceed/not exceed of average score. Domain evaluation score (top 3)
ng ‘B’ is determined by the ‘evidence paper’ which is written by subject.
ence of ‘tailored policy’ is determined depending on the keyword in paper
f keywords in paper title do not have the relation with specific ICS, it is
conSidered as ‘this organization does not have tailored policy’.

2 This step verifies the reason subject’s answer is based on policy paper. To ensure objectivity in judging the presence of policy,
it uses the same algorithm used in evaluating the level of domain involvement. For instance, digitizing (0~1) the number of
existing ‘policy paper’ for each 10 items except 2 NA among 12 questions in domain one, and then calculate average score of all
17 domains. If result score exceeds the average score, it is considered that ‘subject has policies(get score 0.1)

% The reason why 0.1 was chosen will not be handled in this paper. In short, ‘0.1 is clearer for analysis than other rate.

* The first step of checking the presence of policy is focused on the whole 17 domains. In Second step, the range of ‘checking’
varies from first step. It evaluates only for top 3 domains

® For example, in the case of extracting 2 domains from 6 domains and total score is [1,2,3,4,5,6], it is

not difficult to identify top 2 domain(5,6).
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- Correlation analysis between ISMS and PDS index: To prove the effectiveness of
PDS index, correlation analysis was carried out between two factors. Although ISMS score
does not affect the success of certification audit in reality, control status
(Yes/No/Partial/NA®) is used to digitize ISMS score. Since this is for only comparison,
calculating ISMS score exact same domain from PDS analysis

- Result analysis: Based on the PDS index and graph, make a conclusion or new
assumption for further analysis.

4. Result

ISMS score was calculated by following rules. First, same domain was chosen4gom,RPDS
index to even the variance of PDS index. Second, score ranges from 0 to 1yl mgahs all
control status (answers) were marked with ‘Yes’. 6

<

5 sub6 sub?7 sub8

—o\S!\%---PDS
A

&re 4.1.W/ersus PDS Index

Figure 4.1 suggest Iy sub of PDS index scores are higher than ISMS score, and
sub1,2,4,5 8(0 otal) 0 index scores are lower than ISMS score. In other words,
60% of subje > not .co iance with the policy they have. It is definitely true that
effectiveness of PDS |nd lid.

5. Conclusion

The purp ofﬁaper is to find out subsidiary security index that can help enhancing
the efficien isting ISMS, especially for ICS-ISMS. All data and assumptions were rest
on quest"@@(e collected from national infrastructure. Specifically, this paper focuses on 8
operati centers of thermal power generation. Through the analysis, the effectiveness of
PD%X was proved successfully. Nevertheless, there are hidden variables the author could
not catch, and it restricts only on thermal system. With efforts on eliminating errors and
exceptions, PDS index can be applied to any field that has unique characteristic
(organizational and technical) such as ICS.
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