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Abstract 6 Z

BitTorrent is an issue for copyright protection and infri ‘A} ts sho@ punished based
on evidence of invasion of the rights of others. In the Bi t syStem, Seeders possess the
complete content and leechers have partial conten’ ec nt hared among peers.
Copyrighted content is easily distinguished with co e co |t might not be obvious
with partial content. Thus, we propose an ori | con ery technology based on
Pulse Code Modulation pieces obtained fé’O CD np;@f music held by leechers. The
proposed technigue uses a correlation- b ethod t loits the similarity of music. We
verified that the proposed algorlthm reco s of files by comparing the output
value of a correlator with thaﬁ@ t plec{' a number of wave file channels and

8/16 bits.
Keywords: BltTorrent &cﬁplete cor&@orrelator, Piece, Wave file

1. Introductlon
Copyrlghtl i

gement by %ent is a very serious problem and existing methods
such acket filtering in networks, are not practical solutions
because of the problem imited network resources and legal constraints [1-2]. These
methods would have cess several packets at speeds above Gbps for a copyright
filtering device to on the gateway of a network operator for internet services

distributiegsef copyrighted contents via BitTorrent, although this could cause major
propiémSswith invasion of privacy.

R&Ger tly, South Korea has started a crackdown on heavy BitTorrent uploaders and a
heavy uploader was caught who was responsible for the large-scale illegal distribution
of torrent seed files [3]. However, there is some controversy about whether a torrent
seed file should be considered as literary property [1, 4]. The regulator insists that
control of a seed file implies the sharing of copyrighted content, whereas the copyleft
camp claims that a seed file is not a literary property so sharing it is not illegal.
Irrespective of the legal situation, the Ministry of Culture, Sports, and Tourism
announced that the infringement of copyright by BitTorrent is a growing problem.
Webhard users constituted a growing component of copyright infringement in 2011, but
BitTorrent formed the largest proportion at 36% in 2012 when it is up by 11% from a
year ago [5] (see Figure 1).
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Peers are classified as seeders wh the co %e content and leechers with
incomplete content, when they shar ia BitTorrent. If a leecher downloads
100% of the content, they can bec seed n if a leecher cannot be a seeder, a
leecher can upload part of th%.&’ Thus is some controversy about whether a
seed file or incomplete conten be can red as literary property.

In this study, a raw reco nlque is proposed to identify whether
incomplete content s &aghted data can be recovered from incomplete

r

content, the contenl~$f ecognjzed*as copyrighted. The focus of this study was the
PCM (Pulse Code auo@at, which is used for ripping CDs directly to obtain

music contenO

2. Composition of W files

The WAVE file is a subset of Microsoft's RIFF (Resource Interchange File
Format) specificatignfor the storage of multimedia files. A RIFF file starts with a file
header, which js wed by a sequence of data chunks. A WAVE file is often simply a
RIFF file w&%&single "WAVE" chunk, which comprises two sub-chunks: an "fmt"
chunk spe@i g the data format and a "data" chunk that contains the actual sample
data er to this format as the "canonical form" [6]. Figure 2 shows the structure
of% file

S

les are stored consecutively in a single-channel WAVE file. In stereo WAVE
files, channel O represents the left channel and channel 1 represents the right channel.
The speaker position mapping is currently undefined for more than two channels. In
multiple-channel WAVE files, the samples are interleaved [7].
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The Canonical WAVE file format
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Q igure 2. WAVE File Structure
Figure 3 shows the acking for 8-bit mono and stereo WAVE files.

X Slar@ Sample 2 Sample 3 Sample 4

@sgmnel 0 Channel O Channel O Channel O

@- Data Packing for 8-Bit Mono PCM
Sample 1 Sample 2
Channel 0 Channel 1 Channel 0 Channel 1
(left) (right) (left) (right)

Data Packing for 8-Bit Stereo PCM

Figure 3. 8-bit WAVE Data for Mono and Stereo WAVE Files
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Figure 4 shows the data packing for 16-bit mono and stereo WAVE files.

Sample 1 Sample 2

Channel 0 Channel 0 Channel 0 Channel 0
low-order byte high-order byte | low-order byte | high-order byte

Data Packing for 16-Bit Mono PCM

Sample 1

Channel 0 Channel 0 Channel 1 Channel 1 °
(left) (left) (right) (right)
low-order byte high-order byte | low-order byte high-order b

Data Packing for 16-Bit Stereo O Y
eo W

Figure 4. 16-bit WAVE Data for Mono a iles
The difference between neighboring samples sm ansformlng WAVE
files into the PCM format. In the case of ste the e between the sample
values of two channels is greater than th nce b ee the sample values of the

same channels.

3. Recovery algorithm for W %lec

There has been no prewou h into t covery of copyrighted content. Most
recovery studies deal with m S based market requests used by digital forensics,
such as the recovery of broken files enly deleted files. Thus, digital forensics
searches for lost informati r reco eleted information. Data recovery is difficult
for digital foren3|c nly % f a WAVE file because it contains virtually no

information.

Header file atlon i ed to recover a WAVE file in a playable form.
However, the sence ,of (teader information is certainly not guaranteed for content
stored using BitTorren ch is downloaded as pieces in random order. Thus, a
recovery method is ed for partial content that lacks header information. In
particular, it must e to recover a playable form by cutting the appropriate relevant
part of the conte cause BitTorrent includes partial content and garbage data.

In gener VE files contain 16-bit stereo because they are ripped from CDs.
Howev@ el information can be identified in the format, as mentioned in section

eca he structure of WAVE files. Table 1 shows the possible channel numbers
d% rangement of data chunks in WAVE files. In total, 12 cases should be
consitered because there are six channels with 8 or 16 bits per sample.

The characteristics of musical content are presented in the audible frequency band
signal and changes are slow rather than rapid. The small difference between
neighboring samples means that the correlation coefficient can be used to check for 8-
bit or 16-bit data. After checking for 8-bit or 16-bit data, the number of channels can be
classified based on the difference in the sample values between channels and the
difference in the sample values between neighboring samples.
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Table 1. WAVE File Channel Structure

Wi (e Meaning Data structure
channel
1 mono [data][data][data]...
2 stereo [left][right][left][right]...
3 3 channel [left][right][center][left][right][center]...
4 quad [front left][front right][rear left][rear right]...
5 4 channel [left][center][right][surround]... & \®
6 6 channel [left center][left][center][right center][right] [surrou

Sample correlations are compared using the following formula. C}‘

R(k) = ?:‘o""lxi'xi+k/2? &xi@ & (1)
ind

Table 1 shows the information for the chan hich j into six. They are
divided into five categories based on the correlation coefficient, i.e., mono, stereo, 3-,
4-, and 6-channels because quad and nel -arg-le same. Each channel is
determined by the shift number k ba auto-cofsetation. For mono music, the
correlation with the neighboring s s the 'g@;t value except when k = 0, and 6-
channel music has a correlation c@went 9& 6. Two hypotheses can be stated
based on these facts.

Hypothesis 1: Music dat ains hlg?g correlated signals, which means that the

I

correlation with a neig rlng sa ose to one. Thus, the highest correlation
coefficient can be ac Wed, excem correlations.
e h

Hypothesis 2: T els corresponds to the shift number where the

r of
correlation coe t|s o1
Therefore, 0@ orrelati o€fficient is one and music content has a signal with
tion.

a very high c @the correlation of a sample after moving one sample has a
value that is close to Therefore, the number of channels can be verified by
calculating the correl coefﬁments of samples. Figure 5 shows the shifted waves of
3-channel mode mdsig content based on samples. If the music content contains three
channels as sh figure 5, the same result can be obtained for a sample shifted once
and for the hannel when three samples are shifted.
A%& Right Center Left Right Center | X,
Left Right Center Left Right Center | X,
Left Right Center Left Right Center [X, ,
Left Right Center Left Right Center X,

Figure 5. Original WAVE File and Shifted WAVE File
According to these basic principles, the flowchart for the wave piece recovery

algorithm is shown in Figure 6. First, a piece is read and the order is produced for 8-bit
and 16-bit arrays using the same data. The correlations are calculated between the
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original data and the one sample-shifted data. The shift numbers and correlation
coefficients are recorded when the correlation coefficient is maximized and the
correlation with the one sample-shifted value is recalculated. After determining the
correlations with shift numbers of 1, 2, 3, 4, and 6, the piece is rearranged and
recovered using the shift number with the maximum correlation coefficient.

Read piece

[ ]
Divide 8bit &
16bit

Record max b
sbift E‘u%nger
P Y

0 e
QT 0
N

Recovery data.

Y

e 6. N@c art of the Proposed Algorithm

4, EvaluatioQ
To assess the validj the proposed algorithm, several types of WAVE files were

partitioned into pi; In general, the default size of a piece is set to 1 MB in

BitTorrent but it e variable, depending on the size of the content. According to
the specificatign o BitTorrent, the minimum size is 128 KB and the minimum length
for a piece&ﬂ KB is 16 bits for 6-channel data. Therefore, samples larger than 10 K
may exi igher number of samples may increase the reliability of the correlation
coe i@ but it requires a large volume of computational resources. Thus, 1024
sar%were used for 16-bit data with two channels. In this evaluation, the music used
as the’test samples had the commonly used stereo and mono sampling frequencies of
22.05 kHz and 44.1 kHz.

Table 2. Test Samples used in the Evaluation

Sampling rate (kHz) Channels Number of pieces
22.05 (8-/16-bit) 100
Mono Stereo
44.1 (16-bit) 100
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600 pieces were used totally to test the algorithm, i.e., two channels with three
samples, each of which uses 100 pieces. After applying the algorithm to each case,
histograms of the correlation coefficients were obtained, as shown in Figures 7-12.
Figure 7 shows the histogram for 100 correlation coefficients from each correlator
where the correlation algorithm was performed with 22.05 kHz, 8-bit, mono music.
Overall, the results for the correlator with 8-bit mono music were are greater than 0.9,
whereas the results for the remaining five correlators were distributed among several
values. Similarly, Figure 8 shows the histogram for each correlator with 22.05 kHz, 8-
bit, stereo music. The results for the correlator with 8-bit stereo music were distributed
among values of greater than 0.9 whereas the results for the remaining five cgrrelators
were distributed among several values. As shown in Figure 7 and Figure 8,a hi ram
with values of greater than 0.5 could be obtained with any correlator us%ﬁan 8-bit
sample and the specific correlators could be separated from each othgr. articular,
the correlation coefficient obtained from an individual, piece eould ge the channel

ion ¢ cients of other

it)music, but it could

o

8bit, mono 166it, mono : ® s, & 1Bbit, mono
100 A 100
0
2
0

[] 02 04 06 08 1

16hit, stereo

[ 02 04 06 08 1

16bit, 5.1ch

0 0
[i] 02 04 065 08 1 0 02 04 06 08 1 [i] 02 04 06 08 1

Figure 1. R s for 22.05 kHz/ Figure 2. Results for 22.05 kHz/
-bit/mono music 8-bit/stereo music

k

bit mono music was passed through six correlators. The correlation coefficients
of the¥8-bit mono correlator and the 8-bit, 5.1-channel correlator were distributed close
to zero, and the correlations were very low. For 16-bit mono, the histogram was
distributed among values of greater than 0.9 and the input music could be recovered to
yield reproducible data after verifying that it was 16-bit mono. Figure 10 shows the
histogram of the results for six correlators with 22.05 kHz, 16-bit, stereo music. Similar
to figure 9, the histogram of the correlation coefficients for 16-bit stereo had high
correlation coefficients and the remaining correlators had histogram distributions that
were close to zero, or highly dispersed values.

F':qr@ shows the histogram of the correlation coefficients obtained when 22.05
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Figur Results for 44.1 kHz/ Figure 6. Results for 44.1 kHz/
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F 11 and Figure 12 show the histograms obtained for 44.1 kHz, 16-bit, mono

and stereo music using six correlators. The results obtained with three 16-bit correlators
demonstrated effective separation because the correlation coefficients were high
compared with three 8-bit correlators. However, the 16-bit mono correlator and stereo
correlator had value distributions that were close to one in figure 11, which were caused
by very similar values because the correlation of the stereo correlator when analyzing
mono music was calculated by shifting one sample more than the mono correlator.
However, it could be distinguished systematically because the results obtained with the
mono correlator were closer to one, which showed that the mono correlator had a
correlation coefficient with one sample shift whereas the stereo correlator had a
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correlation coefficient with two sample shifts. In figure 12, the histogram of the 16-bit
stereo correlator for input music contained distinctive values.

5. Conclusions

In this study, we developed an effective algorithm for recovering music content from
WAVE files when they are circulated illegally via BitTorrent, specifically when they
are configured as aggregated pieces rather than complete content. The proposed
algorithm analyzes the PCM characteristics of WAVE files and reconstitutes
reproducible data from pieces by identifying the number of bits and channels based on
the correlation coefficients, because music data comprises highly correlated si als o

We evaluated the proposed algorithm using six sample types where mple
comprised 100 pieces of 22.05 kHz, 8/16-bit, mono/stereo music or %716 bit,
mono/stereo music. The proposed algorithm could recover, each plece @ t error for
all 600 pieces. The recovered music could be used t |fy th h a feature-
based recognition technique, thereby dlstlngmshlng c r|n nts.

This algorithm can identify incomplete c p| detect the illegal
distribution of copyrighted content to protect rlgh |s ethod may help to
promote the copyright industry. In the f re, thls e will be extended to
reproducible data from complex pleces O
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