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Abstract 

Today, all of the computing resources, environments of computing, and online application 

services have been moved to a computing environment based on mobile. In the future, 

especially mobile phone, can be strong device not only support computing but being closely 

related to personal privacy. In this article, we design some ideas for various application 

services using e-Business card and NFC (Near-Field Communications) on mobile 

environment. Hereafter, new paradigms of mobile cloud and SmartWorks are based on the 

various mobile application services. 
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1. Introduction  

The existing computing environments are developing into a new paradigm of computing 

that convert devices based on mobile - ubiquitous computing, cloud computing, and mobile 

environment, etc. Especially, Mobile environment is a concept that means not 'fixed' but 

'mobile(movable)’ environment, more specifically, it means the hardware, software, network 

and service environment related to in-car devices, laptop, mobile phone, PDA (Personal 

Digital Assistant). The term "cloud computing" is being bandied about a lot these days, 

mainly in the context of the "future of the web." But cloud computing's potential doesn't 

begin and end with the personal computer's transformation into a thin client - the mobile 

platform is going to be heavily impacted by this technology as well. Mobile cloud computing 

refers to an infrastructure where both the data storage and the data processing happen outside 

of the mobile device. Today, there are already some good examples of mobile cloud 

computing applications including mobile Gmail, Google Maps, and some navigation apps. 

However, the majority of applications still do most of the data storage and processing on the 

mobile devices themselves and not in the cloud. In a few years, that could be changed. 

Hereafter, we predict ages of the mobile cloud computing and the SmartWork. These new 

paradigms are based on the various mobile services. Today, all of computing environments, 

resources, on-line application services are moving towards computing environment based on 

mobile. In the future, especially the mobile phone, one of the communication devices, can be 

a strong device not only supporting computing but being closely related to personal privacy. 

We try to design the various application services by using e-Business card and NFC on 

mobile environment. 
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2. Related Work  

The smart-phone that both Samsung Electronics and LG Electronics recently rolled out, 

being embedded with business card scanner, can scan the business card, after then 

management changed it into e-Business card through image and character recognition 

technology. And now, many e-Business card softwares are being developed based on Android 

and iPhone. More developed, various types of e-Business card are followed to electronic 

business-card [1] of MS's outlook, Poken [2] of social network, and vCard [3]. First, Poken is 

a social business card being developed by Corp. Poken S. A. in Switzerland. It can transmit 

other's profile information once connection with each other's doll-shaped devices containing 

USB, and also manages information using computer. The Korea Wireless Network 

(www.korwin.co.kr), a firm specialized in mobile service providers, developed a protocol 

stack (brand name: KorwinSTACK), which was supporting Bluetooth spec version 1.1, and 

implemented the application system for e-Business card (brand name: vCard++) by using it. 

Through this e-Business card system, business man will be able to exchange their photos, 

corporate logos, personal information by using mobile phone and PDA with Bluetooth in the 

future, instead of exchanging paper business card. Also, it is expected to be comfortable with 

exchanging own information not only to the business man but also to the others. 

 

2.1. Process flowchart of business card  

As pre-study, we analyze the model of CamCard App in iPhone as shown in Figure 1 and 

Figure 2. Figure 1 shows data processing and character recognition of CamCars App using 

picture and scanning of paper business card. Figure 2 presents data classification of insert, 

update, delete, and abort in database of CamCard App after character recognition in Figure 1.  

 

2.2. NFC service of objects  

NFC (Near-Field Communications) promises to create a whole new paradigm for the vast 

majority of cell phone users and is emerging as a near-term reality. It has been described that 

the confluence of RFID (Radio Frequency IDentification) and cellular telephony will bring 

with it a wealth of new applications [4]. NFC operates on the same RF principle as proximity 

cards. There are several advantages of integrating the solution into the cell phone. First 

obvious advantage is the “Swiss Army knife” approach to centralizing a user’s daily life 

(which also has its drawbacks that must be addressed in the design). Second is that the phone 

affords a more capable engine than a card for enabling higher-level functions that demand 

greater memory and processing. Third, and most powerful, is that it provides a backend 

connection to the cellular network for high-level operations such as real-time loading of 

funds, security management, and telephone and Internet connections driven by inputs 

received from NFC interactions [4]. The evolution of NFC is based on an RF, data link, and 

MAC standard ISO/IEC 18092 [5]. The earlier proximity cards that are used to gain entry to 

buildings and mass transit in many countries are based on a decade old predecessor, ISO/IEC 

14443 [6]. The 106 kb/s passive mode of the NFC standard is compatible with only part A of 

the predecessor, but since the application space is similar and they use the same RF circuits at 

the same carrier frequency, they are close enough that multiprotocol NFC front-ends can 

include operation for all. This is an important so that the phones can emulate transportation 

and identity cards already in use in very large numbers in part of the world. The multiprotocol 

operation simply does round-robin sampling for the presence of a response from one of the 

protocols, a process that occurs in less than a couple of hundred milliseconds. NFC and 

proximity cards are limited in effective range to just a few centimeters. This distance is 

sufficient so that you do not have to make contact, but some products are designed to require 
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a slight touch to activate the link. The method of communication is reactive near-field 

magnetic coupling at 13.56 MHz, which is a frequency available in all regulatory regions. 

The wavelength at this frequency is over 22 m, so the use of small loop antennas allows good 

magnetic coupling at short range while having very poor radiation efficiency. This 

combination is useful to both keep the communications private and be sure that when you 

point your wand, there is no ambiguity in your intent [4]. 

 

 

Figure 1. Analysis 1 of CamCard App in iPhone 

 

 

Figure 2. Analysis 2 of CamCard App in iPhone 
 

NFC technology is evolving as a key enabler for mobile services. An outgrowth of the 

contactless card industry, mobile NFC allows the handset to communicate with close-

proximity “card readers” allowing point-of-sale payments and/or authorizing the device 

owner to acquire services, such as access to public transportation. Mobile NFC business 

models are still being worked out among the stakeholders involved. And Figure 3 presents 

Mobile NFC Ecosystem [7]. 
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Figure 3. Mobile NFC Ecosystem 
 

3. Design of E-business Card Application Service  

Many people have mobile devices. It is the necessities of modern life. As shown in Figure 

4, the services of Mobile phone are divided into basic function, application, and extended 

application 

 

 

 Figure 4. Diagram of Mobile Application Services 
 

 

 

Figure 5. Service Zones of e-Business Card and NFC 
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We will design an e-Business card application service and NFC service of objects in 

mobile environments. The e-Business card supports information communications among 

users, stores and things using private communication network of Bluetooth, WiFi, and so on 

as shown in Figure 5. 

 

3.1. Data structure and access control model of e-business card 

The e-Business card contains <BusinessCard>, <STYLE>, <Security> and the image files. 

The tag of <BusinessCard>, <STYLE>, and <Security> are formed with XML, each express 

personal information and graphic design on e-Business card as shown in Figure 6. The tag 

<BusinessCard> has the attributes of name, mobile number, fax number, address, company 

name, and so on. The tag <STYLE> defines font, color, and so on. And the tag <Security> is 

the MD (Message Digest) code for the integrity of security. 

The access control of NFC and e-Business card mainly consists of four parts: DOM 

(Document Object Model) Plane, Security Plane, Interface Plane, Device Plane, as follows 

Figure 7. The access control of DOM Plane runs having logical relation between two cases: it 

runs in DOM aspect in one case of making and modifying of e-Business card and NFC 

objects or needing to convert after version upgrade, and in SAX (Simple API for XML) 

aspect in the other case of composing menu and searching. The access control of Security 

Plane is logically related with access control and management about the e-Business card on 

the repository. The e-Business card is managed by the security level of itself (whether 

including digital certificate or not) and security level based on security policy of the user. The 

access control of Interface Plane is logically related with the interface between the version 

upgrade of e-Business card and the device. It supports interface for communication between 

device and the external to the multichannel. The access control of Device Plane is logically 

related with physical access about the storage device like USIM or external USB; it is for 

practical, physical access control. 

 

 

Figure 6. Data Structure of the Proposed e-Business Card 
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Figure 7. Access Control Model of e-Business Card and NFC 

 

4. Application Service of e-business Card  

In Figure 8, the application fields of e-Business card based on mobiles are divided into 5 

parts [8]:  

Exchanging e-Business card among users,  

Exchanging e-Business card between stores and users,  

Exchanging e-Business card between automobile navigation system,  

Exchanging information between Social Networks,  

Key service of U-home.  

 

 

Figure 8. Extended Application Services of e-Business Card 
 

4.1. Management of E-business card between users and social networks  

Many modern people are having the mobile device, and especially it becomes a necessity 

for the business man. The mobile device is performing electronic passport like text 

messaging, e-Mail, games, memo, scheduler, and so on, developed from just its means of 

communications. It is possible to exchange e-Business card among the mobile devices via 
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WiFi or Bluetooth communications rather than traditional method of exchanging the paper 

business cards among users. The exchanged e-Business card by users and social networks can 

provide an intelligent searching function, and is managed efficiently by DMS (Database 

Management System) being embedded with the mobile device as shown in Figure 9 and 

Figure 10. 

 

 

Figure 9. Exchanging of e-Business Card among users 
 

 

Figure 10. Exchanging of e-Business Card Between User and Social Networks 
 

4.2. Sales management  

The e-Business card supports the work of collection of data and classification of customer 

management for business man. Especially, it is usable to search items for supporting 

enterprise-wide works around customers' profile as shown in Figure 11. 

 

 

Figure 11. Management of Customer Profiles Using e-Business Card 
 

4.3. Role of E-business card at store  

It is possible to exchange the e-Business card between mobile devices of its users, and 

exchange the information about their business at the restaurant or store, as well. The user can 

provide e-Business card for not all of information for exchanging and searching but only the 

necessary information because of privacy protection aspect as shown in Figure 12 (dot line). 
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Figure 12. Transmission and Reception of e-Business Card between Users and 
Stores 

 
 Services of item information and e-coupon on mobile internet environment. It is able to 

provide the e-coupon service and search information of menu at restaurant or products sold at 

store using the information of store and restaurant listed on the e-Business card via mobile 

internet environment.  



 Privacy policy. It is possible to set up the function about transmission and reception of e-

Business card based on privacy policy and value of information. The service providers want to 

promote their information and get the customer's information, but the customers may regard 

this as unwelcomed things because of the privacy problem. So, it is needed to limit 

transmission of personal information and set up of the reception function.  

 

4.4. The security functions between e-Business card and setting up destination on the 

navigation in automobile smart system  

The automobile smart systems are mainly divided into two parts: automobile smart-key and 

automobile navigation system. It is able to provide the function of automobile smart key 

adding up the message digest function to the e-Business card. It is possible that the function 

of automobile smart key supports identification technology of knowledge-base and 

ownership-base. The opening & shutting function of automobile smart key is based on hash 

value combining mobile phone number, information of e-Business card, private key, and its 

used record is remaining. The exchange between automobile navigation system and e-

Business card is done for making users convenient by consisting ad hoc network between 

automobile navigation and mobile device, transmitting the information of destination rather 

than inputting search contents, searching and choosing. The automobile navigation sets up the 

destination, searching received information as shown in Figure 13. 

 

 

Figure 13. Navigation Setup of e-Business Card 
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5. Secure key function of U-Home  

Because Bluetooth and Wi-Fi have longer range connections, it is necessary to enter 

information to isolate and protect your own communications from others in the application 

area. And there is no way to indicate intent without typing it in. By touching two NFC 

enabled devices (e.g., a mobile device and an electronic door knob) as shown in Figure 14, we 

can immediately establish a Bluetooth and Wi-Fi connection between them. The intent of 

wanting the connection is established by the physical touch, and then the high data rate 

connection takes place. NFC is used as an enabler for a connection that was not previously 

established. Bluetooth and Wi-Fi already anticipate NFC as a pairing mechanism. 

 

 

Figure 14. Secure Key of U-Home by NFC 
 

The secure key service by NFC is provided adding up the function of message digest to 

electronic key. Especially, the function of secure key U-Home can support identification and 

authentication technology of knowledge-base and ownership-base. The opening & shutting 

function of electronic key is based on hash value combining mobile phone number, 

information of e-Business card, private key, and used record is remaining in mobile device by 

NFC. The length of hash key for secure key service is proportional to endurable time against 

burst attack in secure aspect. The more long the hashed-key, the stronger on secure and it can 

provide much stronger key to electronic key U-Home, departing from existing electronic key 

that consist of combination of some numbers. Figure 15 presents the process of secure key 

setup in downloaded mobile app from Internet. In secure key setup processing, there are the 

setup of E-Lock, Unlocking of E-Lock, and Locking of E-Lock. 

 

 

Figure 15. Process of Secure Key Setup in Mobile App 
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6. Conclusion  

All of the computing resources and environments of computing, and online application 

services are moving to a computing environment based on mobile. In the future, especially 

mobile phone, will be a strong device not only supporting computing but being closely related 

to personal privacy. In this article, we sketch some ideas for various application services by 

using e-Business card and NFC of objects on mobile environment. Especially, we introduce 

about the simple data structure and the outline of application service using e-Business card. 

And, we propose access control model for supporting the security function of e-Business card 

and NFC. 
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