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Abstract %{

The characteristics of dynamic, heterogeneity and limig s urces of Peérs result in the
existence of selfish behavior in MP2P network, whi€imaffect the net performance To
improve the performance of MP2P, a trust ma nt m peer reputation is
established based on multiple-fuzzy theory in thi aper Dire indirect trust, residual
energy and active degree of peers are used unda arlables and their weights
are determined by using fuzzy theory, and.t he rep ation of peers is calculated. Peers
with high reputation are allowed to p te i munication and peers with low
reputation are not allowed. The experi L&a results show that the model not only
effectively improve the maI|C| tectlon rat&and the query hit rate but also reduce

the Cx of the network.

Keywords: MP2P netwo@trust mab@nt model, multiple-fuzzy theory

1. Introduction \\Q

Mobile Pc@% (MP s@ems have become very popular, and have been used to

provide solu n areas$ s distributed computation, voiceover IP, and file sharing [1].
MP2P architectlres will ry important for future distributed systems and applications.

There are no centr Inistrations and peers are autonomous in many MP2P systems, so
peers cannot com icdte with each other via well-established infrastructure, which making
them inherently i re and untrustworthy [2]. Due to the limitation of energy, two peers out
ion range require intermediate nodes to transfer messages. Moreover, peers are
in providing services and they do not have the same competence of reliability
in suc rks. Therefore, it is necessary to estimate whether a peer is trustworthy or not
i ring and other services. In the process of communication, the future behavior of
an be judged according to the performance and the characteristics [3], which are
known as peers’ reputation. We can determine peers reputation based on trust management
mechanism. Many researchers have proposed some related frameworks and solutions around
peers’ reputation evaluation mechanisms [4-9]. In the exiting mechanisms, decision factors
are often incomplete and lack of rationality and practicality. As a result, they cannot calculate
the accurate reputation for each peer. Hence, these mechanisms are ineffective in MP2P trust
management.
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To solve those problems, we proposed a trust management model based on the Fuzzy
Theory for MP2P, which considering the behaviors of the dynamic peer in the open
environment and the complete decision factors of peers reputation. We determine reputation
not only from direct trust, indirect trust, but also residual energy and active degree based on
the Fuzzy Theory. We set threshold value for reputation, when the peer reputation is higher
than the threshold value, the peer can be selected as the resource of downloading. On the
contrary, when the peer reputation is lower than the threshold, the peer can’t be selected.

The rest of the paper is organized as follows. In section 2, we discuss the related work. In
section 3, we make some assumptions, definitions and propose a trust management model of
peers reputation. Section 4 shows the experiments results and the performance analysis.
Finally, section 5 gives the conclusions and the direction for future research.

2. Related Work

Due to the difficulties caused by system mobility and dynamic network top , MP2P
networks pose greater challenges in trust management. There are multip
mechanisms that have been proposed for MP2P networks. \

In [4], the fuzzy nature of subjective trust is considerecy and a Termal model proposed
provides a new valuable way for studying subjecti an ent,in open networks. In
this paper, the conceptions of linguistic variable fuzzy are introduced into
subjective trust management. A formal trust m s givep t, and then fuzzy IF-THEN

uses in everyday life into the formal ftr st agement At last, the reasoning
mechanisms of trust vectors are given 0es pecific trust calculation methods.

In [5], the author presents egrated -based trustworthiness system for
communications in JXTA-ove rla§ platfo ThIS system consists of two Fuzzy Logic
Controllers (FLC1 and FLC2 as input parameters: namely Number of Jobs
(NJ), Number of Connecti (NC) an@d ction Lifetime (CL) and its output is Actual
Behavioral Criterion ( hen Reputation (R) are used as input systems for
FLC2 and the correspaeing outputds Reer Reliability (PR).

The method proposed in [6 esses a super-peer based trust model for Peer-to-Peer

that the trust relation between peers is not sufficiently

eers' interests and low probability of repeated transactions
between them.*th the mddel, peers gather in a group according to their interest similarity.
Trust relation is categgr, J260 into three kinds and subsequently each solution for these kinds is
also put forward Jfviereover, a feedback filtering algorithm based on peers' similarity is
proposed to effectively filter the fake, misleading and unfair feedbacks in the referrals.
Basit %et al., [7] propose M-trust model for mobile P2P networks. The new scheme

rules are applied in mapping the knowledg E? erlence ust reasoning that humanity

utilizes nce in reputation, based on interactions among peers, to reduce the
compu omplexity. Furthermore, distributed algorithms are presented for accurate and
r Imst ratings aggregation and space management.

@M is presented in [8]. With DTMM, each moving object within the same group tends
to have a high probability of keeping stable distances from each other. The main contribution
of this model is to predict the future availability of wireless links and lead to fast generating
valid trust evidences.

Ganeriwal, et al., [9] make a trust evaluation model and uncertainty analysis based on
Bayes theory. The model regards the subject fuzziness of trust as the randomness and uses
pure probability statistic method to assess trustworthiness, which is difficult to obtain prior
knowledge from practical application and inevitably result in something unreasonable.
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3. The Proposed Trust Management Model

To construct model, we make some necessary assumptions.

Assumption 1 In the network, peers will not report false information to others, and there
exists no collusion between peers [10].

Assumption 2 Peers are in promiscuous mode when they are in the network's operation,
namely, all peers can monitor the information of other peers within the range of the
transmission.

Assumption 3 The network is composed of isomorphic peers. Each peer in the network
has the same computing power, storage capacity, communication distance and the initial

energy
Assumption 4 A peer can’t complement energy for each other. It will | \A?’Om the
network while the energy exhausts. @

3.1. Calculation of Trust Value @
In mobile P2P networks, trust is a relationship bet ne| hbo
Definition 1 Direct trust (DT): In MP2P netwo ers m Wach other after each
transaction. We define the number that peer p nloade m p; at t time interval,
1 as sﬁs@n

which is denoted as DT (p;, p;),and 0< DT( Figure 1.

|gure 1 ett Trust Model
Definition 2 Indi rust evaluated by the weighted average of DT which is
provided by pI rs mt ith p;. It is denoted by IDT(p;, p;), as shown in
Figure 2.

nelgl) peer nelg - DT(nelg,, i)

/ DT i»neig; :
@ y (E/_?,L peer neig; D\T(\ne-g.,pj)\
- ~

N\ l IDT (pi. Pj)
: peerp;, - ————————————— peer P;j
\\ - A
O \ DT ne|g3> DT(”e'g 2 //
Q - ' :
N ° //
S _ . _ —~ DT(neig{lp))
DT(pineig) w

----- » DT ——— IDT

Figure 2. Indirect Trust Model

IDT (p;, p;) is defined as follows:
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IDT(p, p)) == YW *DT(reig?. p) (1)

m=1

Where IDT(p;, p;) is the indirect trust that peer p; has about peer p;.The neighbor

number of peer p, is denoted by n, the m™ neighbor of peer p; is denoted by neig.The
weight of the m™ neighbor of peer p, is denoted by W.™, which can be computed by:

wr = DT(pneig!) @

> DT (p,,neig")
m=1

The direct trust that peer p, has about peer neig" is denoted by DT (p;,neig") .

In a MP2P network, peers join or leave the network frequently, which leads to the na c
changes in network topology. Due to frequent changes, a trust management mech?n
to repeatedly revise and update trust value. To determine the latest and the cise trust
value, it is necessary to handle historical trust value an urrent tru of peers.
Historical Trust Value (HTV) is estimated by the pe yS|caI based on
historical interaction information before t time mterval Iue (CTV) is

estimated by the peer’s physical neighbors based on Wmterval They are
both calculated by DT and IDT. In our proposed mo TV(p, ﬁ%@@ e computed by:

HTV(p;, p;) = DT (p;, *|DT(%
Where wi is the weight of two factors, 1\ , 0<wi<la wi=1

CTV(p,, p;) can be computed by

CTV(M%c T(p.,é *IDT(p.,p) (4)
Where i is the weight of tw tors% 0<wi<land Za). =1.
i=3
Trust Value (TV) (@%r ca&v culated by HTV and CTV. TV(p, p;) can be

computed by:
(p.,p) (P, P))+ @, *DTV(p,,p;)  (9)

6
Where wi@ WEIghE@) factors, 5<i<6, O<wi<land > wi=1
i=5
I

HTV, CTV and TV, culated based on the Fuzzy Theory [11].The types of trust value
transfer process ar in Figure 3.

O% Time Inteli:/zil\

O \0\1\/ ----- [t-1 t ft+deceee |
0 PN T _ _
HTLFTV—T;/ Simulation Time

fuzzy
theory

fuzzy
theory

Figure 3. The Types of Trust Value Transfer Graph

3.2. Calculation of Peer Reputation
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Reputation is vague and uncertain, so it is very difficult to determine. This vagueness and
uncertainty can be handled using the Fuzzy Theory, because it not only can establish
relationship between qualitative analysis and quantitative analysis, but also has strong ability
of comprehensive judgment.

Reputation of peers (RP) expresses the degree that peers can provide services for others at
the next time interval. In MP2P systems, reputation can be useful when there are a large
number of peers interacting (e.g., downloading file, knowledge sharing). In proposed model,
RP is determined by three decision factors. These factors are trust value, energy and the
cumulative number of entities interacting with others.

Definition 5 Residual Energy (RE): In the process of communication, each peer will lose
its energy because of providing service for others. Due to the limited energy, the more the
peer involved in communications, the more energy will be consumed [12] the residual energy
will reduce until it becomes zero. The residual energy is denoted by REi and it WI ine
whether the peer can continue to make communications with others.

Definition 6 Active Degree (AD): We record the cumulatlve number & teracting

with an evaluated peer peer, , which is denoted by ADi.
According to the above analysis, RP can be denoted b\Q

RPi = an*REi +@2*TV (P +ws™

Where «i is the weight of four factors, 1<i g@< wi<] =1

i=1
So, the proposed model is shown in Fig’W@ Q\

Reputation

Mst Mana\g Model based on Multiple-fuzzy Theory

Figur
Weighted ge me AM) is very suitable for solving trust evaluation [13], since
it is easy to unders d implement. In this paper, with the established factor set,
evaluation set and set, we can get the result of reputation using WAM and fuzzy

arithmetic opera

Step 1 Canfirrh the comment set
to the decision factors, we confirm the comment
1),normak v,),high( v;)} , where low(v;) means that peer reputation is low,
means that the peer reputation is normal and high( v;) means that the peer
re on is high.

Step 2 : Construct the fuzzy comparison matrix

By using TFN [14], the decision factors are required to make pairwise comparisons for the
main criteria and sub criteria. A fuzzy comparison matrix A is constructed according to
arithmetic mean of pairwise comparisons from decision factors.

Step 3 : Determine the weight of factors

Copyright © 2014 SERSC 89



International Journal of Multimedia and Ubiquitous Engineering
Vol. 9, No. 12 (2014)

The weight of each factor will be determined by normalizing any of the rows or columns
of matrix A. By calculating the maximum eigenvalue of the matrix using characteristic root
method, we can get 4., . After normalization, the weight wi can be calculated.

Step 4 : Check consistency

The consistency ratio (CR) is calculated in order to control the results of this method. The
consistency can be checked by CR, which is used to directly estimate the consistency of
pairwise comparisons. CR is computed using equation (7).

Cl

CR= Rl )
A _.—n

Cl = ”r‘]axl (8)

Where CI is consistency index. Rl is random index, as shown in Table 1 [15] and n ‘s
matrix size.
According to this, when CR<0.1, the weight @i which is calculat@ can be

determined.
*
Table 1. Consistency Chec@ble @

n 1 2 3 4 5 6 7 8 A\o‘ 'y \/ 13 14 15

0 0 0.52 0.89 112 1.26 1.36 141 .46 ) 149 2 4 1.56 158 159

Step 5 : Determine the reputation of peers
After the weight wi is determined, RP deter cNVe set threshold value for RP,
when RP is larger than threshold value @ an be r@i as the resource of downloading.

On the contrary, the peer can’t be se ;

4. Simulation Experime Perf nce Evaluation

In order to evaluate the@)ormanc h proposed trust management model, extensive
simulation experlments een condueted using ns-3 discrete simulator. The network
topology structure erated dom, where peers are deployed every round. The
mobility of peers lated dom waypoint model: each peer keeps static for a
while, and the r sh(@ t0 move towards a set destination. The movement range of

peers is contgned)within 1km area. The experimental results are averaged from 50
lation experiments are summarized in Table 2.

rounds. The parameters,j ulati i
b Table 2. Parameters setup

@ Parameter Value
O$ Peer number 50 to 500

Movement model Random waypoint model
O Mobility speed 1m/s, 2m/s ,3m/s
Deployment area 1km X1km
Pause time 30s — 2 min
Trust threshold 0.3, 05, 07
Malicious peer ratio 10%, 20%
Initial energy per peer 1000J

4.1. Initialization of Simulation Experiments

Because no information on trust relationship can be used for either honest peers or
malicious peers at the beginning of simulation, their trust values need to be set in the
initialization phase. In the simulation experiments, the initial trust values of peers in the
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network are set according to normal distribution. The initial trust values of honest peers
follow a normal distribution with means »=0.9 and +*=0.1 and the initial trust values of
malicious peers follow a normal distribution with means x=0.1 and +°=0.1. The network
traffic follows the Poisson distribution with an arrival rate 4 =10-20 requests every minute. In
the initialization phase, the indirect trust values of all peers are zero, hamely peers can only
compute trust value using direct trust values, RE and AD. With the communication among
peers, peers can gradually obtain the indirect trust values of non-neighbor peers.

4.2. Metrics
We use the following metrics to evaluate the performance of multiple-fuzzy theory trust
management model. .
-trust list size (TLS for short in the following paper): the ratio of the num rs
whose trust values is above the trust threshold to the number of all peers of th . The
larger TSL of one peer, the higher the success rate of communication. It isrel with the
trust threshold. For the same peer, the lower the trust thresho some tiphe, | larger the

corresponding TLS is.

- congregation state(Cx): Cx for peer i is defined a e@ﬁlg f
x ITLS (t)I

Where, TLS,(t) denotes the TSL of peer i at ? |TLs,(t otes the number of TLS,(t) ;
and N denotes the number of peers in the k. In the lation, Cx is defined as the

following: %%i(:@@

N =

Cx is the average Cx for a g’the ae@ks It shows the convergence state of trust
value of peers in the network.

-query hit rate is define
sent requests. The hig
further requests ar
network. So, the
model.

-maliciou detecti is defined as the ratio of the number of detected malicious
peers in the simulation umber of the actual malicious peers in the network. The higher
the accuracy, the be;:e@ performance of multiple-fuzzy theory trust management model.

he ratlo umber of the received replies to the number of
e of q:s rate indicates that the request was fulfilled and

ively reducing the overall amount of traffic in the

query he reliable multiple-fuzzy theory trust management

aluation

4.3. Perfor

The tr %&'size vs. time interval is shown in Figure 5. The vertical coordinate of
Figure mtes the mean value of peers all over the network, and the trust threshold is
sefQ. can be seen from Figure 5 that the size of trust list increases with the increase
0@ interval at the beginning. After 18 time intervals, the size of trust list gradually
becOfmes stable. It is due to the fact that at the beginning of the network every peer only
knows the initial trust value about its neighbor peers. In addition, every peer does not
know the indirect trust information of other peers and the RE of non-neighbor peers.
Finally, few interactions between peers can be made. With the increase of the
communication, each peer knows more information on trust of other peers.
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Figure 5. Trust List Size vs. Time Interval ?\/

The different trust thresholds have different effects on the pegformance ngtwork. The
impact of trust threshold on Cx is shown in Figure 6. The ﬁ%ﬁes sh the number
of peers increase. The higher the trust threshold is, the fi s cap be ted. Therefore,

the size of trust list will be reduced with the increa trust thresiteld. Due to the fewer
entries in trust list, Cx will gradually decrease with t rease o\ st threshold.

L 4

4+ T T N

r N
trust thresholgl=
—o— trust shold=%0.5
— L old=0.7

'/é

500

n trust threshold and query hit rate is shown in Figure 7. Along
with the increasi the number of peers, the query hit rate will increase because the
number of the received replies will increase. Meanwhile, for the same number of peers, the
higher the reshold at some time, the larger the query hit rate is.

Q)O
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Figure 7. Query Hit Rate vs. Trust Threshold QQ
t

erent trust
threshold. The higher the trust threshold, the larger the

Figure 8 shows the comparison of the malicious pe ction r
Pﬂ&io S peer ion rate as the
number of malicious peers increases. The reason is the trMshold is high, the

probability of suspect or low trustworthy peers ncreas%ge network, thus the
malicious peer detection rate will increase. At the sam&<time, as the ber of peers increases
in the network, more and more peers will be defécted, Whi@\/ill increase the rate of the
malicious peer. .

%
Q

== trust threshold= 0.3
—e— trust threshold= 0.5
== trust threshold= 0.7 7

100 200 300 400 500
Peer number

Figurei8.Walicious Peer Detection Rate vs. Trust Threshold

Figure QXH;ates that the relationship between the malicious peer detection rate and trust
obility. The peer mobility is set to 1m/s, 2m/s and 3m/s respectively, and the

frequently with higher mobility and lower trust threshold.
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Figure 9. Malicious Peer Detection Rate vs. Mobilityv

5. Conclusions O

This paper presents a novel trust management model fbxﬁ:ﬁZP bas ultiple-fuzzy
theory. The model relies on history trust and current tru termi alue for a peer
using fuzzy theory, then the trust value, residual e d ac ve ee can be used to
determine the reputation based on fuzzy theory agai ulatlo\% demonstrate that the
overall performance of the presented model israccurate, re nd robust for detecting
malicious peers in MP2P networks. Espe' hen eputatlon is high enough,
malicious peer detection rate, query hit® d Cx od, which is to say that the

performance of multiple-fuzzy theory tr ge E\) el is better.
In the future research, we will to scherQ more real mobile P2P systems and

analyze the system performances
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