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Abstract \%m |e 6

This paper analyzes Chun et al.’s e-voting proto oc network and
modifies it based on blind signature technique to\i@ony ou ing property. Based
on this property the trusted node cannot learn S voted hom. As the previous
protocol, the modified protocol does not neec@ centralize mlnlstratlon We analyze

t

security and computation cost of the propo ocol' how that it is well suited for
mobile environments. @
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1. Introduction

number of protoco rowde oting in wired or wireless environments [1-12]. In
2008 Chun e propo e-voting scheme for mobile ad hoc network that
provides den % authentjcation property [1]. In deniable authentication encryption
scheme, the receiver co rify the integrity of a message, but could not prove the
source of a message t third party, even if he/she cooperates with the third party.

We analyze this pr and modify it to support anonymous voting property. The structure
of the paper is a ws. Section 2 reviews Chun et al.’s electronic voting protocol. We
explain anorw problem of Chun et al.’s protocol in Section 3. Section 4 describes our
solution to @ oblem. We analyze our protocol in Section 5 and conclude it in Section 6.

Electronic votmg portant:to\d in the field of group decision. There are a huge

2. t al.’s Protocol

Chun et al.’s e-voting protocol has two phases: authentication phase and voting phase that
describe bellow [1].
2.1. Authentication phase

In this phase, each voter is authenticated by the chosen group leader (System) during the
following steps:

First: System (S) generates a unique tag number (tag#) for a vote, selects a random
number a e GP(p) to compute X =g® and forms message Msg; through equation (1); then
broadcasts message Msg: to all voters, where o is the S’s signature on Msgt, IDg is S’s

ISSN: 1975-0080 IUMUE
Copyright © 2014 SERSC



International Journal of Multimedia and Ubiquitous Engineering
Vol.9, No.1 (2014)

identifier, Ng isa nonce chosen by S and m is a blank ballot.
(Msgs ={tag#,1D5,Ns, X, m}, o) @)

Second: Each voter verifies the validity of message Msgt through equation (2). If it holds,
the voter selects a random number b e GP(p) and computes Y = g° and forms message Msg,,
through equation (3); otherwise stops.

VA, (Msgs, %) ) (2)
(Msg, ={tag#,1Ds,Ns, 1D, N, Y} ov;)

Then the voter sends message Msgy to S. E
yeof m . If both

Third: S verifies the validity of voter (V;) and the valj
are hold, S computes Vsy, =Y3=g® and stores& his database
otherwise stops.

Forth: After receiving all the replies from %o ers, S ge X)s Msg3, and broadcasts

it to all voters. s q %
(Msgg ={tag #, |Ds:NsJ‘® v, Vs, O% 4)

Fifth: Finally each voter ver IE@%’V&“dI %}nessage MsgS through equation (2).
If it holds, each voter V; ¢ es VSV, =g™=Y%.Then the voters checks whether
H(IDy,, Ny, Vsy) is equal t@(ID\, or not. If the equation holds, the voter V;
and the System hav c@'mon and unigue vote (1D, Ny ,Vsy).

2.2. Voting p)@
In this phas ch vo&@g}ts to vote by the following steps:

First: Each voter selects his vote m; , challenge e and computes
SKY =Y = g™ Q SKy , where SKg' is a static shared key between S and V;. Notice

that (Y5 = ) public/private key of S and (%, = g™ ,xv) is the public/private
key of the & V. Then V; computes message Msg\i and sends it to S, where E is the

enc i@ a message with S’s public key:
(Msgj ={tag#,1Dg, N, Ey (IDy,, Ny, ,m;, challenge;,
H(IDy Ny Ve, . m;, SK{ )}

Second: S verifies the validity of the tag#, then S uses its private key to decrypt the

()

message and gets the parameters. Afterward, S computes SKY =Y, = g™ =Y;" and verifies
equation (6):

H(IDy , Ny Vey .My, SKE)=H (1D, , Ny Vdy ,m;,SKS)  (6)

If it holds, the vote m,is counted and (IDVi , N\,i ,VSVVi) is marked as non-fresh; otherwise
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stops.
Third: To prove the correctness of the results, S sends E,, v [challenge; +1]to each V;. Then
S

Vi recovers challenge; and is convinced that his vote has been counted.

3. Anonymity Problem of Chun et al.’s Protocol

The structure of Chun et al.’s protocol allows S to learn which vote belongs to whom. In
other word, the votes are not anonymous for the System point of view. S would simply Iearn

the voters’ votes through decrypting Msgj ; the message Msg] contains voter’s x)
el votes

and his vote (m;). This is not desirable for voters because they prefer to keegqy

secret even from the election community staffs (i.e., form the electlon admi

To alleviate this drawback, we modify Chun et al.’s prot | to suppert > anonymity
even from the S. To achieve this goal, we apply blind signa rotocé%} for generating a
blind token to anonymously authenticate voters to th Stepn.

Blind signature protocol, proposed by [12]4is d for anonymous
applications such as untraceable payment and ctron' v ing. In this protocol a
message is blinded by the sender and sent to ner. T signer signs the blinded
message without any clue about its conten hen t nder could obtain the signed
original message by unblinding the SI ind me%j . Further, if the signer sees her
signature on the original message, SIQ nno 0 the corresponding signed blind

message.
In the next section we de how th I|n |gnature protocol can be feed into the
Chun et al.’s protocol to su ort vote an

4, Modlflcatlon et a sgi%ocol

We introduc an ‘.%’\ to authenticate each voter to the System without
revealing vote eftit lind signature scheme, the anonymous token ensures
that the Syste nnot& e anonymous token to the user identity, while the token

provides some means ure user validity [12]. In authentication phase, each voter V;
would obtain his ang s token by revealing his ID, to the S. Then, in the voting phase, V;

uses this token to
ID, . In the f win

ymously authenticate himself to the S, without revealing his identity
, the detail of each phase is described.

t@tlcatlon phase

G the anonymous token, each voter tries the following steps:
First: System (S) generates a unique tag number (tag#) for a vote, computes X =g*

(aeGP(p)) and forms message Msg; through equation (1) and broadcasts it to all voters.
Note that S’s signature on Msg (Us) and its identifier is included in the message Msgs .

Second: After validation of message Msgs through verifying S’s signature, the voter V;
selects a random number qeGP(p) and computes c(q), where ¢ is a computing function

only known to V; that acts as a blinding factor and blinds its content. Then, V; forms message
Msg,, through equation (7).
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Msg,, = ({tag#, IDs, N, IDy,, Ny .Y, c(a)}, o) (7)
The V; sends Msg\,i to S.
Third: S verifies the validity of V; and its message Msg, through verifying Vi’s
signature, as before. Then, S signs the blind message c(q) , forms the message

Msg? ={o5(c(g))} and sends it to V;.
Forth: Finally, Vi verifies the validity of S’s signature on c(q) by checking

VA(os (c(q)),c(q)) 1; if it holds, V; extracts S’s signature on the original messageyéq))
by computing c'(og(c(q))), where ¢" (unblinding factor) is the inverse functi only

known to V; [12].
Now, og(q) is the anonymous token for the voter V;; no can gen anonymous
token because, only V; knows c¢' and can compute c'(og z: 2] AlsoXinthe voting phase,
Os ( [

this anonymous token ensures the System that the h

thentlcated voter.
Thus, without any further interaction, the vot ains ymous token and can
start the voting phase to cast his vote.

4.2. VVoting phase

In this phase, V; casts his vote w él)&cu?hent }&lll be done through the anonymous

token ;
First: The voter V; selects his m; , and @erates (Msgvl ={Ep, (o5 (q),mi,q)}) which is

the encryption of V;’s ang&dus tok , his vote and g, under the System’s public
key Ep . Then,V; mess 2 toS

Second Afte g Ms ‘%crypts it using its private key and recovers og(q), m;
and g. Then SQIES th @ctness of the anonymous token by checking VA(os(q), q)_l If
this equation holds, |t that the holder of the anonymous token is a valid user without
revealing his identitys h|s vote m; is valid and is counted. Further, the anonymous token

o5 (q) is appendedi{othe non-fresh-tokens list; otherwise stops.

This list cb%,ps all the tokens that have been used successfully and no longer can be used.
The Syste rols the freshness of the tokens; if this check returns true, the token is non-
fresh an ystem rejects the message.

ol the length of the list, S can periodically change his signature key, so the list can
rns to be clean and all the pre-issued token would be invalid.
Third: To prove the correctness of the results, S computes o¢(q+1) and sends it back to

the voter. Thus, V; recovers q+1 and is convinced that his vote has been counted.

5. Discussion

In this section, we first compare Chun et al.’s protocol with its modified version in terms
of e-voting general requirements. Then a security analysis and performance comparison of the
modified Chun et al.’s protocol and its original version is presented.
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5.1. Requirements comparison

The modified Chun et al.’s protocol meets all the requirements of e-voting protocol and it
also provides anonymous voting requirement, shown in Table 1.

Table 1. Requirement Comparisons

Chunetal.’s Modified Chun et

Requirements protocol al.’s protocol

Completeness v v

v v x)'
Privacy v v Y’,

Eligibility v v 6
Fairness v ﬁ.‘/ @
e AN

Verifiability Q x)
Mobility v Q X)
Uncoercibility Q A\
deniable authentication o O .\% v
Anonymous Voting c\\

Uniqueness

The modified version of Chu @ protoco%ts the following requirements:

Completeness: if the attacker wants to fa ote in our proposed protocol, he must know
¢ and ¢’ functions of the v r which gpt secret from the attacker. In addition, as the
same with Chun et al.’s 01 if S usted node, no one can add an invalid vote to the
final results and our prqt prowg%ompleteness property.

Unlqueness QL b|||ty) ignature scheme [12] and the anonymous token avoid
double votmg onymous token becomes invalid after one successful use and
only legal voter could g this token, so no one can use this token to vote more than
once.

Privacy: Usmg,@x key technique, an attacker cannot obtain any knowledge from the
ballots.

Eligibili ing blind signature scheme and public key scheme, only legal voters can
obtain a ous token in the modified version of Chun et al.’s protocol.

@ss: Decrypting the ballot messages requires the knowledge of S’s private key, thus
an attatker cannot obtain the partial result of the election.

Verifiability: To support this requirement, the modified protocol sends a response to each
voter, if his vote is counted.

Similar to Chun et al.’s protocol, the modified protocol meets mobility, uncoercibility and
deniable authentication requirements [1], because the protocols do not differ in this way.
5.2. Security Analysis

To analyze the security of the modified Chun et al.’s protocol, we investigate the resistance
of the protocol against the following attacks:
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Man-In-The-Middle attack: To modify Mmsg} and Msgy, in authentication phase, an attacker

should have the knowledge of S’s private key or Vi’s private key, and because these
information is secret the attacker would fail. In addition, if the attacker wants to fake the
ballot message in voting phase, he should have the knowledge of function ¢’ to produce og(q)

, but because he does not have this information, the attack would fail.

Impersonation attack: Due to the fact that the attacker does not know a voter’s private key,
he is unable to impersonate a legal voter. Also, eavesdropping the transmitted messages
cannot help the attacker to generate the anonymous token, because only legal voters have the
knowledge of functions c and ¢'. °

Replay attack: Using random nonce makes the protocol resistant against T attack.
Furthermore, the un-reusability of the anonymous token makes this attack t d

Eavesdropping: Using cryptography techniques in all@gﬁs, t
obtain any useful information; the attack would fail.

5.3. Performance Comparison Q

To compare the performance of the modi hun e xprotocol with its original
version, we analyze the computation and eo cation ¢ these two protocols.
According to the performance analysis esented in the original Chun et al.’s

protocol, the total time taken by S Qf& (or s 3TExp+2TEn+2TDe+2THa+1T5ym
where Tgp, is the time taken b a\s metrlc e%tlon/decryptlon operation; notice that

the time of a signing (verl g a S|gna peratlon is assumed to be the same as an
encryption (decryption) ope n. As r, the total time taken by a voter and the total

time of the System |s
Table 2 shows the time t by each voter and the System for each phase of the
modified versio et al’ t ol

Table 2. Com ta’uon&i of the modified version of the Chun et al.’s protocol

Voter V; System S

tion  1Tgjing +1Ten +2Tpe +1Tunpling L Texp +2 Ten +1Tpe
‘\ ! V0t|ng 1TET‘I +1TDS 1TEn +2 TDE

T t@g operation or unblinding operation takes one exponentiation in RSA blind
Si . According to [1], an encryption (decryption) operation can be roughly estimated as
2Tep M Tha (1Teyp +1THa ). Based on the above discussion, the computation comparison of the
two protocols is presented in Table 3.

Table 3. Computation comparison of the two protocols

Protocol Voter V; System S
Original Chun et al.’s protocol 9Teyp +6Tha +1Tsym 9 Teyxp +6 Tha +1Tgym
Modified version of Chun et 9T +5T 10Te +6T
al.’s protocol Bxp Ha Exp Ha
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Table 3 shows that the modified Chun et al.’s protocol provides the vote anonymity
requirement with a low additional cost at S; moreover, the computation cost of voters is
decreased.

Further, the modified Chun et al.’s protocol includes shorter messages than the original

Chun et al.’s protocol; the length of messages Msg? and Msg\i in modified protocol, is

shorter than the original protocol. Thus, the communication cost is decreased in the modified
version and makes it more suitable for the mobile environments.

6. Conclusion

.
In this paper, we analyze one recently proposed e-voting protocol and seful
property to it to support anonymous voting property which is an |mportan % in every
Y

election. We use blind signature to provide the mentioned roperty discuss the
features of our proposed protocol; perform the s 6&5 analy utation and
communication cost analysis. As a result, our proposed s well suited for
mobile environments because of its low computati@iso Qp) anonymous voting

property.
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