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Abstract 6 z
With the advent of the Internet and low-price digital s., as powerful image

noises are often introduced into the tampered regi e ulation process. In
this paper, we propose a detection method to e imd%m eries based on noise
estimation on HSV color space and hybrid cl ing method bined with unsupervised
clustering and supervised clustering. A suspitious imal % irst converted into HSV color
space and segmented into non-overlappi s. Yhen the noise variance at each

ge blo
local image block is estimated as in uns N@H clustering. Finally, a supervised
clustering method based on SVM i d to f% improve the detection accuracy. Our
S

editing software, the authenticity of digital images can q,glg bm r granted. Image
g im p

experimental results demonstr, at"the proposégk method can effectively expose tampered
regions from tampered images. ° ,\%

Keywords: Image forensic, Image &ulaﬁon, Tampering detection, Noise estimation,
SVM \\ A
1. Introduc : \O

Due to the advent of |
editing tools, it becom

t digital cameras and the availability of many powerful photo
ier to create forgery images by non-professional users. Forgery
images are made i a way that it is very difficult to identify the forgery part of the
manipulated imag the first sight. Because image authenticity is significant in many social
areas and p%g?1 crucial role in people’s lives, there is the need to identify the forgery
portions ofq anipulated images. A commonly used method to conceal the traces of
tamp ir@ e addition of locally random noise to the altered image regions. Typically, the
am@? noise is uniform across the entire authentic image. Due to the noise introduced
duringythe tampering process, the image blocks located within the tampered regions generally
have distinct noise variance compared with the uniform noise variance across the image. This
may cause inconsistencies in the image’s noise variance. The inconsistency of the noise
variance within the image can hence be used as evidence to identify the tampered regions.
Furthermore, when two or more images from different sources are spliced together, the forged
image may then contain several regions with various noise variances as well. Therefore, the
detection of various noise variances in an image may be very effective for image forgery
detection [1-4].

In this paper, we propose a detection method to effectively locate image forgeries by
detecting inconsistency of image noise variance on the saturation component of HSV color
space. The image is first converted to HSV color space from RGB color space. Then it is
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segmented into non-overlapping image blocks. The noise variance at each local image block
is computed using an effective noise estimation method [5]. An unsupervised clustering step
is then employed to separate these image blocks into clusters based on the similarity of their
estimated noise. Finally, a supervised clustering method based on SVM is used to further
improve the detection accuracy.

This paper is organized as follows. Section 2 presents the related works. The proposed
methods are described in detail in Section 3. Experimental procedure and results are discussed
in Section 4. Finally, conclusions and future work are drawn in Section 5.

2. Related Work »\)

Image noise detection has been widely used for image source identificatror?# orgery
detection. The photo-response non-uniformity (PRNU), Which is a pni stochastic
characteristic of imaging sensors, was employed as an |nt si¢ fingerpr identify the
source camera for a given image [6]. Furthermore, Mo t al escribed a unified
framework for both device identification and integ tyggr pixel PRNU. Y.
Sutcu et al., [8] proposed a method that demosa‘ arac stl ere combined with
PRNU in a two-round learning process to |dent|fy era ongmel Gou et al., [1]
introduced a novel approach for tampering dete?w and ste sis on digital images using
three sets of noise features. They explore enoisint rlthms to obtain image noise
estimation. The second set of features alned elet analysis and the third was
obtained by utilizing prediction errors smg these features a classifier was
built to distinguish direct camera u rom th pered or stego versions. However, the
supervised learning method d t provrd act extent and location of the tampered
regions. Another limitation i |s that only seve eC|f|c camera models were examined by the
learning algorithm. \Q

Using image norse\&ﬁ;me estimat local image blocks to locate suspicious regions

has been introduced scu and Farid [4] proposed a noise inconsistencies

detection method on e ing the noise variances of overlapping blocks by which
they tiled the dntire | ve stig ge Their method used the second and fourth moments of
analyzed block g-estima ide variance. Their method assumes white Gaussian noise and

non Gaussian uncorru
signal is known, w

age. Their method also assumes that kurtosis of the original
mostly not true in practice. Another recently developed method
capable of detecti ge noise inconsistencies was proposed in [2] by Babak Mahdian and
Stanislav Saig. {They”introduced a segmentation method detecting changes at noise level. The
local noise ion was based on tiling the high pass diagonal wavelet coefficients at the
on with non-overlapping blocks. The noise standard deviation in each block
was €sti d using a widely used median-based method. Once the noise standard deviation
of %{)Iock was estimated, it was used as the homogeneity condition to segment the
investigated image into several homogenous sub-regions. This was carried out by a simple
regions-merging segmentation technique. Although this method could locate tampered
regions, the threshold must be carefully selected. Otherwise, it was difficult to separate the
tampered region from rest of the image. Xunyu Pan et al., [3] proposed a new image forgery
detection method to effectively locate image forgeries based on the clustering of image blocks
with different noise variances. The suspicious image was first segmented into image blocks
for initial noise estimation by the technique introduced in [9], and clustered into clean and
tampered blocks. The detected suspicious regions were further segmented into smaller blocks
for refined noise estimation and classification in the second phase to obtain final detection
results. Their method is based on the Kurtosis concentration property of natural image in the
band pass filtered domains. Our work is similar to [3] but different in three aspects. First, our
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work focuses on the saturation component of HSV color space but RGB color space. Second,
we adopt the latest image noise estimation method [5] that not only has a good compromise
between speed and accuracy but also can successfully process images containing only
textures. Third, we propose a hybrid clustering method combined with k-means and SVM for
better classification performance.

Because image manipulations like brightness and contrast adjustment can affect these
noise features and lead to enlarged numerical difference between each actual and its estimated
EXIF feature from the noise features, Jiayuan Fan et al., [10]proposed a novel technique to
correlate statistical image noise features with three Exchangeable Image File format (EXIF)
header features for manipulation detection. They observe that the numerical differences
between the actual EXIF features and their corresponding estimated EXIF features the
noise features can serve as an excellent indicator to determine whether an i a‘%hpresents
the original camera recording or it has gone through the brightness and cc@ djustment.
By using the numerical difference as a manipulation ,j ter, th ed excellent
performance in detecting common brightness and contra &w.l ment. A Emir Dirik and
Nasir Memon [11] proposed a detection method that-elid\aoOt target a
was applicable to the detection of a variety of ons su icing, retouching, re-
compression, resizing, blurring etc. The proposed.methiod differsigom known universal tamper
detection techniques [1, 12] in the sense that &d not.re%e complex classifier, instead

ecific operation but

they used only one threshold to make a det& out the e in question.
3. The Proposed Method &\

The proposed method for i rgerles deteetion based on noise estimation on HSV
color space and hybrid clusterlng meth mbined with unsupervised clustering and
supervised clustering is ill in F he suspicious image is first converted to HSV
color space from RG %pace Th IS segmented into non-overlapping image blocks.
The noise variance at ocal image block is estimated using an effective noise estimation

method [5]. A si super\hﬁ tering algorithm (k-means) is first used to classify the
estimated noi iance ge blocks are initially grouped into two clusters. Only
labeled samples*efose to rned cluster centroids are used to train a SVM classifier for

better classification res%

RGB Image |-» HSV | d :% Block | NoiseEstimation | Mitial Classification Using| | Refined Classification
Y Segmentation Unsupervised Clustering Using SVM

Figurg\%e proposed image forgery detection method based on noise
0 estimation

3.1%% Preprocessing

The Hue-Saturation-Value (HSV) color space is a different color system that is believed to
be more natural than the RGB system for human perception. The three variables are: hue(H),
saturation(S) and value(V). The S and V are linear features and take values in the interval [0,
1]. S encodes the “purity” of color and V stores the intensity information. The hue component
H, of which the range is from 0 to 360 degree, denotes the spectral composition of color. We
first convert RGB color space to HSV color space and select the saturation component of
HSV color space for the next block segmentation.
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3.2. Block Segmentation

To locate forged image regions, the suspicious image is segmented into non-overlapping
image blocks B, of R x R pixels for local noise estimation. Blocks are assumed to be smaller
than the size of the corrupted regions to be detected. The total number of non-overlapping

blocks for an image of M x N pixelsis r ={%J {%J

Generally, the accuracy of noise estimation relies on the size of image block. To obtain an
appropriate block size for the image segmentation, we evaluate the noise €St tion
performance by applying the noise estimation algorithm [5]on randomly se image
blocks with various sizes. Twenty sample images in KODAK dataset @r randomly

chosen to produce the image blocks for size evaluation. h%lmge b% erated are of
size 16x16, 32x32 and 64x64 pixels respectively. We p}éﬁe 004forgedimages which are
randomly cropped at different locations from the ﬁ/ or hs&p.}The cropped image
blocks are processed by adding white Gaussian n ith

e

sfg deviation o =5,10,15
respectively. The evaluation results demonstr. at the r‘%e stimation for image blocks
with size of 32x32 achieve the best results. \ \

3.3. Image Noise Estimation @&% &\\

Numerous methods have be roposed so_far’to perform the noise level estimation in

digital images. Generally, t metho divided into following groups: block-based,
smoothing-based and gra *Dased. A\‘ ctive block-based noise estimation method [5] is
used in our method, as ability to process images with textures, even if there are no

homogeneous @? \O
n

Let x be a ree i @f size S; xS, , where S, is the number of columns and S, is
the number of rows, y 5 be an image corrupted with signal-independent additive white
Gaussian noise n wj mean. Noise variance g2 is unknown and should be estimated.

Each of iﬁ@é X, n, y contains N = (S,-M, +1)(S,-M, +1) blocks of size M; xM,,
whose le @ corner positions are taken from set {1,..., S;-M, +1}x{1,..., S,-M, +1}.

Th@) s can be rearranged into vectors with M = M,;M,, elements and considered as
realizations x;, n;, yi, i = 1,..., N of random vectors X, N, and Y respectively. As n is signal-
independent additive white Gaussian noise, N [1 N,, (0,5°%1) and cov(X,N) =0.

Let Sx, Sy be the sample covariance matrices of X and Y respectively,
Ax1>Ax2 >...> Axm be the eigenvalues of Sx with the corresponding normalized

eigenvectors V x1,...,Vxm, and Ays > Ay, >...> Ay.m be the eigenvalues of Sy with the

corresponding normalized eigenvectors Vy,...,Vvym - Then, Vl—,lY,...,V;MY represent the
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sample principal components of Y, which have the property
52(\/$ka) = Avx,k=12,...,M Where s? denotes the sample variance.

To apply PCA to estimate noise variance, a class of noise-free images is defined. Such
noise-free images satisfy the following assumption:

Assumption 1: Let m be a predefined positive integer number. The information in noise-
free image x is redundant in the sense that all x; lie in subspace V,, , <[ M whose

dimension M- m is smaller than the number of coordinates M. o
This assumption means the existence of a linear dependence between componeqts i.e
a linear dependence between pixels of x in the image blocks. This assum@ S

that X has zero variance along any direction orthogonal to Vi, 4
The following theorem provides a way to apply PCA f '6 v

implies

araxn%%imation:
Theorem 1: If Assumption 1 is satisfied th | Av.i {\) bounded above by
2 H .
o2 | /N asymptotically: Q &

Ay.i— @/\/_ 0 )
forall i=M —m+1,.. ( 4 & itk

Theorem 1 gives an @totlc \br the convergence speed. It states that the
expected value of | |convef zero as o2 /+/N or faster. According to Theorem
Ay m—o°

O P

i.e. Ay.m conve@n mean to g?. Therefore, the noise variance can be estimated as

1, when assumptio atlsﬁ

Ay m - Since'bévergence in mean implies convergence in probability, Ay, is a consistent
estimator, noise variance.

3.4%@ Block Classification

Once the noise variance of each block is estimated, a simple unsupervised clustering
algorithm (k-means) is first used to classify the estimated noise variance. All image blocks
are grouped into two clusters. Generally, the area of the tampered region is usually smaller
than their authentic counterparts. The cluster with fewer blocks is treated as tampered region.
While image noise estimation method based on PCA [5] works well on the images with
textures, even if there are no homogeneous areas, there is still a little false detection using k-
means. Figure 2(a) shows that there exists false classification.
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Figure 2. The result of classification

combined k-means with SVM for more accurate detectlon Wn in

To improve the classification performance, we propose hybrld @@lon method

° ;ﬂM Training

M Classification \

<
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Q Q\ Classification Result |

Figure 3. The fram of hybrid classification method combined k-means

(b with SVM

After applying K@ns to noise variance for obtaining labels, a training data selection step
is performed‘k%}VM training. Let the distance between two learned clusters centroids be r.
We only se@ abeled sample that the distance to its learned cluster centroids is less than one
thir @ input of SVM straining. Last, we apply trained SVM classifier to noise variance
for%ving better classification results. Figure 2(b) shows the results using hybrid
classification method. Compared with Figure 2(a) and Figure 2(b), we can find that improved
clustering method achieve better classification performance than k-means.

4. Experimental Results and Discussion

In the following results of experiments of the proposed detection method are described. In
the experiment, we generated a set of forged images based on one uncompressed true color
image in KODAK dataset [13]. A randomly chosen tampered region was processed by adding
zero mean white Gaussian noise with standard deviationo = 510,15 respectively. For each
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of the noise levels, we generated 150 forged images. We segmented each forged image into
image blocks with size of 32x32 pixel because the blocks of this size could reach the best
performance. A support vector machine (SVM) classifier with RBF kernel in the LSSVM
tools was used in our experiments. We used the “grid-search” method to find the optimal
parameters o and 7 of RBF kernel.

Figure 4 shows the result of our proposed method on one of these forged images. It can be
observed that our proposed method can effectively locate the tampered region.

Furthermm@e made comparisons with previous work [3] . The results shown in Figure 5
demonstrat@a our proposed method outperforms Xunyu Pan’s method [3].
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Figure 5. (a) a b’are the original images. (c) is the detection results of
Xunyu Pan’s T& on various levels of added noise, and (d) is our results.

single ima re 6 shows an example that a local retouch is created as falling rain on a
living ro ndow. Another example is shown in Figure 7, where waterfall is created over
th . The image noise is artificially added to the original image during the manipulation
process. The detection results demonstrate that our proposed method can also locate the
tampered regions in these images with reasonable accuracy.

One of ISe;t tarnpering techniques using Photoshop can create interesting forgery in a
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i0oR'result of local forgery that is created as waterfall

Blurring is a very ¢ @n process in digital image manipulation. It could be used to
reduce the degree of.digdontinuity or to remove unwanted defects, ultimately, it is used to
generate plausible/tigrtal image forensics. We did another experiment of applying our
proposed method ofra manually blurred image. The experimental result shown in Figure 8
demonstrat;é-l%Vour method can also detect the tampered region of blur operation with

e racy.

Figure 8. (a) is the original image. (b) is the local blurring on the yellow cap,
and (c) is the detection result of our proposed method
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5. Conclusions

In this paper, we proposed a novel approach based on noise level estimation using
principal component analysis on saturation component of HSV color space for tampering
detection and local retouching detection on digital images. We apply noise estimation method
based on PCA to obtain the image noise variance, and classify all image blocks into two
clusters using k-means. To improve the classification performance, a robust hybrid classifier
combined k-means with SVM is used for more accurate detection. Experimental results show
that our method can locate tampered regions such as image noise or forgeries created us.ing
artificially added noise and blurring for special visual effects. In the future wor
interested in combining the current detection method with other blur étjy

p

methods to increase the detection performance and the range of the forensic
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