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Abstract

Recently, user authentication scheme in e-commerce and m-commerce has been becoming one of
important security issues. In 2008, Bindu et al. proposed an improved remote user authentication
scheme preserving user anonymity. In this paper, we analyze the security of Bindu et al.’s
authentication scheme, and we demonstrate that their scheme is still insecure against the man-in-the-
middle attack, the password guessing attack, and does not provide the user anonymity. Also, we
propose an enhanced scheme to withstand the security weaknesses of Bindu et al.’s scheme, even if the
secret information stored in the smart card is revealed. As a result of security analysis, we prove that
the enhanced scheme is secure for the various attacks known by literatures, and provides the user
anonymity, the session key agreement, and the mutual authentication between the user and the server.

Keywords: Authentication scheme, User anonymity, Session key agreement, Man-in-the-middle
attack

1. Introduction

With the increasing number of e-commerce and m-commerce applications, the user
authentication scheme using smart cards have been becoming one of important security issues.
Several improved schemes [1-7] for remote user authentication schemes using smart card
have been proposed.

In 2004, Das, et al., [8] proposed a dynamic ID-based remote user authentication scheme
using smart cards which allows users to change their password freely and provides user
anonymity. In 2005, Chien, et al., [9] pointed out that Das, et al.’s scheme does not provide
user anonymity, and proposed an improved remote user authentication scheme preserving
user anonymity. However, in 2008, Bindu, et al., [10] pointed out that Chien, et al.’s scheme
allowed an attacker to perform the man-in-the-middle attack. And Bindu, et al., proposed an
improved remote user authentication scheme preserving user anonymity which is secure
against the replay attack, the password guessing attack, and the man-in-the-middle attack.

In this paper, we analyze the security of Bindu, et al.’s scheme, and we show that Bindu et
al.’s scheme is not secure against the man-in-the-middle attack, the password guessing attack,
and does not provide the user anonymity. Also, we propose an enhanced scheme to remove
these security flaws of Bindu, et al.’s authentication scheme while preserving their merits,
even if the secret information stored in the smart card is revealed.

This paper is organized as follows. In Section 2, we briefly review Bindu, et al.’s scheme.
In Section 3, we describe the security weaknesses of Bindu, et al.’s scheme. In Section 4, we
propose the enhanced scheme, and describe the security analysis and performance evaluations
of the enhanced scheme in Section 5. Finally, conclusions are made in Section 6.
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2. Reviews of Bindu, et al.’s Scheme

In 2008, Bindu, et al., [10] proposed an improved remote user authentication scheme
preserving user anonymity. Bindu, et al.’s scheme consists of three phases: registration phase,
login phase, and authentication phase. The notations used in this paper are listed in Table 1.

Table 1. Notations and Descriptions

Notation Description

Ui User i

ID; Identity of user i

S Remote server i

PW; Password of user i

X Secret key of remote server

h() One way hash function

x@®y Exclusive-OR operation of x and y

Em] Encryptipn of m usi_ng key k

Di[m] Decryption of m using key k

P, g Parameters of DH key exchange protocol

2.1. Registration Phase
This phase works whenever a user U; initially registers to the remote server S.

R1. U; submits his identity ID; and hashed password h(PW;) to S through a secure channel.

R2. S computes m=h(ID;®x)Dh(x)Dh(PW;) and I1=h(ID;Px)Px.

R3. S issues a smart card to the user through a secure channel, where a smart card contains
{m, 1,0, p, g}.

2.2. Login Phase
This phase works whenever the user U; wants to login to the remote server S.

L1. U; inserts his smart card into a card reader, and inputs his identity ID; and password
PW,.
L2. The smart card generates a random number r,=g" mod p.
L3. The smart card computes:
M=m@h(PW,)

C=M&r,
R=1r,

L4. U; sends the message {C, T, Eg[r,, ID;, T]} to S, where T is a current timestamp and
Er[ru, ID;, T] is a cipher text of encrypted with the secret key R.

2.3. Authentication Phase
This phase works whenever the remote server S received the user’s login request.

Al. The server computes R=C@h(x)@Px with the server’s secret key x, and then decrypts
the message Eg[r, ID;, T].
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A2. The server checks the validity of the time interval between T and T’, where T’ is a
timestamp when the server receives message.

A3. The server computes h(ID;@®x)@xPr, using the extracted information r, from the step
Al. If the computed value equals R, the user’s login request is accepted.

A4. The server sends the reply message {T, Eg[rs, r,+1, T1]} to the user, where r=¢g" mod
p and T, is a current timestamp. And then the server can generate session key K,=r,"=g"
mod p.

Ab. Upon receiving the message, the smart card checks the validity of the time interval and
whether the decrypted data contains (r,+1). If contains, the server is authenticated to the user,
and the user can generate session key Ky=rs'=g"" mod p.

AB6. For the session key establishment, the user sends the message Es[rs+1] to the server.

AT7. The server decrypts the received message and checks the decrypted data, (rs+1). If
corrects, the server can be assured of a session key established between the server and the
user.

3. Security Weaknesses of Bindu, et al.’s Scheme

In this section, we analyze the security of Bindu, et al.’s scheme. To analyze the security
weaknesses of their scheme, we assume that an attacker is one of legitimate users and can
extract the secret values stored in his own smart card by monitoring the power consumption
or analyzing the leaked information [11-13] and intercept the messages communicating
between the user and the server.

3.1. Man-in-the-middle Attack

A legitimate user U; extracts (m, 1) from his smart card, and then he derive h(x)@x by
computing h(x)@x=m@1Ph(PW;). So, an attacker as the legitimate user with smart card can
perform the man-in-the middle attack easily as the following steps. The man-in-the middle
attack is illustrated in Figure 1.

M1. The attacker intercepts the login request message {C, T, Eg[r,, ID;, T]} of other
legitimate user j.

M2. The attacker computes R=C@h(x)®x, and then decrypts Eg[r,, ID;, T].

M3. After generating a random number r,=g* mod p, the attacker computes:

R'=RPr,Pr,
C'=C®Hr,Pr,

M4. The attacker sends the forged login request message {C, T", Er:[r,, ID;, T I} to the
server, where T  is a current timestamp.

M5. Upon receiving the message, the server computes R'=C @h(x)@x and decrypts Eg[ra,
ID;, T']. Then the server sends message {T1, Er+[rs, rs+1, T1]} to the user, where r,=g" mod p.

M6. The attacker intercepts the reply message and decrypts Egr«[rs, r.+1, T4], and then the
attacker can generate a session key Kx=r;>=g** mod p between the attacker and the server.
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M7. Also, the attacker sends the forged reply message {T:", Eg[r., r,+1, T1 ]} to the user,
where T, is a current timestamp.

M8. Upon receiving the message, the user checks the validity of the time interval and
whether the decrypted data (r,+1) is correct or not. If correct, the attacker is authenticated to
the user. Then the attacker can generate a session key K..=r,*=g"* mod p between the attacker
and the user.

User Attacker Server
Computes:
Login h(x) @x=m &I Bh(PW,)
Phase R=C &h(x) &x
{C, T, Ex[ry, ID;, TI} Decrypts Eg[ru, IDj, T]
Computes:
R*=R @ru @ra
Authentication Computes: C=Condr.
Phase h(x) @x=m &I Bh(PW,) A T
RC &oh 1) & {C".T" Ex[rs, ID, T'T}
Erlra, ro+1,Tr] {TLEr [Fs, ra+1,T1]}
{T1", Er[ra, rv+1, T1"]}

Figure 1. Man-in-the-middle Attack

3.2. Password Guessing Attack

Generally, most of users tend to select a password that is easily remembered for his
convenience. Hence, these passwords are potentially vulnerable to the password guessing
attack. To guess another legitimate user’s password, we assume that an attacker as one of the
legitimate users can extract the secret values (m, 1) stored in his own smart card by
monitoring the power consumption or analyzing the leaked information and intercept C from
another user’s login request message. Then the attacker can derive R by computing
R=CH(MmBIBh(PW;))=CB (h(x)Dx) with his own secret values.

Now, the attacker who has obtained another user’s secret values (m, I, R, and C) can find
out anther user’ password PW; by employing the password guessing attack, in which each
guess PW;" for PW; can be verified by the following steps.

P1. The attacker computes C” in the login phase.

C=M @r=(m@h(PW;)Pr,
=(m@h(PW;))B(RDI)
P2. The attacker verifies the correctness of PW;" by checking C'=C.
P3. The attacker repeats above steps until a correct password PW,-* is found. Finally, the
attacker can derive the correct password.
3.3. User Anonymity

To provide user anonymity, the scheme must not reveal the identity of user over insecure
network. However, Bindu, et al.’s scheme does not provide user anonymity, because the
attacker can easily obtain the identity of another legitimate user by computing R and
decrypting Eg[r,, ID;, T]} in the login phase, if the attacker is one of the legitimate users.
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4. The Enhanced Scheme

In this section, we propose an improved Bindu, et al.’s scheme which can not only
withstand the password guessing attack, the user impersonation attack, the server
masquerading attack, and the man-in-the-middle attack, but also provide the user anonymity,
the session key agreement, and the mutual authentication between the user and the server. The
enhanced scheme consists of three phases: registration phase, login phase and authentication
phase. The login and authentication phase is illustrated in Figure 2.

user U, remote system S

gen. r,=g' mod p

computes:

M=m@& h(b GPW,;)

C=r,M mod p

R=n"mod p message {C, Eg[r,, IDi]}

> computes R*=C"®) mod p
decrypts Eg«[r,, IDi]
computes and checks
CZ r D& mod p
gen. r&=g" mod p

message {Eg«[rs, r,+1]}

decrypts Eg«[r, r,+1]<
checks r,+1?

Figure 2. Login and Authentication Phase of the Enhanced Scheme

4.1. Registration Phase

This phase works whenever a user U; initially registers to the remote server S.

R1. The user submits his identity ID; and hashed password h(b@PW,) to the server through
a secure channel, where a random number b is generated by the user.

R2. The server computes m=h(ID;®x)®h(b@PW;) and n=g"""'&?) "™ mod p, where x is a
secret key of server.

R3. The server issues the smart card to the user through a secure channel, where a smart
card contains {m, n, h(), p, 9}.

R4. The user stores b into his new smart card so that the user does not need to remember b.

4.2. Login Phase
This phase works whenever the user U; wants to login to the remote server S.

L1. The user inserts his smart card into a card reader, and inputs his identity ID; and
password PW;.
L2. The smart card computes M=m&@h(b@PW,).
L3. The smart card generates random number v, and computes:
r,.=g" mod p

C=r,mod p
R=n"mod p
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L4. The user sends a message {C, Eg[r,, IDi]} to the server.

4.3. Authentication Phase
This phase works whenever the remote server S received the user’s login request.

ALl. The server computes R'=C"® mod p using the server’s secret key x, and then decrypts
the message Eg[r,, IDi].

A2. The server computes r,"'®'®¥ mod p using the extracted information r, from the step
ALl. If the computed value equals C, the user is authenticated to the server.

A3. The server generates random number w, and computes rs=g" mod p. And then, the
server generates session key, Ky=r," mod p=g"" mod p between the user and the server.

A4. The server sends the reply message {Er+[fs, r,+1]} to the user.
A5, Upon receiving the message, the smart card decrypts the message Eg«[rs, ry+1].

AB6. The smart card checks the decrypted data, (r,+1). If correct, the server is authenticated
to the user.

A7. The user generates session key, Ky=r;"=g"" mod p between the user and the server.
AB8. For the session key establishment, the user sends message Ex.s[rs+1] to the server.

A9. The server decrypts the received message, and checks the decrypted data, (rs+1). If
correct, the server can be assured of a session key established between the server and the user.

5. Security Analysis and Performance Evaluations of the Enhanced
Scheme

In this section, we analyze the security of the enhanced scheme based on a one-way hash
function, a discrete logarithm problem, and symmetric encryption/decryption.

5.1. Security Analysis

To analyze the security of the enhanced scheme, we assume that an attacker can obtain the
values stored in the smart card by monitoring the power consumption or analyzing the leaked
information [11-13] and intercept the messages communicating between the user and the
server.

5.1.1. User Impersonation Attack: To impersonate a legitimate user, an attacker must make
a forged login request massage to deceive the server. However, the attacker cannot
impersonate the user by forging the login request massage {C, Eg[r,, IDi]}, because the
attacker does not compute R or C without knowing the remote server’s secret value x and the
user’s password PW,;. Hence, the attacker has no chance to login by launching the user
impersonation attack.

5.1.2. Server Masquerading Attack: To masquerade as the server, an attacker must make a
forged reply massage to deceive the user after receiving the user’s login request message.
However, the attacker cannot masquerade as the server by forging the reply massage {Er+[fs,
r.+1]}, because the attacker does not compute R or C without knowing the remote server’s
secret value x and the user’s password PW,;. Hence, the attacker has no chance to be
authenticated as the server to the user by launching the server masquerading attack.

134



International Journal of Multimedia and Ubiquitous Engineering
Vol. 8, No. 1, January, 2013

5.1.3. Password Guessing Attack: According to the assumption, attacker can extract the
secret values (m, n, b) from the legitimate user’s smart card. Then the attacker attempts to
derive the user’s password PW; using m=h(ID;®x)®h(bPPW,) or n=g""®'@? "™ jn the
registration phase. However, the attacker cannot guess the user’s password PW; using the
secret values extracted from the legitimate user’s smart card, because the attacker does not
know the remote server’s secret value x. Hence, the enhanced scheme is secure for the
password guessing attack.

5.1.4. Man-in-the-middle Attack: A registered user with a smart card cannot perform the
man-in-the-middle attack because h(x) or x cannot be computed from the extracted secret
values stored in his smart card and the intercepted messages communicating between the user
and the server.

5.1.5. User Anonymity: To provide user anonymity, the enhanced scheme must not reveal
the identity of user over an insecure network. In the enhanced scheme, even if an attacker is
one of legitimate users, the attacker cannot compute R and Eg][r,, ID] using the secret values
extracted from the legitimate user’s smart card without knowing the encryption/decryption
key in the login phase and authentication phase.

5.1.6. Mutual Authentication: As previously described in cases such as the user
impersonation attack and the server masquerading attack, the enhanced scheme provides a
mutual authentication between the user and the remote server. Namely, even if the attacker
can extract the secret values in the user’s smart card, the user can be authenticated to the
server and the server can be authenticated to the user, because the attacker cannot attempt to
make the forged messages in each phase without knowing the remote server’s secret value x.

5.1.7. Session Key Agreement: The session key Ky=g""' mod p is known to nobody except
the user and the server, since the values g“ mod p, g" mod p are randomly chosen by the user
and the server and encrypted them by the shared encryption key R.

The security analysis of Bindu, et al.’s scheme and the enhanced scheme is summarized in
Table 2. The enhanced scheme is relatively more secure than Bindu, et al.’s scheme.

Table 2. Comparison the Proposed Scheme with Bindu, et al.’s Scheme

security feature Bindu, et al.’s scheme[10] the enhanced scheme

user authentication attack possible impossible

server masquerading attack possible impossible

password guessing attack possible impossible

man-in-the middle attack possible impossible
user anonymity not provided provide
mutual authentication not provided provide
session key agreement not provided provide
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5.2. Performance Evaluations

In this section, we evaluate the efficiency of the enhanced scheme in terms of the
computational complexities by comparing with Bindu, et al.’s scheme. In Table 3, the
enhanced scheme requires five more modular exponential operations than Bindu, et al.’s
scheme, because the enhanced scheme does provide the user anonymity, the mutual
authentication and the session key agreement.

Table 3. Comparison the Enhanced Scheme with Bindu, et al.’s Scheme

phase Bindu et al.’s scheme the proposed scheme
registration phase 3TH+4TX 3TH+3TX+1TE+1TM
login phase 1TH+3TX+1TE+1TD 1TH+2TX+3TE+1TD
authentication phase 2TH+5TX+1TE+3TD 2TH+1TX+3TE+3TD

* TH: the time for performing a one-way hash function, TX: the time for performing a exclusive-OR
operation, TE: the time for performing a modular exponential operation, TM: the time for performing a
modular multiplication operation, TD: the time for performing a encryption/decryption operation

6. Conclusions

In this paper, we analyzed the security weaknesses of Bindu, ez al.’s scheme and showed
that Bindu, ef al.’s scheme is still insecure against the man-in-the-middle attack, the password
guessing attack, and that does not provide the user anonymity. Also, we proposed the
enhanced scheme to withstand the security flaws of Bindu, et al.’s scheme, while preserving
their merits, even if the secret information stored in the smart card is revealed. As a result of
security analysis, we can see that the enhanced scheme is secure against the user
authentication attack, the server masquerading attack, the password guessing attack and the
man-in-the middle attack, as well as provide the user anonymity, the mutual authentication
and the session key agreement.
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