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Abstract 
 
 

In Wireless Sensor Networks (WSNs), these sensor nodes cooperate with each other to 
form a network without using any infrastructure. WSNs has a wide application. But the 
security of WSNs is still an important issue. Some existing approaches mainly rely on 
cryptography to ensure data authentication and integrity. These approaches only address 
part of the problem of security in WSNs. However, these approaches are not sufficient for the 
unique characteristics and novel misbehaviors encountered in WSNs. Recently, the use of 
reputation systems has become an important mechanism in WSNs. In this paper we propose a 
reputation and trust mathematical framework for WSNs which borrows tools from 
probability, statistics and mathematics analysis. We have suggested a new term certainty used 
in trust system and we argued that the positive or negative outcomes for a certain event is not 
enough information to make a decision in WSNs. We build up a reputation space and trust 
space in WSNs, and define a transformation from reputation space to trust space. Finally, we 
discuss some important properties of them and provide a basement in the trust and reputation 
for future research in WSNs. And we point out some open problems in reputation and trust 
system in WSNs. 
 
1. Introduction 

Wireless sensor networks (WSNs) have been used increasingly in every type of 
environment due to their easy of deployment. WSNs provide their users with fast and easy 
access to their data and services anytime and anywhere, especially in remote area such as 
battlefield, forest and volcano. Wireless sensor networks serve to collect data and to monitor 
and detect events by providing coverage and message forwarding to base station. However, 
the inherent characteristics of a sensor network limit its performance and sensor nodes are 
envisioned to be low-cost. An adversary can control a sensor node undetectably by physically 
compromising the node and use the captured nodes to inject faulty or false data into the 
network system disturbing the normal cooperation among nodes. Authentication and 
cryptographic mechanisms alone cannot be used to full solve this problem because internal 
adversarial nodes will have valid cryptographic keys to access the other nodes of the networks. 

Besides the node malicious attacks, the nodes are also vulnerable to system faults for low-
cost hardware of these nodes. For example, the radio or sensor hardware maybe faults and 
these nodes cannot perform well or misbehavior in the system for cooperation in monitoring 
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the event. So this kind of faults cannot be done by authentication and cryptographic 
mechanisms.  

A new kind of mechanism for security has been presented in wireless sensor networks, 
recently, which borrows tools from economics, statistics and mathematics analysis with 
cryptography. Basing on the node’s observation, these nodes collect some experiences about 
other nodes’ just as existing human societies in the real world. And they can build a trust 
system based on their experiences. But existing mechanism about trust system in wireless 
sensor networks has ignored an important thing. The experience may not full be recorded by 
nodes due to heavy traffic, packets lost or faults of cheap hardware in wireless sensor 
networks. So there must have some uncertainty in trust and reputation system in wireless 
sensor networks. And we will describe detail in section 2 and section 3. 

In this paper, we use watchdog mechanism to get the experience about other nodes, and 
build reputation system. Using the node’s reputation, we get the trust for the neighbor nodes 
among its radio range. 

The main contributions of this paper are listed as follows: 

1. We use watchdog mechanism to present reputation space and then get trust space in 
wireless sensor networks. 

2. We defined a transformation which from reputation space to trust space. 

3. We discussed some important properties about the reputation space, trust space and 
the transformation. 

4. We presented some open problems in reputation and trust systems for wireless sensor 
networks   

    The rest of the paper is organized as follows. Section 2 briefly describes the related work 
about security and reputation system in wireless sensor networks. Section 3 describes the 
mathematical model of certainty for wireless sensor networks used in our paper. Section 4 
presents some important properties of the certainty. Section 5 describes some open problems 
in reputation system and research direction about reputation system in wireless sensor 
networks and we give our conclusion in section 6. 
 
2. Related works 

If we have no adequate security, the applications about wireless sensor networks could be 
curtailed. Several proposals have been existed, but all of the schemes based on cryptography 
to ensure secure communication among these resource constrained wireless nodes [7, 8, 9, 10, 
11, 12, 13].  And some IDSs have been used for security in wireless sensor networks [14, 15, 
19]. But both cryptography and IDSs cannot sufficient for the unique characteristics and 
novel misbehaviors encountered in wireless sensor networks. 

The trust-management approach for security in distributed systems [16] was first 
introduced in the context of Internet and as an answer to the inadequacy of traditional 
cryptographic mechanisms for security. Recently, the reputation system and trust has been 
introduced to wireless sensor networks and Ad-Hoc [1, 4, 5, 17, 18]. But all these approaches 
ignore the inadequacy observation about the system because some of the experience among 
the nodes may not be recoded by the system. So there will be uncertainty among the system. 
And the trust system will have positive trust, negative trust and uncertainty. 

In this paper, we used watchdog mechanism to record the experience or observation about 
its neighbor nodes behavior to build reputation system. Using the   binary reputation, and then 
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we get the trust of its neighbor nodes. In this paper we do not propose how to make a decision 
for a node whether to cooperate or  not  to cooperate with its neighbor nodes. We proposed 
reputation space, trust space   and the transformation from reputation space to trust 
spaces, and some properties about the system for wireless sensor networks. This paper 
is a basement for further research about reputation and trust system in wireless sensor 
networks. 
 
3. Modeling certainty 

In section 2, we have described some related research work on reputation-based security 
for wireless sensor networks, S.Ganeriwal, et al [1] use watchdog mechanism to collect data 
samples and build reputation ij

R , and then get the trust
1

2

j

j j
ij a

T






 
 . But the watchdog maybe 

cannot record all the positive outcomes or negative outcomes for a certain event due to the 
attacker or fault of the node’s hardware. So, we just can sure for a certain event, the watchdog 
get at least  j

   positive outcomes and j
 negative outcomes. The above trust ij

T  ignores 
uncertainty. In the following section we will build reputation space, certainty and trust space 
in wireless sensor networks for reputation-based system 

   3.1. Watchdog Mechanism 

 Watchdog scheme can be run on the middleware nodes [1] or on agent nodes [20] in 
wireless sensor nodes. These nodes use watchdog to monitor the behaviors of nodes within its 
radio range and functions in a completely distributed manner. In Figure 1, each node holds 
several modules. Each module carries out a specific function that can classify the collected 
data and marked as cooperative or uncooperative behavior action. 

 

 

 

 

 

 

 

 

 

Figure 1. the architecture of Watchdog 
 
The mechanism divided into the following three phases, a) Data collection: the  node using 

a fixed time window function in a promiscuous mode to record behavior of nodes within its 
radio range. b) Data check: the collected data as input data used in different function module. 
In figure 1, the watchdog mechanism is consisted by DFRouting and DFProcess modules. 
DFRouting module monitors the data forwarding behavior of the nodes and checks the 
behaviors of nodes about routing. DFProcess module monitors the raw sensing data, the data 
aggregate, the data delay etc. c) State count: according to the result of previous phase, we can 
classify the behaviors of the nodes into good and bad behavior, and count all the number of 
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good behavior and bad behavior of each function module, respectively. We call good 
behavior as positive outcomes and bad behavior as negative outcomes. We use p  refer to the 
numbers of positive; n  refer to negative outcomes, respectively. ,p n   is binary event for a 
certain event of sensor node 

  3.2. Reputation space  
 

We use watchdog mechanism to gather the first-hand information which we have described 
in section 3.1. We get  ,p n  , the numbers of positive and negative outcomes, respectively. 

,p n   is binary event for a certain event. These numbers would obviously be whole 
outcomes. However, because the fault of the nodes, attacks or some other reasons, ,p n  is the 
at least number of outcomes. Accordingly, we model the reputation space as RS N N  , a 
two-dimensional space of integer. The members of RS  are pairs ,p n  corresponding to 
the numbers of positive and negative outcomes in monitor for a special module of watchdog, 
respectively. 
Definition 1: Define reputation space  

{ , | , {0}, ,}RS p n p n N t p n                               (1) 

According to Bayes theorem,
1

( ) ( | )

( ) ( | )
( | ) i i

i ii

i

P B P A B

P B P A B
P B A 






 and the Beta Distribution, we get the 

following definition of conditional probability. 
Let x  be the probability of a positive outcome. The posterior probability of reputation 

,p n  is the conditional probability of x given ,p n  [2]. 
Definition 2: Define the probability of a positive outcome, x   

( , | ) ( ) ( 1)!
, ! !( , | ) ( )

( ) ( | , ) (1 )P p n x P x p n p n
p n p nP p n x P x

P x P x p n x x   
   

                                      (2) 

S.Ganeriwal, et al [1] probability theory models the event ,p n   by trust, 1

2

p

p n
T 

  , which 

ignore the uncertainty event probability in wireless sensor networks.  We will show that if the 
certainty of event equal to 1, then we get the result as [1]. 

  3.3. Certainty 
 

For motivation, we consider a sensor node A  send message to its neighbor node B , and the 

total number of messages sent to node B  was t , some message was received correctly and 

some message was missed. We supposed exactly p  messages was received correctly. So we 

can get the successful probability that the node A  send message to node B  is
p

t  and with 

certainty 1c  . If we have no knowledge about how many total messages were send to node 
B  and how many messages was received correctly, we cannot get the probability and the 

certainty 0c  .However, if all we known is that at least p  messages were received correctly 

and at least n  messages were missed (where  p n t  ), then we have partial knowledge. 

Here
p n

t
c  . Our key intuition is that using watchdog mechanism, we cannot  recorded  all the 

outcomes for a certain event, and the data collected by watchdog are partial knowledge due to 

the  fault of the node or the attacker in wireless sensor networks. 
Definition 3: define the certainty based on reputation, ,p n  : 
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1 ( 1)!1
2 ! !0

( , ) (1 ) 1p n p n
p nc p n x x dx                                                                                                 (3) 

Throughout, p , n , and t p n   refer to positive, negative, and total outcomes, 
respectively. 

  3.4. From reputation space to trust space 
 

   In wireless sensor networks, using watchdog mechanism, if the watchdog has no any 
record data about its neighbor node behavior, the trust is 1

2ij
T  [1]. However, according to our 

intuition knowledge in our human real world, if one person has no any experience about 
another person, we cannot get any trust to the person and have no any certainty. So, we 
have 0c  , trust is 0 (positive trust is 0 and negative trust is 0) and uncertainty is 1. 

  In the following section, we will discuss the transformation from reputation space to trust 
space, which relates the positive and negative outcomes to positive trust and negative trust, 
uncertainty.  The trust is discount by certainty. And the positive trust is very important for the 
sensor node to make a decision whether to cooperate. The negative trust is making a criterion 
to decide a malicious node in wireless sensor networks.  
Definition 4: Define trust space:   

      {( , , )}TS pt nt ut                                                                                                         (4)  
where (4) satisfy the following conditions. 

, , 0

1

pt nt ut
pt nt c
pt nt ut


 
  



  

In definition 4, pt , nt  and ut  refer to positive trust, negative trust and uncertainty , 
respectively. The certainty includes positive trust and negative trust, as in our human real 
world the trust among people. 

Definition 5: Let ( , ) ( , , )T p n pt nt ut  be the transformation from reputation space   to trust 

space, such that ( ( , ), ( , ), ( , ))T pt p n nt p n ut p n , where pt , nt  and  ut  satisfy the following 
conditions: 

1
2

1
2

( , )
( , )
( , ) 1 ( , ) ( , )

p
P n

n
P n

pt p n c
nt p n c
ut p n pt p n nt p n


 


 



  





                                                                                      (5) 

In definition 5, if certainty equal to 1, then the positive trust becomes 1

2
( , ) p

p n
pt p n 

  . 

Importantly, 1

2

p

P n
T 

  is the expected value of the probability of a positive outcome, also 

characterizes Trust in [1] 
 
4. Properties 
 

In this section, we will discuss some important properties about the relationship among 
positive outcomes, negative outcomes, total outcomes, positive trust, negative trust and 
certainty both in reputation space and trust space. 
Property 1: If both the positive outcomes and the negative outcomes are 0, then both positive 
trust and negative trust is 0, the uncertainty is 1. 

 From our definition 3, we have that if ,p n  is 0, then 0c  . Using definition 5, we can get 

,pt nt  is 0 and ut =1. 
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As in our human real world, if we have no any knowledge about a certain person, we 
cannot get any good evaluation or bad evaluation and the probability of uncertainty is 100%. 
Property 2: If the ratio 1

1

p

p n
m 

 
  is fixed, then , ,pt nt c  are increasing and ut is 

decreasing when t p n   total number of outcomes is increasing. 
  
 
 
 
 
                                                                                                           
 
 
 
 
 
 
 
 
 

Figure 2 c,pt,nt increase and ut decreases with t when m=0.25 is fixed 
 

Using (3) and
1

2
p

p nm 
 

, we have 
1

2 1 2 1( 1 ) !

( 2 1 ) !( 2 1 ) !0

( ) (1 ) 1
mt m t mt mt

mt m t mt m
c t x x dx

    

    
                          (6) 

And the proof ideal is that we can use '( ) 0c t   for any 0t  . 

We can see from figure 2, when the ratio 0.25m   is fixed, the total number of 
outcomes increases, certainty, positive trust and negative trust increases, but the 
uncertainty decreases. 

In wireless sensor networks, when the watchdog get more data record about a node 
behavior for a certain event, the node can get more certainty (both positive trust and 
negative trust) about the node behavior. And then the nodes can get more knowledge to 
make a decision about the behaviors of the neighbor nodes. We are intuitional get the 
result in our human real world. 
Property 3: when the total outcomes are fixed we have the following property. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3 c,pt,nt with fixed total outcomes t=10 
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1. Positive trust increases and negative trust decreases with positive outcomes 

increase.  
2. The certainty decreases with positive outcomes increase when p n  

3.  The certainty increases with positive outcomes increase when p n . 

4. The certainty reach to the minimum when p n . 

5. The uncertainty increase with positive outcomes increase when p n  

6. The uncertainty decreases with positive outcomes increase when p n . 

7. The uncertainty reach to the maximum when  p n  

In figure 3, we show the changes of the parameters, , , ,c pt nt ut  with positive 
outcomes in fixed total outcomes 10t   

Using (3) and t p n  , we have 
1

( 1)!

( )!( )!0
( ) (1 ) 1p t pt

p t p
c p x x dx


                     (7) 

And the proof ideal is '( ) 0c p   for 2 p t , '( ) 0c p   for 2 p t , '( ) 0c p   

for 2 p t . 

From figure 2 and figure 3, we have that positive trust increases with positive 
outcomes; certainty increases with total outcomes increases. 
 
5. Open Problem 
 

In section 3 and section 4, we have discussed reputation space, trust space and some 
important properties for reputation-based system in wireless sensor networks. Though 
lots of research has been done in this field, but there are still in incubation phase for 
wireless sensor networks and some open problems need to be resolved. 

One of the problems is record refresh. In watchdog mechanism, we get the event 
recodes and then get the reputation ,p n  . After a period of time, we will get more 
record data about an event. How to refresh the reputation value is an issue. If we simple 
sum all the outcomes about the neighbor, then it is not a well and quickly feedback 
mechanism. For a sensor node can initially building up a good reputation by being very 
good behavior and contributive but abuse the system later. It cannot find quickly. Some 
researcher give different weight to current behavior and the past   behavior [1, 4, 5, 6], 
but all of then is not well done the problem. 

Another problem that needs to be addressed is trust data sharing. In reputation 
system for wireless sensor networks, there are two kinds of import reputation, the first-
hand and the second hand. How to converge the first-hand and second-hand reputation 
is still an import problem.  

The third problem is conflicting behavior attack; malicious node can impair good 
nodes’ recommendation trust by performing differently to different nodes. For example, 
the malicious node i can always behave well to node j  and behave badly to another 
node k . Thus, these two nodes have developed different conflicting opinions about the 
malicious node i .How to  defend this kind attack is still an issue. 

Finally, a scheme needs to be developed for a sensor node to make a decision which 
node is good behavior or misbehavior in wireless sensor networks. 
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6. Conclusion  
 

Reputation and trust are two very important tools that have been used many field 
such as economics and e-commerce. But these tools used in wireless sensor networks 
are still in their incubation phase. In this paper, we have made four important 
contributions to this work. First, we have presented a reputation space and trust space. 
Second, we have defined a transformation from reputation space to trust space. Third, 
we have discussed some important properties about the two spaces. And finally, we 
point out some open problems in reputation system for wireless sensor networks. With 
the growing importance of sensor network applications, it helps to provide more 
accurate reputation-based systems for security in wireless sensor networks. 
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