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Abstract

This paper designed and analyzed the communication protocol for the data
communication between the 10T device and the middleware server of the 10T based Cold,
Chain Monitoring System. In this regard, we have referenced the CoAP Protocgl |
of IETF CoRE WG, and analyzed and designed the process status flow, d a%nd
frame format of the 10T device (IOTD) and the middleware server. In oﬁﬁ est the
effectiveness of the proposed Cold Chain Communication Praocol we uced the

Zigbee, Bluetooth and wifi module mounted gateway e, humidity
sensor. After sending the temperature data from t are server, we
analyzed the received data from the mlddlewaregr As t we were able to
interpretate the data sent from the I0TD, and |d that |n these data the cold
chain data such as the temperature, humldlty battery %ams data can be collected

in real time.

Keywords: cold chain, protocol @1 te N@management, 10T, data frame
design @ ﬁ(\
1. Introduction A

With the recent devel@pfent of aI processing technology, miniaturization of
various Sensors, and e of n r consumer-driven data services, IOT services
that can be mon any %here are expanding. However, even with the

ere are many difficulties in data sharing due to the

The coldehain moni stem refers to a system that controls the state of control by
collecting the real ti a of agriculture and fishery products and medicines [1-2] In
order to provide g Id chain framework based services, continuous communication

communlcatlongq arious se
unstandardjzec or o&@/commumcatlon protocol [1-2].

between the co. rver and 10T device is necessary. In servers and clients that use the
cold chai ork, in other words, the communication protocol model between the
middlew&sver and the 10T sensor device, reliability is also important due to the
charact ics of sensor signals in 10T environments, but it has the characteristic of
regu e collection of continuously changing measurements from numerous sensor
% herefore, this paper has referenced the CoAP protocol model of IETF CoRE WG,

is low in protocol processing load, and excellent in the compatibility of
accommodating various sensors [3].

The CoAP protocol model of IETF CoRE WG needs to satisfy several requirements for
the interoperability guarantee. In the CoAP protocol, we attempted to secure the
simplicity of the protocol by dividing the message transmission processes of messages
that require and do not require reliability in the message transmitting and receiving
process. In cases that require reliability, data is sent from the Client to the Server, and a
confirmation process on the data reception was placed in the server. In cases that do not
require reliability, data is sent by the client from the server, and do not require the server
to perform a confirmation process on the data reception [3-4].

ISSN: 1975-0080 IJMUE
Copyright © 2016 SERSC



International Journal of Multimedia and Ubiquitous Engineering
Vol.11, No.9 (2016)

This paper designed and analyzed the communication protocol for the data
communication between the IOT device and the middleware server of the IOT based Cold
Chain Monitoring System. In this regard, we have referenced the CoAP Protocol Model
of IETF CoRE WG, and analyzed and designed the process status flow, data flow and
frame format of the IOTD and the middleware server.

Lastly, In order to test the effectiveness of the proposed Cold Chain Communication
Protocol, we have produced the gateway and the temperature, humidity sensor. After
sending the temperature data from the IOTD to the middleware server, we analyzed the
received data from the middleware server.

2. Design of the 10T Based Cold Chain Communication Protocol

2.1. Communication Protocol between the IOTD and the Middleware Server

A. Connection Type Design \/0
The communication connection type between the cold chain IOTD and the mi are
server can be divided into a 1-step connection type (2 Tier Type) wher¢ t TD is
directly connected to the middleware server, and a 2-step colgnection er Type)
where a router, gateway, or a coordinator acts as a mterm&%?etwee TD and the
are ca d differently, a

middleware server. As such, even when the connectio
communication model should only define the int and
the middleware server. Also, a router, gateway, 0 oordinat evice should deliver

data transparently without playing any role b n the I,O'%nd the middleware server,
and indicate the distinct 1D of the specific dewice [5-7]. \
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Figure 1. Connection types for Communication between IOTD and
Middleware Server (Upper: 2-Tier Type), (Lower: 3-Tier Type)

B. IOTC and Process Status Flow of Middleware Server

The communication between the 10TD and the middleware server operates as a
client/server model. At this time the middleware server acts a server, the IOTD as a client,
and as one part of the IOTD, a gateway in a connection model is simply regarded as a part
of the IOTD. IOTD and the middleware server uses the TCP Socket Communication of
TCP/IP for communication. On the protocol process, middleware server multiplexes the
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process to process the data sent by multiple 10TDs without loss, and these processes
performs their function using the inter process communication. Although 10TD uses a
simple TCP/IP protocol, it has a n:1 communication structure with the communication
model(CM) of MWS because of the large number of sensor types and numbers [8-9].

C. 10TD and MWS Communication Protocol Design

The sensor data flow between the IOT device (IOTD) and the middleware server
(MWS) is as represented in Figure 2.
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Figure 2. Protocd& en I@T\®Jice and Middleware Server

Figure 2 is the IOTD iddlew. Qer process status in the Client/Server format.
Communication pro ses they TCP Socket which is much used in most 10T
. Co ication protocol assigns some of the unknown ports.

communication

The basic proto Im&)plied b ng from the cold chain framework, is expressed as

Figure 3 f %the .1 Tormat. Applying the standard CoAP protocol, it was
A@nd unreliability message transmissions also in the protocol

designed t le reliaé.‘
model of the cold ch?'& ework [3-4].
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Figure 3. Basic Protocol Format of Cold Chain Framework
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1IO0TD & MW Server Communication Protocol Diagram

Field Byte Range Description Char
STX 1 0x02 Start of Packet
LI 1 3 ~ 255 Length Indicator(STXES EZ83%t & Packet ZI0D)
PGl Type 2 Ox30~0x39 [ASCI 2 Bytes
PID 20 0x30~0x39 |PerscnallD : Sensor ID
or n string "
us 1 Ox1F Unit Seperator
107T_ID 12 O0x30~0x39 Phone Mumber - 10T Serial Number
or n String "
HEADER us 1 Ox1F Unit Seperator
ma] GW_ID 12 Ox30~0x39 |GateWay Serial Mumber
or n string B
us 1 Ox1F Unit Seperator
FIRM 8 Ox30~0x39 | Sensor Version (Firmware version) @ ¥YMMDDsss
or n String "
us 1 Ox1F Unit Seperator
VER a8 0x30~0x39 Server Version (Alarm wversion) : ¥Y¥YMMDDsss
or n string "
us 1 Ox1F Unit Seperator
DELIMITER 1 Ox7C '|* {(Shift + W9
Descriptor n String DATETIME
us 1 Ox1F Unit Seperator
Y 4 0x30~0x39 | Measuring year
DATETIME MM 2 O0x30-~0%39 Measuring month
1 DD 2 0x30~0x32 | Measuring day Q. *
hh 2 Ox30~0x39 | Measuring hour
mm 2 Ox30-0x39 | Measuring minute v
55 2 0x30~0x32 Measuring sec [
DELIMITER 1 Ox1E Record Seperator N
Type 2 0x30~0x38 | Type of sensor data / Index - 0x3053 1 [ 4
Descriptor n String Temperature P P J
- uUs 1 ox1F Unit Seperator A\ * y 4
Boov  |[o1 Signed 1 O0x2B, Ox2D A\ /-
Upper 2 Ox30~0x39
Point 1 Ox2E
Lower 1 Ox30~0x39
DELIMITER 1 Ox1E
Type 2 0x30~0x39 14
Humidity Descriptor n string
o1 us 1 Ox1F
walue 3 0x30~0x39
DELIMITER 1 Ox1E % Seperatar g =
Type 2 0x30~0x32_[gpe Bf sensor diig W@ ) o8
BAT Descriptor n stringgfl ﬁa ry A4
o1 us 1 E{F! nit Seperator’ A )
Value E] 0x30 - H=5 £
ETX 1 ' § | End ofac ) )
== A 2 GPS Data ®E
T =2X HIit 2w
oo == E0ZL0]
= =T = 210 =Fo| e Z=2
. null Ullfealue
PN e 0
\‘ A ]
[Pargfreier == AY;
\J Ien& Y FHEH Z 0], variable length
4 Us @ Unit Seperator, Ox1F
> W\ Rs Record Seperator, Ox1E
vl =22, Mendatory
\ > A ERE S, Opticnary
Fig ame %JC re between I0TD and Middleware Server

The case of the los
as in Figure 4, to tr

tgoing and incoming data influencing the service was defined
and receive CON/ACK signals between the client and server at
is secured reliability. In cases of relatively low data reliability, it

was designed t transmit sensor data between the client and server as in b of Figure 3
and enab igh speed processing through this. But since it is fundamentally based on the
reliabili CP/IP, it is judged to have rarely any data loss.

(MWS)/Client(10TD) Protocol Packet Structure of cold chain framework
erall data frame structure between the IOTD and MWS is as shown in Figure 4.
ce in Figure 4, each primitive uses fixed and variable intermixedly on the protocol
frame structure, the overall frame length cannot be fixed and the DateTime primitive of
the header and body is always transmitted basically. The minimal length of the proposed
cold chain protocol frame is 90 bytes, not exceeding the maximum length of 512 bytes,
and it does not perform any separate data error tests.

PGI of Figure 4, as the Primary Group Index categorizing by protocol type, has the
same results as Table 1, and has expandability for the addition of sensor connection
network types.
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Table 1. PGI Definition

PGI Name Set number Description Note
BT Classic “10¢ BT Classic ‘0x31 0x30°
BLe “qpe BLe “0x31 0x31°¢
WiFi “qpe WiFi “0x31 0x32°
ZIGBEE “]3e ZIGBEE “0x31 0x33
UWB “14e UWB “0x31 0x34¢
IrDA ] 5 IrDA “0x31 0x35°¢
NFC “16° NFC “0x31 0x36¢
RFiD 7 RFiD ‘0x31 0x37°
CDMA(LTEX) “qge CDMA(LTEX) 0x31 038 el N/
LPWA “]9¢ LPWA “0x31 0x AQ
WiBro 0 WiBro o\ ~0x3ulbs
WiMax e WiMax O ) 032 %‘ ‘
Skinplex €22 Skinplex \ «0x320x32°
C’ // B@s:h for Future ~ “29”
RS232C “30° Bsp$‘ N c0x33 0x30°
RS422 «3qe B\ () “0x33 0x31¢
RS485 32| 5\ Rs485 5&\“ “0x33 0x32°
USB “33“\§ USE- “0x33 0x33¢
FIREWIRE “34 @RE “0x33 0x34¢
PLC | MWLe 0x33 0x35°
.\\}\ {}\ // Reserved for Future ~ “39”
\ )

3. Exper@%l R

In order to test t mtiveness of the proposed protocol, this paper has collected
temperature data i I time by implementing the sensor, gateway hardware, and
software. Figurg™S\is‘a block diagram of the test system.

@ Cold Chain
\\ e Service Components
/; Gateway | > Ethernet ‘ Web Service Server

// r/\‘
, ,\’ Web UI Server
Middleware Server(MWS)
L O —
BLE INTERNET DB Server

User =
Web Brower !_/’ﬁ

Figure 5. Block Diagram of Test System
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To perform tests, Sensorl used ZigBee and Sensor2 was produced to communicate in
the Beacon mode of Ble. Gateway accessed the internet(Public IP Network) through a hub
that uses a private IP, and cold chain components were constituted using public IP. MS
Windows 2012 for server, MS-SQL 2014 for DB, and MS Visual Studio 2015 for
developing tools were used. Figure 6 is the received data from the BLE Sensor IOTD and

Table 2 is its interpretation.

??11Coldchain-

515101 Temperature+24.314Humidity042

000000000174:F0:7D:C9:89:AA00.08.DC.01.02.032016041620160416|DATETIME2016051419

08Battery082

0298 31 31 43 6F 6C 64 63 68 61 69 6E 2D 30 30 30 30 30 30 30 30 30 31 1F 37 34 3A 46 30
3A 37 44 3A 43 39 3A 38 39 3A 41 41 1F 30 30 2E 30 38 2E 44 43 2E 30 31 2E 30 32 2E 30 33
1F 323031 36 30 34 31 36 1F 32 30 31 36 30 34 31 36 1F 7C 44 41 54 4554 49 4D 45 1F 32 &/0
3136303531343139353432321E303154656D70657261747572651F2B32342

32 1E 313448 756D 69 64 69 74 79 1F 30 33 36 1E 30 38 4261 74 746572 79 1F 30 38

Val

Figure 6. Received BLE Senso

)

Table 2. Interpretation of the 9

S

Received Data

v =
b Interpretation

Length
o D

02 ST Start of Text
o i o
3131 PGI2) o\ Uses Blu Network
N -
43 6F 6C 64 63 68 61 69 6E 2 f@, PID(20-6r n) Coldchain-
30 30 30 30 3030 30 30 31\ 0 0000000001
i T
37 34 3A 46 30 3A 37 Qﬁ4339 \EA-7M-(~0-Q0-
3A 38 39 3A 41 47 I0T_ID(12 or n) 74:F0:7D:C9:89:AA
1F us
30 30 2E 44 43 031
S @33 E 25" owLipazorn) 00.08.DC.01.02.032
1F us
3230 31 36 30 FIRM(8 or n) 20160416
1F ) us
32 30 31330 34 31 36 VER(8 or n) 20160416
A J
S us
9 DELIMITER(L)
WAL 54 45 54 49 4D 45 DATETIME(S) Descriptor
32303136303531343139 35 YYYYMMDDhhmmss
3432 32 (12) 20160514195422
1E RS
3031 TYPE(2) Temperature
54 656D 70657261 74757265 | Descriptor Temperature
1F UsS
2B 32 34 2E 32 Value +24.2
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1E RS

3134 TYPE(2) Humidity
48 75 6D 69 64 69 74 79 Descriptor Humidity
1F usS

303336 Value 036

1E RS

3038 TYPE(2) Battery
42617474657279 Descriptor Battery
1F usS

303833 Value 083

03 ETX Endof Text o

its interpretation

??13Coldchain-0000000001001551000006B8BDA00.08. . 55032 16052%604

16|DATETIME2016051419595401 Temperature+ |d|ty035 ry082

N/
Meanwhile, Figure 7 is the received data from the ZigBee Sensor I0OTD @@3 is

02 98 31 33 43 6F 6C 64 63 68 61 69 6E 2D 30 30 3 030 30 30 3135353130

303030303642384244411F30302E30382 32E3031 3 2E30331F 323031

36303431361F32303136303431361F7C %4 45 54 51F32303136303531

34 313935333532 1E 30 31 54 656D 70 65 7572651 32342E34 1E 31344875
6D 6964697479 1F 303337 1E 42 61‘7 57279 1F 30 38 32 03

Figure 7. I(égv % Sensor
A &
\Q

This paper deS|g d an the communication protocol for the data
communication b the 10T ce and the middleware server of the 10T based Cold
r

4. Conclusion

Chain System. ain IOWd include sensors, and in order to collect data from
these sensg are e ting types. One is the type which directly connects
between thor and dleware server of the cold chain framework, and the other
type is going through way in between. In order to interface various IOT modules,
the connection type gh a gateway is generally used. For cold chain communication
modules, com I n modules such as Zigbee, Bluetooth, and active RFID are used,
and communication modules to the server can be designed with Ethernet, Wifi, LTE,
CDMA m@s. communication between the IOTD and middleware server basically
utlllzedQ ient/server model, and refered to the CoAP protocol model of IETF CoRE
WG s paper, we have designed the connection setting and data transmission
the IOTD and middleware server, and the protocol and frame structure including
nection, with detailed specifications on them.

nd, we have produced a Zigbee, bluetooth and wifi module mounted gateway and the
temperature, humidity sensor in order to test the effectiveness of the proposed Cold Chain
Communication Protocol, After sending the data from the IOTD to the middleware server,
we analyzed the received data from the middleware server. As the result, we were able to
interpretate the data sent from the 10TD as in Figure 6,7 and Table 2,3, and were able to
identify that in using this cold chain data such as the temperature, humidity, and battery

remains data can be collected in real time.
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Table 3. Interpretation of the Received Zigbee Data

Received Data Length Interpretation
02 STX(1) Start of Text
98 LI(L)
3133 PGI(2) ZigBee
e S o L S 22| PID(200r ) Coldchain-0000000001
1F us
gg - gé 25 13030303030 o1 D@2 or n) 001551000006B8BDA
1F us .
S22 S0 30 2L M4 2E 0L ew ip(az or n) oo.os.Dc.o?ezng“
1F us N \ 4
3230313630343136 FIRM(8 or n) sﬁmqm%
1F Q N
32303136 30343136 VER(8 or nV W&G
1F us O\ «Cy
c DEUMITER@1) N7
44 41 54 45 54 49 4D 45 ﬂ%kﬂw\é) Descriptor
32303136 303531343139 YYM hmm
30 35 34 12 MQQ 20160514195954
1E ~ \
3031 ) E(Z) Temperature
54 656D 70 65]%&5 72 65 D‘e'scriptor Temperature
1F NS\ s
2B 32 34 ~ o Y | vale +24.9
e N\ RS
3134 % TYPE(2) Humidity
48 75 6D 69 6469 74 79 Descriptor Humidity
1F WY us
30 33 3N~ Value 035
1E__ RS
aq_o@ TYPE(2) Battery
<@61 7474657279 Descriptor Battery
1F us
30 38 32 Value 082
03 ETX End of Text
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