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Abstract
In Wireless Sensor Networks (WSN), a key agreement scheme is an essential task for
eiﬁq?

secure communications. Recently, Lee and Kim proposed a hierarchical key
scheme for the fresh key establishment in WSN. This scheme achieves a secure s
agreement. In this paper, we analyze the security of the scheme and illustfat
scheme is unconfident against the insider attack in practice. MMogeover t i difficult
to resist the replay attack in this scheme. Then, we prop novel %'?e inspired by
their scheme. The entities of our scheme include a Si des th&sensor nodes, which
interrupts the construction of the insider attam sche m the timestamp
mechanism to resist replay attack, which could se the %egrequirement of the
sensor nodes. Thus, it is more practical and tlc We |I trat€ that our proposal can
provide stronger security than Lee and Kl

Keywords: Security, Key Agrea@ chegue\\\@less Sensor Networks (WSN),

Authentication

1. Introduction A

The more wireless sen echnolo mg developed the more benefits are brought
to civilian and m|L|t |reme s using the Wireless Sensor Networks (WSN).
WSN has becom worlg é rated sensor technologies, and supports multiple

ergency response, medical monitoring and battlefield
e time, WSN has also attracted various attacks due to the

extensible appli , such
manageme At t
significanc s data erefore, how to make the session key agreement securely

and efficiently betw, two leaf nodes in the open networks becomes a primary
security issue [5- e essence of the problem is to implement a hierarchical key

In recent years, many security schemes have been proposed for WSN likely
]. In the early days, the public key cryptography (PKC) is the primary
SN as well as other cryptography system [11-14]. Due to the reliability and
the @ ity of the traditional pair-wise key establishment techniques, the methods are
{vitlely”cognitive. In particular, the schemes were proposed by using elliptic curve
c ography (ECC) because of the storage and computing cost advantages [15-17]. With
the development of identity-based cryptography (IBC) [18] and applications [19, 20],
some papers [21-23] have used IBC and pairing-based cryptography for key distribution
in WSN.

Recently, Inspired by the Guo et al.’s research [8], Kim proposed a hierarchical key
agreement protocol applicable to WSN [24]. The scheme is also based on IBC, and claims
that it resists the corruption of any sensor nodes in the pyramid. Unfortunately, Lee and
Kim found that the scheme in [24] fail to achieve freshness of the session key. Also, Lee
and Kim proposed an improved scheme to satisfy the freshness by using the nonce [7] and
inherit the security advantages from the paper [24].
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In this paper, we show that Lee and Kim’s scheme [7] failed to resist the replay attack
and the insider attack in practice. We start from constructing a realistic security model.
Then, we analyze that the scheme is vulnerable to the replay attack in our security model
because the security assumption is too hard to achieve in practice. Moreover, the scheme
is hard to resist the insider attack. An adversary, as a cluster head (CH) or a cluster
member (CM), could legally acquire the private key, and launch an attack, successfully.
In order to resist the attacks, we propose a novel hierarchical key agreement scheme in
WSN. Our scheme keeps the quality of key freshness in Lee and Kim’s scheme and
overcomes the weaknesses of the scheme in our security model.

The remainder of this paper is organized as follows. Section 2 gives the problem
characteristics and notations. Section 3 briefly reviews the Lee and Kim’s scheme.
Section 4 illustrates the drawbacks of their scheme in our security model. Section 5
provides a novel scheme. Section 6 gives a security and performance analysis of our
proposed scheme. Finally, the conclusion is presented in Section 7.

\/’
2. Preliminaries ;
In this section, we describe the basic system model in WSN and ematical
backgrounds in our paper. Basic notations are provided at\\ d of the'séction.
2.1. Basic System Model Q \>/
A typical WSN configuration involves threg, parties [25!; rhb y a Sink, the Cluster

Heads (CH), and the Cluster Members ( here are 1 CHs, namely

{CHY}", {CMi¥L A

. Every CH whose identity i h{ =1man M CMs, namely
CMs communicate with others thro@veir e Sink. Figure 1 illustrates the

basic system model of the WK@
*
N

Figure 1. Basic System Model of WSN
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2.2. Mathematical Backgrounds

2.2.1. Bilinear Maps

Let Gt and G2 be two cyclic groups of prime order P and Let P be a generator of
G, The bilinear pairing is a map €:G1xG1— G2 wijth following properties.
* A _A ab
Bilinearity. Forall P"Q Gt ang abeZs €(aP,bQ)=e(P.Q)™

Non-degeneracy. &(PP)#1,

Computability. For all P’QeGl, we can find an efficient algorithm to compute

6(P.Q)

2.2.2. Discrete Logarithm Problem .

aeZq compute aeZs e say that the (=€) _pLp ass ptlon
time algorithm has non-negligible advantage ¢ in the

Problem (DLP) in G:,

if on t-

Given a randomly chosen h=aP and P in an additive cyclic grou? |th
ogarithm

2.3. Notations
To provide a quick reference, the basic nob@os used n%s paper are listed in Table

Tabl@sw @v@

Notations Descnptlm@‘ ' N

CHi The cIMead I ’

CM; Th@ster me e J in the cluster head i

Dy . ntity ofyl -
AD: \\ am@ntity of |
Hi0) Q’ The hagh ftiriction, which maps {01} -G

G2xG1* x{0,1}" —{0,1}"
Gt x{0,1F" —{0,1"

1.

function, which maps

ash function, which maps

e i —th timestamp

3. Revie the Scheme in Paper

In ection, we briefly review the Lee and Kim’s freshness consideration key

t scheme in paper [7], which consist of two phases: Hierarchical Key Settlement

%, Session Key Agreement and Secure Communication Phase. It is assumed that each
e

ntities shares two groups Gt and G2 of prime order P with a bilinear map

:GixGi—>G2 and a cryptographic hash funcion 1 0B =G The pasic
transmission of the scheme is shown in Figure 2.

3.1. Hierarchical Key Settlement Phase

Step K1. Sink picks three random numbers Sb 52,5324 a5 the master private keys.
Then, Sink computes an amplified identity A0 =H{Ds) and 2 public key $1ADs

Copyright © 2016 SERSC 189
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where IDs is the real identity of Sink. Then, Sink secure stores the master private key
(51,52, 83) and the amplified identity ADs . Finally, Sink sends the data package
{(51ADs, 52,83), ADs} 1 the CH via a secure way.

Step K2. After CH (Do) receives the package, it computes ADcH =H(IDer) 54

s2ADcr . Then, CH secure stores the private key (S1ADS:$259)

(ADs, ADcHi)

and the amplified
identities
{(s1ADs, s2 ADcH, S3), ADs, ADcHi

Finally, CH sends the data  package
{CMi}i, via a secure way.
ADCMI] H (I DCMIJ)

} to its member nodes
Step K3. After the CM (1Dcwi) receives the package, it computes

and S3ADcwi | Then, CM secure stores the private keys (S#ADsS2ADcr, SsADew) 54 he

(ADS, ADCHi, ADCMij) ’ reSpeCtively.

V0
K2. {(SlADS s2ADcHi, S3), ADs, ADcri} 0;

K1.{(s:ADs, s2,53), ADs} ’
sink ‘ KD
K3. {(SIADS SZAD(@DCMI) ADs, ADcH CM,}

Figure 2. Hierarchical Ke;fi@men'@ of the Scheme

amplified identity

3.2. Session Key Agreement a: e Com catlon Phase

Two CMs (CMi ang C on key as follows.
Step C1. The CM (C® chooses’& om number 1, and computes Ri=Tr1ADcwi

The session key*S glven the following formula. Here ADs'=H(IDs)
ADcrc'=H (IDc ADC CM )

O . é(&Al@DS ) - €(s2ADcw, ADcrc’) - €(ssADcwi, ADewa )™ (1)
Then, “Mcomp verifier V1=HKR) "and sends the data package RV}
to the other CM (C%

Step C2. A@Mk' receives the package, it computes the session key SK by the
foHOWinmﬂ _where ADs = H (IDs) and ADcHi = H(lDCHu).

O sk™ = é(s1ADs, ADs") - €(s2 ADcr, ADcHi?) - €(SsADcwi, R1) @)

CMu also computers the verifier Y1 = HKLR) oniy if V' is equal to V1,
assures the correctness of SK .

Step C3. After CMk assures the session key SK | it encrypts the plain data DATA to

get the encrypt data EDATA py using the key. Then, CMu computes the verifier
V2= H(sk",EDATA) , and sends the data package {EDATAV 2} 1, CMij

Step C4. After CMi  receives the package, it also computes the verifier
V2 = H(Sk’EDATA). Only if V2 s equal to Va, CMi assures the correctness of the

encrypt data EDATA and the session key SK .
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4. Cryptanalysis of Lee and Kim’s Scheme

In this section, we propose a more practical security model. Moreover, we point out
Lee and Kim’s scheme [7] suffers two attacks in our model. The details are explained in
the following section.

4.1. Our Security Model

The authors of the paper proposed a hierarchical key agreement scheme in WSN. The
authors assume the insider’s secret values are reliable and security, such as the private key
of the CHs and the CMs. The adversary can only implement the active and passive attack
by controlling the insecurity channel. However, it is more useful to carefully consider the
corruption risk of the internal nodes. In practice, the WSN is easily attacked from inside.
For example, the adversary can capture some nodes, and then use the side channel attacks
to get the secret values of the nodes. Therefore, we propose a more practical W

model. ?
Inspired by the papers, we enhance the ability of the adversary in our ame as

others, the adversary can totally control over the communication channel reC|ser,

the adversary may eavesdrop, intercept, modify, repl nject t unication

between any entities in the WSN (e.g. the cha C and CMu ),

Furthermore, the adversary can also corrupt some par ete om the CHs and
the CMs except those of the entities who are mg by agvﬁ versary. This state
imitates that the insider is corrupted in the Under ondltlons the scheme
should have the ability to resist various f atta d achieve the following
security goals. (1) Key security. Any a cann the current session key. (2)
Known-key security. Any adversary mls d session key cannot obtain the
current session key.
4.2. Weaknesses A
According to Lee an m’s pap We flnd that the scheme has the following
disadvantages in our model
@‘/ﬂ( .CM
/M B {Ry,V1}
/ -~
\ ~
Tt
‘——iK" :lji\;
<

O r-r———""\F"""—""—-"—"—"——— - C'\/Ikl
Step 1. judge
Ever received R:or V1?

I
I
| Yes? Cancel the operation.
| No? Go on the operation.
: Step 2. store R1 or V1

| For the future judgement.

I

Figure 3. Cannot Resist the Replay Attack
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4.2.1. It Cannot Resist the Replay Attack

The scheme will has security problems if the adversary launches the replay attack in
real world. As we know, the nonce Rt is used to prevent the replay attack in the paper.
However, the scheme cannot resist replay attack in practice. More precisely, it is essential

that the CM should judge whether the nonce Rt and verifier V1 have ever received. In

order to make a judgment, the CMs should store the received nonce Rt, interminably.
However, it is obviously impossible to sensor nodes because of the limited resources.
Thus, it cannot resist the replay attack to use the method in Lee and Kim’s scheme. The
more details are described as follows.

As is shown in Figure 3, when the adversary has captured the data packet RV} grom
CMi o CMu , he/she can store it. Then he/she can replay the nonce Rt and the verifier
V1 whenever he/she wants. If the victim CM (CMk') receives the data packet {Rl\/l}
is obviously that it can believe the package from the real node CMi pecause V

0 H (sk” ’Rl). In order to avoid the attack, CMu should be stored the non ceived
before and judge whether the current nonce Rt is a rep aek. H ere is no
enough resource to support the storing and querying n in CM, Thu e and Kim’s
scheme cannot resist the replay attack in practice.
4.2.2. It Cannot Resist the Insider Attack (t @ Head |se)

We now demonstrate that the Lee anfl i scheme \{ erable to the one kind of
insider attack. The adversary who has r das a legal CH (CH~ ) as shown in Figure

4. According to the definition of o
communication data in the WSN

who disguises a CH successfu

follows.
— —— CM
({EDATAVz} )
/g@ i
1 - ilzi E%l \\
(V) Slew, \
N CH, \

N S s O
O ——=2 | Step 1.eavesdrop '

O (SlAES_SZ 53)“ {RyV} {EDATAV 3} :
@ . CH : Step 2.calculate |
S~ K =&(s:ADs; ADs)-&(ADas, ADcr ) |
|
|
|

rlty 5\ he adversary can intercept the
hannel is openness. The adversary

acks,a@]munlcatlon between CMi and CMu 55

g -8(ADcwma, R1)™
: Step 3.decrypt
| Data = Dsk (EDATA)

Figure 4. Cannot Against Insider Attack
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Step H1. Assume that CH4 s an adversary who has registered as a CH, and then it
can legally receive a private key set ($1ADs,$2,53) from the Sink (Step K1).

Step H2. Suppose CMi and CMu are victim CMs who send the data packages
through their CHs (CHi and CHk) and Sink. When CMii runs the Step C1, the adversary

can intercept the data package {RuV3} because channel is unsecure between CMi and
CMu

Step H3. When CMu sends back the encrypt data EDATA to CMii gt the Step C3, the

adversary can also intercept the data package {EDATA’VZ}.
Step H4. After the above steps, the adversary CHa can compute the key ska by the

following formula. Here, the values ADs'=H(IDs) ~ ADcw=H(IDcw)

ADcti=H(IDcr) o4 ADewar=H (IDew) 0

ska =é(s1ADs, ADs") - 6(ADcHc', ADci)** - 6(ADcma, R1)™
=é(s1ADs, ADs) - E(SZADCHk,ADCHu) -8 SSADCMkI, R:
=sk

Step H5. The adversary CHA can decrypt EDA A aln the'apc pt data between

CMi ang CMu py using the session key SKa -- e the WA , 5K and Sk are
equal. Thus, Lee and Kim’s scheme [7] canno ést eins %a ck when the adversary

disguises a CH.

4.2.3. It Cannot Resist the Insider A the QI\ ember Disguise)

Moreover, there is another insi% tack as f \us The adversary who has registered
as a legal CM (CMe ) as showi ilFigure,5. @he adversary has the same CH (CHk ) with
the one victim CMu  Therefore} the is a neighbor node of the victim. The
adversary launches an att@o the coﬁ% ication between CMi and CMu a5 follows.

NS

e
| Step 1.eavesdrop

| {R1,V},{EDATAV 3} "2
| Step 2.calculate '4’ -

| SK: =é(s2ADs, ADs") - é(S2ADc, ADchi )|

: -6(ADcmy, R1)* I

| Step 3.decrypt :

| Data = Dsk (EDATA) |

L - - a

Figure 5. Cannot Against Insider Attack
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Step M1. Assume that CHa js an adversary who has registered as a CM in a CH
(CHk), and then it legally receives a private key set (51ADs, 52ADcH:, S3) g CH (Step
K2).

Step M2. Suppose two CMs (CM” and CMk') are victim nodes. It is same above
describe that the adversary can intercept the data {RuVy and {EDATA’Vz}.

Step M3. After the above steps, The adversary CHa can compute the session key as
follows. Here, the values ADs'=H(IDs) - ADcr=H(IDen) gng ADows = H (1Dew)

ska =é(s1ADs, ADs") - é(s2ADcri, ADcri®) - €(ADcma, R1)*?
=€(51ADs, ADs) - €(S2ADchx, ADcri’) - €(SsADcmu, R1)

=Sk (@)

Step M4. It is obviously that the keys SKa | SK and Sk™ are equal. Ther fo\?e’
A

adversary CH can decrypt EDATA to obtain the plain text DATA using the
Thus, Lee and Kim’s scheme cannot resist the insider attack when the advefsa guises

a neighbor CM with one of two victims. @

5. Our Enhanced Scheme
In this section, we propose an improved scheme\b d on IO\S ased cryptography,
c m

which can overcome the weaknesses of Lee a im’s schi ection 4. Our scheme
construction is inspired by the papers [7-8, r sché %nswts of three operational
phase: System Parameter Generatio Initj hase, Authentication and
Transmission Phase. The details of our e are ed as follows.

5.1. System Parameter Genergt ase

Similar to the papers [7-8k3we use entity-based encryption (IBE) and the
hierarchical structure in scheme. n%ecmcally, the identity of a sensor node is
his/her public key, an r private nerates by the Private Key Generator (PKG)
s talculat d release the private key set for their descendants.

in Sink. The pare
Step GL. Sl rates tion groups Gt and G2z of prime order P with a
bilinear 1% 1‘@ Then Sink chooses three hash functions satisfied
X

H1:{0,1} {03 >{0.83" ;g Hs:G' x{0.3*" >{03" After that,
{s1,52,83,Sri <~ Zq [i € (L,+++,m

it randomly choo m random numbers )k as a master
key of Sink a andom generator PoeG1_ Here, M is the number of CHs in WSN.

Flnally, ecure stores the master key VK ={susasasriZafie-m} g

publlshQ the public parameters
0,G1, G2, Po,€, H1, H2, H3,s1Po,52Po, $3Po, SI’.Po|i e(@,---,mp}

; Initial Phase

Step I11. When a CH (CHi) with identity 'Der wants to register in WSN. It sends his
(ADS,ADCH-) and the

ADS = H 1(|Ds)

identity !1Dcv to Sink. Sink computes the amplified identities

private  key (51511 ADs, 52511 ADcr, S3S11)  ere  the  values and

ADew=Hi(IDew) Then  the Sink sends the data package
{(s1sri AD:s, S25ri ADchi, S3sri), (ADs, ADcri) } to CH' via a secure channel. Finally, CHi

keeps the received information in its secure memory.
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Step 12. When a CM (CM“ ) with identity IPe wants to register in WSN. It sends his
identity 1Dewi to its CH (CHi). CHi computes AP =H(IDow) ong Sssri ADow

Then, the CH (CHi) sends the private key set 1(5:5Fi ADs, ST ADcw), (ADs, ADew)} 1,

its CM (C'VIij ), securely. Finally, CM; keeps the received information in its secure
memory.

5.3. Authentication and Key Agreement Phase

When Mi wants to establish a session key sk with CMu by the helping of Sink, the
following steps are executed among CMi , CMu and Sink in Figure 6.

Step Al. CMi chooses a random number f:. Then it computes an amplified identity

ADcma = H1(1Dcmu) ' Ri=riADcwi gnd Rs=r1ADs The temporary key K is 3|W
by using the above parameters and the private key set (5157 ADs, Sssfi ADcws) v

k =é(swsri ADs, ADs)" - &(sssri ADcmi, ADoma)™ O 5)

2
Then, CM computes the %rificat values
V2 =H2(s1sri ADs, S3sri ADcwmi, Ry, Rs, T1,V1) and Vi= @, A CMkaI,HOH) Then it

sends M1 ={ADow,T1,Re,Rs V1 V2t 14 giny Here@Tl is a%émp
Step A2. After received the data package Slnk ver he timestamp Tt whether
it is within the valid time for communlc it is | , the program terminates.
Otherwise,  Sink  judges whe |ved V2 js  equal to
H 2(s1sri ADs, S3sri ADcwmi, Ry, Rs, T, V& com ether é(Rs, ADcwmi) = é(R1, /—\Ds)
n

Only if they are all equal, Si ce th values Ri and Rz, then it computes
Ry’ =sristc "Ri gng Rs'=s . Other %t ends the processing. Sink computes the
value V3= Hs(sisr, s, S3SIk wRs R, T2,V1) , and sends

M2 ={ADcwm;, T2, Vg,\@ Mu

M\ TS Sink CMu

1) choose a Wnumber r U
Computes ADcva = Ha(1Dcwm

R1=r1ADcma, Rs = riADyf
k = é(sisri ADs, ADs)'% Dewmi, ADema)™ 5
Vi=Ha(K, ADCM@% ):

V2= Ha(sisri AD cmi, R1, Rs, T1,V1) ;
4 ={ADcmq,T1,R1,Rs,V1,V 2} -
2) Check T1; -
Check V2" ? = Ha(sisri ADs, sasri ADcwi, R1, Rs, T1,V1) ;
O Check é(Rs, ADcwi)? = é(R1, ADs) ;

Ri" = srisrc "R, Rs” = srisrk “Rs ;

@O V3= Ha3(s3src ADcwu, S1Src ADs, Rs™, Ri', T2,V1) ;

M2 ={ADcwm;, T2,V1,V3 Ri',Rs}

3) Check Tz;
Check V3? = Hs(sasri ADcmy, S15Fi ADs, Rs™, R, T2,V1) ;
k" = é(s1Sr« ADs, Rs") - €(Sssrk ADcwa, R1') ;

Check Vi?=H 2(k*, ADcwm;, ADcema,"0") ;

sk™ = Ha2(k", ADcwmo, ADcwi, "key™) and store sk ;

Compute V4= H2(k", ADcma, ADcwi, T3) ;
M3 ={ADcwm;, T3,V 4}

5)Check Ts;
Check V4? = H2(k, ADcma, ADewi, T'3) ;
sk = Hz(k, ADcwma, ADcewms, "key™) and store sk ;

Figure 6. Authentication and Key Agreement Phase in our Scheme
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Step A3. After received the data package Mz CMu checks the validity of the

timestamp T 2. If it has grown stale, CMu ends the session. Otherwise, it judges whether

the verifier V3 is equal to the hash value (1T« ADs, Sssrc ADew, Rs', R, T2 V1) gy

if they are equal, CM« computes the temporary key K" as follows.
k™ =é(s15rADs, Rs") - é(s3srk ADcwa, R1). 6)

Otherwise, it ends the processing. Then, CM« checks whether the received value V1 is

H Z(k*, ADCMij, ADCMKI,”O“)

equal to the hash value . Only if they are equal, CMu

authenticates CMi and assures the temporary key k™ Then, CMu computes
sk*:Hz(k*,ADCMk.,ADCMU,"key')’ and a value V4= HAK, ADwi, Abw, T Finally,
it sends Me={ADcw TaVa} 4o CMi ere Ts i a current timestamp.

Step A4. After received the data package M3, CMi checks the validi
timestamp T2. If it is invalid, it terminates the processing. Otherwise, C utes a

hash value V¢ =H2(k, ADews, ADew, T2) - o)y jf V3—V3 CMi ¢ e session
H2(k, ADcma, ADcw,' key)WIth C|\/|k|

key SKis equal to

6. Correctness and Security Analysis O

In this section, we present the correctness Qr |mpso cheme. Then, we analyze
our enhancement scheme regarding sewr overco e weaknesses analyzed in

Section 3. % \®
6.1. Correctness A@ 6
We verify the correctness of key agrs@m our scheme as follows.

ADs 8(s3sri ADcmi, ADcmu) ™
1sr. D% Ds) - é(sasri ADcmu, riADcwy)
Q e(slsr. Src'Rs) - €(Sasrisrk ADcmy, Sr™ R1)
O —e( ADs, srisrc'Rs) - €(s3Sr ADcwma, Srisrk™ R1)
@srk ADs, Rs") - é(sasrk ADcwmu, R1')
%k (7

The session‘key, computed by CMi ang CMu | Sk =Ha(k, ADcw, ADow, "key") 5q
sk"=H ZWCMH, ADcwms, ""key"

Q rity Analysis
. Authentication
CMi sends the data packages Ma={ADew, T1, R, Rs, V1 V2 gink Here, the value
V2 = H2(s1Sri ADs, S3sri ADcmi, R, Rs, T1,V1) . Without the private keys sisri ADs and
sasti ADewi the adversary cannot generate a legal data package M1 due to the nature of
the hash function. Therefore, Sink could authenticate CMi by checking the correctness of

the value V2. Similarly, CMu could authenticate Sink by judging the accuracy of the
VA sensor node CMi sends the message Ms={ADew, Ts,V4} 5 another node CMi |

) are equal.
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Va=Hz(k', ADews, ADows, T3) - gince only CMii agnd CMu can compute

the temporary key k™. Therefore, CMi could authenticate CMu through checking the

correctness of the V4 . It is essential to note that the scheme should ensure adequate
entropy of the keys in the System Parameter Generation Phase in order to prevent the
offline guessing attack.

Here, the value

6.2.2. Security Key Establishment

Key security is a critical requirement for a key agreement scheme. Assume that the

adversary succeed get the session key sk = Ha(k, ADcws, ADews,"KeY") gaqeribed in
Section 5. Since the hash function has the one-way characteristic, the adversary should
obtain the temporary K or K for computing the key SK. However, the temporary key K

. *

is established by CMi in the Step Al. Since the adversary does not know tw
key

values  of CMi , helshe cannot  compute tem
k = é(sisri ADs, ADs)" - é(sssri ADcwi, ADcwi)"™

Moreover,q 1n the
temporaryk is established by CMu  since the advers not k e values of

S8k ADs gpq S1STk ADewa together, he/she cann me\t}Wrary key K by

formula K =€(s:SMADs Rs") - é(sasrk ADew, Rr')

Our scheme also achieves perfect forwar edrecy. Sin e numbers of Rt and Rs
are randomly computed in every com n, the V. Iu&of Rt and Rs” are freshly in
every stage. Therefore, all the hlstorlca%mn k till secure even if the long-term
private keys are disclosed in futur the y function and the freshness of Rt
and Rs | the adversary cann Q‘ ny |nf at| about the future session key even if

the current session key sk S CO p

6.2.3. Security Agal y Attac
Our scheme ca N rep % because we used the timestamps. If an adversary
en the sensor nodes will detect the attack when

replays the ¢ ped m
examining ent ti urmg the authentication and key agreement phase, when
Sink receives'd data pa 1_{AD°M“'T1’ RuRs,ViVa} it verifies the timestamp T:
with the current ti the message is a replay message, then Sink will find it. If
adversary chan imestamp Tt in data package M1, however, it cannot know the

values of SiSFiARs” sisriADewi - sink will find the replay when it check the value V2.
& CMu  receives the data package M2={ADew, T2ViVaRi,Rs} 4
imestamp T2 to against the message replay. Similarly, when CMi  receives
@ a package Ma={ADcw TaVa} it resist the message replay by judging the
timéstamp T3 and the session key SK . It is should admit that the synchronization problem
is the main vulnerability to timestamp, However, the situation has been released with the
development of the sensor technologies [26] such as using the linear regression to achieve
long-term synchronization and using the time base signal in the Global Position System

(GPS). The timestamp is the economic and effective means to resist the replay attack in
WSN.
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6.2.4. Security Against Insider Attacks

In the proposed scheme, Sink computes and distributes different private keys

(susri ADs, s2s1i ADer, S3810) o various CHs. Thus, the adversary CH cannot get the

information including the private keys of the other CHs. Furthermore, if we assume that
an adversary CM who has registered as “Mi can obtain S5 ADs gng S3sfi ADewr from

CHi | However, he/she cannot calculate S3SF from SsSi ADcwij except he/she can solve
the DLP assumption. Thus, our scheme destructs the attack conditions as Step H1 and

Step ML1. As a result, the scheme prevents the adversary to generate the temporary key K

and the session key sK in sequence. Therefore, the proposal could withstand the insider
attack. It should be noted that Sink has an enough computing power as a data concentrator
node. Although our proposal increases the computation cost of Sink, the advice is feasible
to WSN.

\ 2
6.2.5. Security Against Impersonation Attacks ?“

To impersonate CMi {0 Sink, an adversary has to Ygenperate Q! message

M1={ADcmq, T1,R1,Rs,V1,V 2} where V2= H2(siSri ADs, Dewmi, 1,V1)  The

adversary cannot compute V2 because the value CM' are private
key of CMi . Therefore, the adversary cannot im ate M\/ ink. To attack Sink

to CMu an adversary has to generate a LVaRERST here
V3 =Ha3(siSrk ADs, S3Srk ADcema, Rs™, R1', T Wlth nowledge of SiST AD:s and
Sasric ADews | an adversary cannot e adversary cannot impersonate
Sink to CM“ . To |mperson e to CM“ adversary has to generate a legal
message M3_{ADCM Ia authentication value

Va=Ha(k", ADows, ADcwses) The cannot compute V4 since he/she does not

know the temporary Ther e, the adversary cannot impersonate CMi o CMu

6.3. Securit |son
We co the scheme with Lee and Kim’s scheme and Guo et al.’s

scheme in terfms of sec properties. Similar to the Kim’s work, P1, P2, P3, P4, P5 and
P6 denote the ke ement, the authentication, the impersonation attack, the key
freshness, the r tack and the insider attack, separately. According to Table 2, we
can conclude thgt the proposed scheme delivers a higher level of security compared to
related w

& '
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Table 2. The Security Comparison

Ours Lee and Kim’s Kim’s[24] Guo et al.’s [8]
[7]

P1 Provide Provide Provide Provide

P2 Provide Provide Provide Provide

P3 Resistance Resistance Resistance Resistance
P4 Resistance Provide N/A N/A

P5 Resistance N/A N/A N/A

P6 Resistance N/A N/A N/A

7. Conclusion

We discuss several security weaknesses in the paper under a new security mo eIW’
is an adversary who can legally get the private parameter of CM or CH and ¢ e
channel between two CMs in the attack model. After that, we point/o e two
weaknesses of Lee and Kim’s scheme [7] in our model. Then we propos nhanced
scheme based on the bilinear pair to overcome these we s. Ou posal increases
its security strength by using the Sink nodes. The forthcori orkai
proof method of the key agreement scheme in WS we ashieveN'in the real sensor
hardware environments. (\/
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