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Abstract 

In wireless communication networks, the reliability is greatly important that it is 

independent of the radio transmission approach, unfortunately due to the failure-prone 

nature of wireless communication networks, the ability of providing a stable link and 

consistent quality of service (QoS) to end-users is a key issue. Currently credit-based 

reliability system becomes a very important security mechanism in the wireless adaptive 

communication network. This paper introduces a credit-based reliability service model 

which uses the credit space expressed by the WATCHDOG mechanism so as to access the 

wireless self-organized network. In this model, the transformation from credit space to 

reliability space is proposed and the key characteristics are revealed. Experiments are 

carried out to examine the proposed model. It is observed that, the proposed model is able 

to evaluate the service value under the credit-based reliability capacity. 
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1. Introduction 

In wireless communication networks, the reliability is greatly important that it is 

independent of the radio transmission approach [1]. However, due to the failure-prone 

nature of wireless communication networks, the ability of providing a stable link and 

consistent quality of service (QoS) to end-users is a key issue [2-3]. In the wide definition 

of QoS, the reliability service is included [4-5]. That means in an adaptive wireless 

communication network, the service from the self-adaption grid is reliable, which is a 

basic to implement the wireless network. Unfortunately, the service reliability and 

security cannot be solved only considering the encryption and verification techniques, 

which are widely used to improve the network stability and data integrity through using 

the cryptography to evaluate the data [6-9]. Using this approach, the data confidentiality, 

tamper-resist, user authentication, and data safety could be ensured during the running of 

wireless communication network [10]. When facing the challenges of special 

characteristics of network and violation behaviors, it is very difficult to implement. 

Currently credit-based reliability system becomes a very important security mechanism 

in the wireless adaptive communication network [11-12]. In the service-oriented wireless 

network architecture, the functionalities in each node are provided in the forms of 

services. How to evaluate the services provided from the nodes is crucial to keep the 

reliability of a wireless communication network. The reliability of wireless network is 

different comparing with the security issues, which focus on guaranteeing the anti-

eavesdropping, tampering, and reality of the data transferred over the wireless channel. To 

ensure the network security, encryption and decryption technology, data masking, and 

backups are used [13-14]. However, these methodologies are not capable for solving the 

service reliability of the nodes in a wireless network. For example, due to the adaptability 

and distributed feature of wireless network, there are several new challenges: if some 
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physical nodes are attacked intendedly so that the nodes could be used for controlling the 

other nodes without surveillance of the abused operations. Moreover, the inaccurate data 

or violations could be misused to mislead the served nodes. 

Except the hostile attack to the nodes in wireless network, the system is easily 

influenced by the errors. For example, there will be several uncertain errors from the 

wireless devices and sensors. In these cases, these nodes in the wireless communication 

network cooperate with the event management may trigger poor performance or violation 

behaviors. These errors cannot be solved by the verification and encryption & decryption 

technology. Thus, a reliability service model may solve the challenge.  

This paper introduces a credit-based reliability service model which uses the credit 

space expressed by the WATCHDOG mechanism so as to access the wireless self-

organized network. In this model, the transformation from credit space to reliability space 

is proposed and the key characteristics are revealed. The credit includes two parts: 

reputation and trust. In the distributed computer network system, the reputation is defined 

as “A reputation system computes and publishes reputation scores for a set of objects (e.g. 

service providers, services, goods or entities) within a community or domain, based on a 

collection of opinions that other entities hold about the objects.” [15]. Trusted Network 

Connect or TNC is an open architecture for Network Access Control, was originally a 

network access control standard with a goal of multi-vendor endpoint policy enforcement 

[16]. There are several characteristics of the credit-based reliability: 

1. Dynamic: reliable establishment in a certain time, based on the context of which 

changes with changes. Because this reliability is a dynamic change in the evolution 

of this evolutionary process may be one of evolution toward reliability, there may 

evolve toward one party does not reliable, the key lies in the context of 

environmental factors and a given time period. 

2. Context: the existence of trust and specific context is directly related to, on leaving 

the specific scenarios, there is no sense of the reliable environment. 

3. Subjectivity: reliability is an entity to another entity to make a subjective judgment, 

because of the different entities, standard, experience different, given the trust 

criteria are different. 

4. Measurability: reliability under the circumstances reputation, the reputation of the 

subjective feeling can be quantified. 

5. Weak-way transitive: it is general believed that the reliability has not fully 

transitive, such as A trusts B, B trusts C, A relies on C cannot be worked out. 

However, under certain constraints, such as a trust group, the trust has certain 

transitive. As recommended or "second-hand information" is the way a typical 

spread of reliability is reflected in the form of transitive trust. 

6. Asymmetry: in the reliable system, reliability is unilateral, usually asymmetric. In 

addition, the level of reliability is generally not equal to the level of reliability. 

7. Fuzziness: reliability is uncertain, unclear and inaccurate and other natural 

attributes. 

Based on the analysis of credit reliability, in order to ensure the reliable service 

and the trust relation between each established service nodes, this paper proposes a 

trustworthy service network model. This model uses WATCHDOG mechanism to 

keep the observed behaviors from neighboring nodes to build up the credit system. 

By using the dimidiate credit value, the trust from neighboring nodes could be 

obtained. 

The rest of this paper will be organized as follows. Section 2 presents the 

established credit space based on the WATCHDOG mechanism. Section 3 
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2. Credit Space 

The credit C
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 from the collected data could be established and the reliability 

value 
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. Due to the hostile attack or hardware defects, several results 

cannot be recorded. This section presents the established credit space, reliability 

degree and reliability space. 

 

2.1. Credit Space 

The credit space is based on the data captured by WATCHDOG mechanism, each 

of which has a module to execute a specific function. In the wireless network, each 

function controls a possible event. ,p n  present the positive and negative amount 

respectively. The credit space is defined as a two integer space R S N N  , whose 

element is unique one to one relation ,p n   value. 
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2.2 Reliability Degree 

Assume that a node A  sends some messages to the neighboring node B  with the 

message amount t . During the transmission, some information is received correctly, 

while some is missing. If there are p  numbers of message received correctly, the 

successful sending rate is /p t , the certainty factor (CF) is 1c  . The reliability 

degree based on the credit could be defined as follows. 

Definition 2. Reliability degree. Based on the credit ,p n  , it is defined: 

1 ( 1) !1
| (1 ) 1|

02 ! !
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p n p n
x x d x
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c p n

 
        (3) 

Where ,p n  and t p n   present the positive, negative, and total result.  

 

2.3 Reliability Space 

Definition 3. The reliability space ( , , )T S pt n t u t  meets the under condition: 

, , 0

1

p t n t u t

p t n t c

p t n t u t

 


 


  

         (4) 

Where , ,p t n t u t  represent the positive reliability value, negative reliability value, 

and uncertain reliability value. Let ( , ) ( , , )T p n pt n t u t  denotes the transfer from the 

credit space to reliability space, then, 

( ( , ), ( , ), ( , ))T pt p n nt p n ut p n        (5) 

, ,p t n t u t  meets the condition:  
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If the reliability is 1, the positive reliability value is 
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 is the expectation value of positive possibility. 

 

 

Figure 1. Analysis of , ,p t n t c  and u t  

 

3. Analysis of the Credit-Based Reliability 

Based on the definitions from Section 2, this section analyze the qualitative aspects of 

the credit-based reliability. The positive, negative, and total results, positive and negative 

reliability value and uncertain reliability value are detailed discussed. 

 

3.1 Analysis of Scenario 1 

If the positive and negative results are 0, the positive and negative reliability are 0. The 

uncertain reliability value is 1. From the definition of reliability degree, if the values of 

,p n  are 0, then, 0c  . According to the definition 3 reliability space, p t  and n t  are 

0. Thus, 1u t  . 

Assume that the proportion 
1

2

p
m
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 is fixed, then when t p n   increases, 

, ,p t n t c  increase too, and u t  decreases. The following Figure 1 shows the trends of 

, ,p t n t c  and u t . 

According to the definition 2 and 
1

2

p
m

p n




 
, we can get: 



International Journal of Multimedia and Ubiquitous Engineering 

Vol.11, No.5 (2016) 

 

 

Copyright ⓒ 2016 SERSC      323 

( 1) !1 2 1 2 1
| (1 ) 1|

0
( 2 1) !( 2 1) !

( )
t m t m t m t m

x x d x
m t m t m t m

c t
     

 
    

    (7) 

0t  , let '( ) 0c t   could be proofed the above equation. From the Figure 1, when 

0 .2 5m   is fixed, total results increase, then positive and negative and reliability 

value increase, while the uncertain reliability decreases.  
 

3.2 Analysis of Scenario 2 

When the total results are fixed, when the positive result increases, the negative 

reliability decreases. When p n , along with the increasing of positive result, 

reliability value increases too. When p n , reliability degree will decrease when the 

positive result increases. When p n , the reliability value is minimum. 

When p n , uncertain reliability decreases as the increasing of positive result. 

When p n , uncertain reliability increases along with the positive result increases. 

When p n , the uncertain reliability reaches the maximum value. Figure 2 presents 

the trends in scenario 2. 

 

 

Figure 2. Trends of , ,p t n t c  and u t  

According to the definition 2 and t p n  , then we can get 
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Finally we can find that when 2 p t , '( ) 0c p   and when 2 p t , '( ) 0c p  . While, 

when 2 p t , '( ) 0c p  .  

 

4. Credit-Based Reliability Service Model 
 

4.1 Trust Service Wireless Network 

Trust service wireless network (TSWN) runs on a device in each agent node which 

uses supervisor mechanism to monitor the node behaviors under the signal range. Figure 3 

presents the four architecture of the TSWN and supervisor mechanism. 
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Figure 3. TSN Architecture 

The supervisor mechanism is divided into three steps: (a) data collection: the agent 

nodes use the fixed time window to keep the behaviors’ data; (b) data check: the collected 

data is put into different function modules such as DFRouting and DFProcess, which are 

responsible for monitor the transfer behaviors and service executions; (c) status 

classification: the positive and negative behaviors based on the defined reliability value 

are classified and counted. 

 

4.2 Proposed Model 

The model under the TSWN is established by calculating the following formulation: 
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( )p n  is the sum of 
c u r

p  and ( ( 1), ( 1))
1

f p n n n  , where 
c u r

p  is the positive result 

under the time window. ( ( 1), ( 1))
1

f p n n n   is the reliability value which is related to 

( 1)n n  .  

The model calculating the reliability and the node could circulate values through two 

steps. Firstly, the circulation approach could be determined. When the agent node finishes 

the calculation of the reliability, the value could be sent out in the next window initiation. 

Within the signal receiving area of the network nodes, the reliability value could be 

received and the nodes could work out whether to collaborate with the neighboring nodes. 

Secondly, the circulation approach could be driven. If the value of reliability is less than 

the pre-expected value of the threshold from the agent nodes, the nodes will stop the 

calculation of the reliability values. If the nodes are considered to be cooperated with, the 

hostile attack maybe used for hack the nodes which will make the network unstable or 

untrustable.  

 

4.3 Attack Analysis 

This section reports on an example to consider an attack under the TSWN. Assume that 

the attack follows four steps: (1) in the previous 5 time windows, 50 times good 

performance is worked out; (2) in the second 5 time windows, hostile attacks are 

performed; (3) during the third 5 time windows, it stops; (4) in the final 5 time windows, 

it performs good. The following equations are used for calculating the reliability 
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Figure 4. Reliability Along with   

Figure 4 presents the different reliability value along with  . Several 

observations could be obtained from the example of attack. First of all, when (10) 

has a bigger   value, for instance, when 0 .9  , in the step (2), the reliability value 

is greatly increasing comparing with 0 .1  . That means, using the model, it is 

easily to find out the hostile attack. The credit-based reliability service model could 

figure out the attacks to improve the services in a wireless network. Secondly, when 

the 0 .1  , in the first 5 time windows performance, the reliability value is a little 

bit less than when 0 .9  . However, at the last step, the value is bigger than when 

0 .9  . Thus, the   will significantly influence the system reliability service in the 

evaluation. When we carrying the evaluation, the bigger value of   should be 

considered. 

 

5. Experiments and Analysis 

From the above establishment of the model, nodes in the wireless communication 

network may spend long time for interacting with each other to build up a friendly 

relationship so as to get high reliability degree to ensure the reliable service. Under this 

model, few hostile behaviors will ruin the built up reliability value. The key value of   

will greatly influence the evaluation of the reliability service. In the experiment, we 

examine the equation (10) by converting into: 

( ( 1) , ( 1)) ( 1)
1

( ( 1) , ( 1)) ( 1) (1 )
2
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     (11) 

(11) is used for examining the impact of   on reliability value. Figure 5 shows 

the experiment results with 0 .1   
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Figure 5. Impact of   on Reliability 

After using the (1 )  to replace   in 
2

f , it could be found from Figure 5, at the 

phase 2, the reliability value decreases sharply. When the nodes in step 4 perform 

good, the positive reliability value increases slightly that because in the phase 2, the 

hostile behaviors will be kept in the model. It implies that the reliability value will 

be greatly affected by  . The service of the network could be evaluated through the 

value of  . 

In the experiment of validation of the proposed model, this section studies two 

scenarios: (1) node 
i

x  and 
j

x , the reliability between them is 
i j

P T  which is used for 

determining and analyzing the collaboration standard. (2) a node 
j

x  owns several 

neighboring nodes , , , ,x x x x x
A B C D E

. 
j

x  is a confliction behavior attack. If the node 

j
x  performs hostilely, under the TSWN, the reliability value decreases sharply. 

When the perform of the nodes is good, the reliability may increase slightly. Figure 

6 presents the results from the simulation. 
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Figure 6. Experiment Results from Simulation 

From Figure 6, since the hostile behavior data is kept, the reliability value then 

may be more reasonable by considering the historic data. In the time window 14, for 

example, the reliability is lower than that in the window 13. Because in the time 

window 14, the reliability value is bigger than in 13. From 6-10, the nodes have 

some hostile behaviors, so the reliability increases slightly after the nodes performs 

normally. The simulation of 
j

x  has hostile behaviors to ,x x
D E

. Then the reliability 

reaches the lowest value. It is observed that, the proposed model is able to evaluate 

the service value under the credit-based reliability capacity. 
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6. Summary 

This paper introduces a credit-based reliability service model in wireless 

communication networks. The definition of credit space and reliability space are 

defined by using the WATCHDOG mechanism to evaluate the reliability value and 

the trusted behaviors in the network. As the wireless network application in our 

daily life, the accurate, reliable, and credit-based service is very important. Thus, 

the supervisor mechanism is adopted for enhancing the proposed model reliability 

service. 

Future work will be carried out from several aspects. Firstly, this paper only talks 

about the hostile attack in the wireless communication network. Actually in 

practice, there are many types of attacks like vulnerability, misuse, etc. How to use 

the model to evaluate such attacks? The further research should be carried out. 

Secondly, more nodes could be examined by the model since this paper only 

considers limited nodes in the wireless network. Finally, the model could be 

extended to valuate other reliability such as information transfer in TCP/IP wired 

network or cables. 
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