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Abstract

These days, most of the important features of advanced metering infrastructurwl\ﬁl
have already been developed and many AMI devices have been tested in the fi? well.
However, some security issues still remain unsolved. This paper presentgangoverview of
AMI entities, smart meter, DCU, and MDMS, and then prgpases m entication
scheme and data exchange schemes between them. Mor ‘%rtaml has not been
considered in any authentication scheme until this I enno
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be adapted easily to the field-testing of the AMI c¢ nts f ing their security.
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1. Introduction

As the demand for saving gn ncrea nagmg energy efficiency has also
become more important. Thig has ted incr d interest around the convergence of
smart grid and ICT technology. 1t is pos o exchange two-way information through
convergence systems of the existin network and ICT technology by using the
smart grid technology has a tributed to improving energy efficiency and
developing a new i servic which considers consumers' requirements and energy
consumption pat coll rious information rapidly using smart grid. Despite
these benefn@ grid stlll a Need to be protected from cyber-attacks that occur in
such environ s wh rmation is exchanged using ICT-based network systems [2-

grid. The AMI jpdastructure is composed of home devices, smart meters, DCU (Data

Concentration, U and MDMS (Metering Data Management System) as shown in

Figure 1. &%wer, most proposed authentication schemes have not considered DCU,

only com@ g instead of devices, smart meters, MDMS so far. In the AMI environment,

thegc@icts as an intermediary that sends information collected by each smart meter on
r

There are vanou; re authentication schemes in the AMI infrastructure of the smart

evices to the MDMS.

e are many possibilities for the occurrence of security breaches, because the DCU
is an important entity with the role of collecting and transferring information. Therefore, it
is fundamental to consider a secure DCU authentication scheme in the AMI environment.
This paper proposes a secure authentication scheme in order to resolve the security
problem mentioned above.

In particular, the proposed scheme puts emphasis on sending messages securely, all
along communication areas of the AMI, through mutual authentication between all
entities: the smart meter, DCU, and MDMS. Examples of security threats that may arise
between the smart meter and the DCU include the occasion of the smart meter sending
information to an improper DCU, or the DCU receiving information from fake smart
meters with unverified identities.
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Figure 1. Gener%‘)&%iteﬁ%%&AMl Entities [8]
C

In order to mitigate sec isks that
DCU, we propose an addimal mutual a
the DCU, as a method t SS Sec

This paper cont i@ntrodu tﬁ%ﬁa n Chapter 1, and covers the related research in
Chapter 2. In C \q , this p%: proposes the protocol for transmitting metering
information etwee?h@ art meters, the DCUs and MDMS as 6 steps, and
describes ab e pro@g be performed at each step. Chapter 4 provides the analysis

cur between the smart meter and the
tication step between the smart meter and

a

of the proposed securi me and protocol. Finally, we discuss the conclusion and
future research in Ch

2. Related ﬁ@

2.1. AMI@ponents

n in Figure 1, the AMI infrastructure is composed of devices in HAN area,
S eters, DCU that collects metering information produced by each smart meters,
and MDMS that transmits data collected by each DCU to the upper level system of power
companies [9-10]. Exchanging the indoor information between devices in the AMI
environment has performed by using wire or wireless communication. HAN is what they
call the technologies for managing communication networks.
PLC (Power Line Communication), ZigBee wireless communication, Ethernet are
using for communication in HAN area [11]. The NAN (Neighborhood Area Network) is
used between the smart meter, DCU, and MDMS.

2.2. KL Scheme [9]

KL scheme is the method to authenticate and check after generating required
information based on the security of N value, which is stored both of device and smart
meter after encrypting private N value generated in device [12]. While there is mutual
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authentication between a device and a smart meter, the device sends an authentication key
to infer random value R, which is included in private value N generated during the
registration phase to the smart meter.

This scheme makes the value of P unexposed and infers the value of N. In this scheme,
mutual authentication is performed by using P” and V’ generated through composing the
data and prior information of the device in the smart meter. Non-repudiation is possible
while the mutual authentication and data transmission between the smart meter and the
MDMS is performing, since the smart meter sends the private key made by using its own
MAC address and the private value operated with hash function.

The MDMS receives the encrypted information from the smart meter and sends back
its own ID to the smart meter, thereby the smart meter is able to identify the ID of the
MDMS and send the metering information to the correct MDMS. Further infor ton en
the registration and authentication phase between the device, smart meter and%’

KL scheme can be found [9]
2.3. The Vulnerability Analysis of KL Scheme [12] A%a QRC?

KL scheme is designed to perform authentication \1 tr on between the
device and smart meter with the state of fixin e valge N be used in every
session. Thus, if there are cases using the pubI ey or N e of N is inferred, a
malicious attacker has vulnerabilities about ard secu |ty at are able to know the
value to be transmitted completely in the se@

Forward security means that mali attacke \ prevented from tracing the
confidentiality of past conversatlon thou N@know the present information by
succeeding to attack. KL sc tees tr{y ity by exchanging the private value
of N in the registration phasa‘@ ce and sma meter However, if malicious attackers
obtain the value of N or symmetric key |II be able to infer the private value of N.

That is, it means that it ha@e vuIn to expose the past history, information, and
conversation.

2.4. The Vul NAna %Y Scheme [8]

The JY e tht presented in 2015 is very significant in the point of
considering the DCU f first trial in AMI environment. The stability of JY scheme
has been increased, JY scheme is designed as a security scheme that enables the

for the first time omestic area.

The Mmeygenerates Np using the private value of the DCU, transmits encrypted
mformatlmr ng the key from the DCU, and completes the registration phase. The DCU
genera necessary information for mutual authentication using the received value in

ation phase and transmits it to MDMS.

MDMS authenticates the DCU using the received information from the DCU,
generates other information for authentication and sends it back to the DCU. When the
registration and the authentication is performed for both of the smart meter and the
MDMS, the DCU, which existed between two sections, doesn’t save information
generated in the registration phase.

The smart meter generates the metering information encrypted using the key, which
makes it possible to encrypt and decrypt only between the smart meter and the MDMS.
The smart meter then transmits the double encrypted metering information using the key
generated from each the DCU and the MDMS to the MDMS.

mutual authentic‘@' d key exchange in the AMI environment, considering the DCU
d
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3. Mutual Authentication Scheme between All AMI Entities in Smart
Grid Environment

3.1. Term Definition

S:Smart Meter

D : Data Concentration Unit

M : Meter Data Management System
MSG : Metering data

ID,:ID of =

R, : Random Number of *

MAC, : MAC Address of »\)°
T, :Time Stamp of *

KS, : Private Key of * Y’
KP, : Public Key of * o 6
K, ., :Symmetric Key between = and *' \‘% ’@

h( ):Oneway hash function

E( ):Encryption function Q ; V
D( ):Decryption function X
| :Concatenation Operation Q . %

@ : XOR Operation

3.2. Mutual Authentication Sc%e%oem@g)AMl Entities in Smart Grid

Environment ﬂ
The proposed scheme performs a mut a?ithentication between a smart meter and a
DCU, aDCU and a MDM@ smart Llrkv nsmits the generated key Ks , encrypted by
he DCU generates and stores the secret value

the smart meter’s &u@y to the

X encrypted by t ’s privat§ key. The DCU then generates N by using the MAC
address of the Q?; nd t j% value, and transmits the value encrypted by the
symmetric k of the smaremeter to the smart meter. The smart meter gets the secret
value and the Cad ng the DCU by decrypting the value received from the DCU,
and then the registrati se is completed finally.

A registration p etween the DCU and the MDMS is performed similarly to the
registration pha ween the smart meter and the DCU. The DCU transmits the
generated key Kp 3 encrypted by the public key of the DCU to the MDMS. The MDMS
stores the ed secret value X, encrypted by the MDMS’s private key for the DCU.

The éJ S transmits three values encrypted by the symmetric key of the DCU K, y
to . The above three values are the MAC address of the MDMS, the time stamps
0 DMS and the N value generated by performing the XOR operation of MAC, and
the secret value X,,. The DCU finishes the registration phase after storing the decrypted
two value of MAC)y, and X , from the MDMS.

In the registration phase between a smart meter and an MDMS, the smart meter
generates K 5, and transmits Ks ,, Ts, MACs of the smart meter encrypted by symmetric
key KPy of the MDMS. The MDMS stores MACs and K, through decrypting
transmitted three values.

The MDMS transmits the MAC Address MAC,, and the time stamp T, of the MDMS
encrypted by the symmetric key Ks ,, of the smart meter. The smart meter finishes the
registration phase after storing MACj if the time stamp would match the values that are
decrypted by the symmetric key. The above three values are the MAC address of the
MDMS, the time stamps of the MDMS and the N value generated by performing the
XOR operation of MACp, and the secret value Xp,.
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Mutual authentication is performed after exchanging keys securely among three
devices. Mutual authentication is performed between a smart meter and a DCU, a DCU
and a MDMS, a smart meter and a MDMS, and the method of authentication is performed
similarly.

For example, the smart meter generates its ID by applying the XOR operation to the
random value, the secret value received from the DCU, its MAC address and time stamp,
in the mutual authentication phase a smart meter and a DCU. The smart meter generates V
that has encrypted the random value, its MAC address and time stamp by using the
symmetric key and transmits its ID, V and its MAC address to the DCU.

The DCU checks the MAC address it received by using V and generates W of
applying a hash function to Rg, Xs and Tp, if the DCU compares the random value
gotten by using the ID of the smart meter and the random vale of the smarfymeter.
After checking the values, the DCU transmits W and its time stamp TD art
meter. The smart meter finishes the authentication phase after comp esult
by performing a hash function to the value recelved rom the D @ e value
generated by itself. ég

The smart meter makes secret metering data, SM en real métering data and
its timestamp with symmetric key, Ks », and ther@ﬁs S MAC address to
DCU. The DCU then encrypts SM, MACs, Ty g Kp ich is the session key
between the DCU and MDMS, and the CU sen to MDMS. Finally,
MDMS decrypts the real metering data u@ 891\4 , and validates all data.

3.2.1. Registration Phase between %Dnart% d the DCU

Registration phase betweme&rt Met the DCU procedures are shown in

Figure 2.
o & {'3

7 VI

t @ D(Ks p, B (KPp, MACs | Ks p Il T5))

Creates X, secret value for 1D,

,& Stores MAC;. Ky 1. X
E(Ks p, NI MAC, I T, ) N = MAC; @ X;

AL |
D(Ks » @, N Il MAC, 1 T))

S
Stolgs X, MAC,

Figure 2. Registration phase between the Smart Meter and the DCU

(1) The smart meter generates Ks p the value generated by performing the XOR
operation of identifier IDg of the smart meter and a random value R and applied a
hash function. The smart meter encrypts the symmetric key K p between the smart
meter and the DCU and the MAC address with the public key of the DCU and
transmits to the DCU.

Smart Meter: Creates Ks , = h(IDs © Rs)

1
Smart Meter — DCU: E(KPp, MACs Il Ksp Il Ts) @
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(2) The DCU decrypts the message from the smart meter with K¢ , and MAC address
of the smart meter MACs. The DCU generates and stores the secret value X for
the smart meter identified IDg. The DCU encrypts and transmits to the smart meter
N generated by performing the XOR operation with MACs and X, a MAC address
of the DCU MAC)p and a time stamps of the DCU Tp with the symmetric key
Ks D.

DCU: D(Ks p, E (KPp, MACs || Ksp Il Ts))

DCU: Creates X, a secret value for /Dg

DCU: Stores MACs, Ks p, X, 2
DCU: N = MACs @ X, .
DCU — Smart Meter: E(Ks p, N || MACp | Tp )

smart meter gets the secret value by performin ith N and
MAC; and stores X, and MAC)p,.

Smart Meter: D(K , E(Ks p, N, @D I TD x)
Smart Meter: X = N 69
Smart Meter: Stores XS,
3.2.2 Mutual Authentlcatlo Ween & art Meter and the DCU
m

Mutual Authentication p betwee art Meter and the DCU procedures
are shown in Figure 3. QJ

e —— \Q p—
| Smart Meter }} ﬁ e |
IDs = Ry @ h(,mcs TSQ :

V=E(Ks p R ACp I Ts 1Ds, V, MACs

(3) The smart meter decrypts the received data from%l(} Q:@(s p- The

3)

Ry = IDs@® h(Xs @ MACs @ Ts)
V' =D(Ks p E(Ks psRs 1 MACy || T5))
Rg =7 RL

W=hRs ®Xs DT
W, (Bs © X5 © Tp)

Figure 3. Mutual Authentication phase between the Smart Meter and the
DCU

(1) The smart meter generates IDg by performing the XOR operation with Rg and the
result of applying a hash function to Xg, MACs and Ts. The smart meter generates
the value V that has encrypted Rg, MAC), and Ts with the symmetric key Ks . The
smart meter transmits IDg, VV and MAC; to the DCU.

Smart Meter: IDg = Rs @ h(Xs & MACs ® Ts)
Smart Meter: V = E(Ks p, Rs Il MAC Il T ) (4)
Smart Meter — DCU: IDs, V, MACj
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(2) The DCU decrypts V by the key Kgp gotten by using MACs stored in the
registration phase. The DCU confirms its MAC address by using the value V. The
DCU generates W of applying a hash function to R, X5 and Tp, if the random

value Rg gotten by IDg and Ry are equal. The DCU transmits W and its time stamp
Tp to the smart meter.

DCU: R; = IDs @ h(Xs @& MACs & Ts)

DCU: V' = D(Ks p,E(Ks p, Rs Il MACy || Ts))

DCU: Ry =? R} ®)
DCU: W = h(Rs @ X5 @ Tp)

DCU — Smart Meter: W, Tp

(3) The smart meter generates W' of applying a hash function to T, XS and
finishes the authentication after checking whether W."and W a @ r not

Smart Meter: W' = h(RS D Xs D \ V (6)
Smart Meter: W =? W'’ é)

3.2.3. Registration phase between the the M
Registration phase between the DC e M%}ocedures are shown in Figure

g\

E(KP, CD Il Kp a ll Tp)

O b@) D(KSy, E(KPy, MAC, Il Kpay Il Tp))

Creates Xj, secret value for 1D,
(b“ Stores MACp, Kp , Xp

,& N = MAC, ® X,

QXLV E(Kppy NINMAC, I Ty )

D MJE(KD ar NI MAC | Ty )

=N @ MAC,
Stores Xp, MACy

Figure 4. Registration phase between the DCU and the MDMS

(1) The DCU generates Kp, 5, of applying a hash function to the result by performing
with ID,, of the DCU identifier and a random value R,. The DCU encrypts its
MAC address MACp, Kp  and T, by the public key KPy and transmits to the
MDMS.

DCU: Creates Ky yy = h(IDp © Rp )

7
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(2) The MDMS decrypts the value from the DCU by its private key and stores Kp,
and MACp of a MAC address of the DCU. The MDMS generates and stores the
secret value for the DCU. The MDMS generates N by performing the XOR
operation with MACp, and the secret key X,. The MDMS encrypts N, its MACy,
and Ty, by the symmetric key K}, ,, received from the DCU and transmits it to the
DCU.

MDMS: D(KSy, E(KPy, MACp | Kp Il Tp))
MDMS: Creates X, , a secret value for ID,
MDMS: Stores MACp, Kp p, X (8)

MDMS: N = MACp ® X,, x)
MDMS — DCU: E(Kp 4, N I| MACy || Tpy)

(3) The DCU decrypts the message from the MDMS byxthe sym VQ@/ Kp p and
stores MAC,,. The DCU generates and stor Aby p%ng the XOR

operation with N and MAC)p.
DCU: D(Kp y, E(Kp m» N I M, Q

DCU: X, = N @ MAC,

)
DCU: Stores X, MACy, .\Q \c‘)

3.2.4. Mutual Authentication haé&p%veen@}% and the MDMS
hdsﬁﬁ a

Mutual Authentication p etween th nd the MDMS procedures are shown
in Figure 5. %

{ MDMS |
IDD = @ b & MACD §
Rpll f@ 1p)
16’ 1Dy, P, MAC,

'& Rp = IDy @ h(Xp & MAC, ® Ty )

P = D(Kp 3, E(Kp ag, Rpll MAGy Il Tp))
Rp =? R,
Q@ =hRyDXp DTy)

%

Q" =h(Rp B Xp B Ty)
Q=1¢ |

Figure 5. Mutual Authentication Phase between the DCU and the MDMS

(1) The DCU generates 1D, by performing the XOR operation with R, and the result
of applying a hash function to X,, MACp and Tp. The DCU generates the value
that has encrypted Rp, MAC), and T, with the symmetric key Kp . The DCU
transmits IDp,, P and MAC/, to the MDMS.
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DCU: P =E(Kp u, Rp Il MACy Il Tp) (10)
DCU — MDMS: IDp,, P, MAC,

(2) The MDMS decrypts P by the key K \ gotten by using MAC,, stored in the
registration phase. The MDMS confirms its MAC address by using the value P.
The MDMS generates Q of applying a hash function to Rp, Xp and Ty, if the

random value R}, gotten by ID, and Rj, are equal. The MDMS transmits Q and its
time stamp T, to the DCU.

MDMS: R}, = IDp, @ h(Xp, & MAC, © T )
MDMS: P’ = D(Kp u, E(Kp p, Rp | MACy Il Tp))

MDMS: R, =? R}, (112)
MDMS: Q = h(Rp @ Xp @ Ty) 6
MDMS — DCU: Q, Ty, .
(3) The DCU generates Q' of applying a hash@l nd Xp and finishes
the authentication after checking whether dQ r& from the MDMS are
equal or not.

DCU: Q' = h(Rp @XD@& 12
DCU: Q' =Q ,& \Q) (12)

3.2.5. Registration phase between the Smart%&r and MDMS
Registration phase bet\%n the S% er and MDMS procedures are shown in

Figure 6. .® \‘

|
Ks m = h{ DSQRS ) b@

(VT E(KPy, MAGSI| K; Il Ty)

A 4

0 D(KSy, E(KPy, MACs Il Ks Il T5))

\Ly Stores MACs, Ks
D

< E(Ks gy MACy Il Ty )
@4' E(Ks gy MACy Il Ty )
Stofes MAC,

Figure 6. Registration phase between the Smart Meter and MDMS

(1) The smart meter generates Ks j, of applying a hash function to the result by
performing with IDg of the smart meter identifier and a random value Rg. The
smart meter encrypts MACs, , Ks and T by the public key KP,, and transmits to
the MDMS.

Smart Meter: Ks s = h(IDs © Rs) (13)
Smart Meter - MDMS: E(KP,,, MACs || Kg Il Ts)
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(2) The MDMS decrypts the message from the smart meter by its private key and
stores Ks  and MACs of a MAC address of the smart meter. The MDMS encrypts
its MAC), and Ty, by the symmetric key K ,, received from the smart meter and
transmits it to the smart meter.

MDMS: D(KSy, E(KPy, MACs Il Ks,, II Ty))
MDMS: Stores MACs, Ks i (14)
MDMS — Smart Meter: E(Ks p, MACy |l Ty)

(3) The smart meter decrypts the message from the MDMS by the symmetric key
K y. , If the time stamp values are equal then the smart meter stores Cy 0
the smart meter and finishes the registration phase.

Smart Meter: D(Ks v, E(Ks y, MACy I TMR . Q)C?E (15)

Smart Meter: Stores MAC,, \
3.2.6. Mutual Authentication phase between @%t ter the MDMS and
Transmission of Metering Information

Mutual Authentication phase between ?Sma.rt % and the MDMS and
Transmission of Metering Information F@ tion phasi tween the Smart Meter and

MDMS procedures are shown in Figur
<2 (&\\@ ........... .

Smart Meter QQ) bCU

I
§o

SM = E(Ks o MSG I To)_)
[ ]

Q @ E(Kp pr, SM I MAG | Tp), MAG,

'
O @ Finds Kp 4 using MAC,

b D(Kp 3, E(Kp s, SM 1| MACs II Tp))
(b" Finds Ks p using MACs
D(KS,Di SM)
@ Stores M
I
Figur@lutual Authentication Phase Between the Smart Meter and the
Q MDMS & Transmission of Metering Information

%)The smart meter generates SM that has encrypted its metering information
and its time stamp Ts by the symmetric key K5 ;. The smart meter transmits
SM and MAC; to the DCU.

SM: SM = E(Kg 3, MSG || Ts) (16)

SM—DCU: SM, MACs

(2) The DCU transmits its MAC address MAC;, and the message that has encrypts
SM,MACg and T, by the symmetric key Kp » twice to the MDMS. In this
phase, the DCU is impossible to check the SM of the metering information
that has encrypted by the symmetric key Ks ,, between the smart meter and
the MDMS.

420 Copyright © 2016 SERSC



International Journal of Multimedia and Ubiquitous Engineering
Vol.11, No.3 (2016)

DCU—MDMS: E(Kp, 4, SM || MACq |l Tp), MAC), (17)

(3) The MDMS decrypts the message from the DCU by K, ,, gotten by using
MACp. The MDMS decrypts SM from the smart meter by Ks ,, gotten by
using MACs and stores the secure metering information.

MDMS: Finds Kp, 5, using

MDMS: D(Kp u, E(Kp y, SM | MAC |l Tp)

MDMS: Finds Kg j, using MACs (18)
MDMS: D (Ks , SM)

MDMS: Stores M x)

4. Analysis of the Proposed Protocol

The proposed scheme provides mutual authentication throughou t@erall AMI
environment to consider the DCU and the sec ethod ransmit group
messages. The smart meter, the DCU and the MD rat th&metric key to
share the information in the registration phas devi M to register each
other again using the random value used wh ey ar& ting the symmetric
key.

The smart meter guarantees secwitg transn@ the symmetric key and
metering information for mutual aut tion to_the MS using the public key,
the integrity by utilizing the has rated éﬁd the confidentiality using the
secret value X that is encr p@ D %gp V and W values used in each
authentication phase are pm%s rom the ay attack by using the secret value
X_« and the time stamp value génerated y session in the MDMS.

This paper proposed a@tual au 1dation scheme between the smart meter and
the DCU, the DCU«a MDMS} the smart meter and the MDMS in the AMI
environment. The%@rsl compares Rg with Rg, and the smart meter compares W and
W' for mutual aw ticati een the smart meter and the DCU. The MDMS
compares R p and_the U compares Q and Q' for the mutual authentication
between the and DMS.

In the registration between the smart meter and the MDMS, the information
encrypted twice a smitted by the smart meter just passes through the DCU but
is not stored in U. The MDMS decrypts the double encrypted values by using
Kp y and stores the metering information from the DCU since the MDMS
received theNg3 », and K , by MAC, and MACs stored in the registration phase.

ot

guarantees security by prohibiting the modulation of the metering information by
encrypting the symmetric key generated between the smart meter and the MDMS,
the DCU and the MDMS. This protocol has been designed to perform the mutual
authentication between each device and to transmit the group message from many
smart meters in the entire AMI environment.

5. Conclusion and the Future Work

The proposed authentication scheme in this paper is to ensure mutual
authentication and secure transmission of the metering information in the entire
AMI environment considering the DCU. The smart meter and the DCU, the DCU
and the MDMS, the smart meter and the MDMS ensure information transmission
and mutual authentication using the private key generated from each of the devices
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and systems. The proposed scheme provides security against a replay attack using
the time stamp in the registration and the authentication phases.

The metering information from the smart meter to the MDMS via the DCU is
encrypted mutually using the private key generated between the smart meter and the
MDMS, the DCU and the MDMS. The metering information transmitted from the
smart meter to the DCU is impossible to be decrypted because of using the secret
key between the smart meter and the MDMS, even though there would be many
kinds of malicious attacks through the DCU.

This paper proposes the protocol of key exchanging and mutual authentication
considering the DCU that has not been considered in other studies so far. The
efficiency is decreased a bit because of increasing transmissions and the amount of
data, because the proposed scheme adds the registration and authenticatio h ases
for increasing the stability that was not considered in the JY scheme.

However, efficiency decrement by increasing calculation amou s b|g
issue, since accuracy and security are more important than speed @ idering
the characteristics of relationship of the smar tef an CU. The
authentication between smart meter and the DCU h ortant in the
micro-grid environment to be realized shortly. /g roposed s %y\e will be used as
a base technique for the 10T communication curity among each

arantQ $
device in the Home Area Network of the A&nwronmen
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