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Abstract

The environment using multimedia information such as image, audio, and video is
widely applied through the rapid development of the IT environment. The digit W
industry applying this has been developed in a variety of forms. However, co%gh is
subjected to a serious threat as digital content is distributed in quantity with't ead of
the Internet. Also, business model of companies is threatened Largely% ariety of
attacks such as illegal copy and transformation of digh ontent. W this paper, we
propose a hybrid encryption in order to prevent %‘% infarmatién damage by
malicious attacks. The encryption process in two | perforgped Worder to enhance
hiding copyright in the proposed technigue. The big encryp&%/ocess is performs to
prevent exposure and transformation of encr inforrpa jon after encryption performs
using ARIA algorithm for copyright inform&we encry& copyright information like

this improved robustness to several ’o\ ck
technique is confirmed by experiments.

s. T,
‘%
Keywords: Digital Conteﬁ@d Encr%g}Copyrights; Steganography
*
Recently, applicati of m ti,r%ia information is growing rapidly by the wide
spread of Wirelesgr ting d and the rapid development of network technology.

performance of the proposed

1. Introduction

Especially, ent ent-orie digital content markets such as music, image, and
broadcasti @ owing rapidly. Digital content can be applied and distributed through
informatiorncaommunicahi etwork such as the internet, digital broadcasting such as
DTV, and a storage uch as DVD. However, digital content has vulnerabilities that
can be replicate , reproduced by a forgery, and leak easily data by network
eavesdropping.&vder to prepare for this vulnerability, many studies have been
conducted on the, techniques that can fundamentally prevent the illegal content through
technical%as such as watermarking, DRM (Digital Rights Management), and
stegano -@ for digital content. (1-2) However, the strong cryptography for copyright
info @ on is required because many damages by a variety of attacks are caused

aays.

this paper, we propose hybrid cryptography to protect the copyright of digital
content safely and prevent illegal distribution. Two-step encryption process is performed
in order to protect the copyright information safely. In the first step, 7-copyright
information is encrypted using ARIA encryption algorithm. The encryption key used for
the encryption in the process is inputted from the user. In the second step, the process that
mixes and hides randomly the information is performed after the encrypted copyright
information is blocked to two-dimensional array. By doing so, it can improve further the
security by having the complexity than existing blocked encryption algorithm. The
proposed technique was comparative experimented with Chord technique and the
excellent performance was confirmed.
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This paper is organized as follows. Chapter 2 explains the techniques for copyright
protection. The hybrid encryption technique for improve the safety of the proposed
copyright information is described in chapter 3. The performance evaluation of the
proposed technique is performed through experiments in chapter 4. Finally, chapter 5
concludes.

2. Related Works

Digital content security technology enhances security such as Digital Rights
Management (DRM), Data Leak Prevention(DLP) in fear of the technology leakage. The
technique protecting the copyright for the digital content is classified into two types. One
is the technique blocking fundamentally the access of unauthorized user using access
control by encryption technology. The other one is the technique tracking or monitoring
distribution channels after the identification information to the digital content is i serte
or database that extracts the feature information which can identify mdmdnv

0

content is built.

2.1 Digital Content Protection Technology Q&
Protection technology to prevent illegal outflow h II| er that only
authorized users can access to digital content is AS, D CPRM(Content

Protection for Recordable Media) is a copy prote echno t prevents copying
content to other storage medium by encrypﬁtlﬁlltal cogten to a specified storage

medium or device information. (3) CAS(Cofiditienal At ystem) has been used as

copyright protection technology in th |e dlgltal adcasting, etc. It provides

encryption function of broadcasting co nd a WhICh can watch the broadcast

content after only the contract ases assword DRM(Digital Rights
i

Management) is a technolog f@ ving th ing drawback that relies on only
encrypted. (4) If the digital 5%1 copied ther computer, the hidden private key in
the computer or unique ID is changed \e fication process must be again undergone
because of the method u by transl!%n'n the unique ID of the user’s computer or the

ivate key in the computer.
sing the hiding data has been utilized for a variety

of purposes su
i the content’s integrity because encryption is guaranteed

provide su
only prote n the deployment process although it also is a method for digital
i decoded content cannot be protected anymore. (5) However,

content protection a
hiding technolog %be good way to protect content even after distributed because
hiding techno@an satisfy the requirements of a variety of information insert,
toughness, _an onfidentiality. The data hiding technology is classified into
steganographys, and digital watermarking according to the relevance of the inserted
messag he original content. The inserted confidential information in the data hiding
met steganography is no relevance of the origin content and is a means of
ation of only confidential information. However, digital watermarking is that
ge to be inserted and origin content has a close association. The metadata for origin
content or information for the integrity verification becomes the contents of the
watermark.

Steganography transmits the confidential information by hiding to any of the cover
image. This technology makes other people not to recognize the presence or absence of
hided confidential information by changing pixel value of cover image. (6-7) In other
words, it utilizes a method hiding another file in the file. It is a method transmitting by
hiding important data and the third person knows as to transmit general data not important
data. It is more secure than encryption because the fact that data transmitting to the third
people is a confidential data can be hided. The biggest drawback of steganography is that
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is easy to be caught because of capacity by putting the file in the file. The other drawback
is that can extort the file using this tools because hiding file mostly is not encrypted when
the file is hided using this technology. In other to overcome, the file should be transmitted
by reducing the capacity of the file as much as possible.

The digital watermarking technology has invisibility, security, robustness, and
insertion space. The invisibility means that watermark should not be visible after video,
audio, picture, etc. compared to the original image when watermark is inserted to video,
audio, picture, etc. In other words, the watermark entering content should not be known
when watermarked video is seen or heard. The digital watermark has the important
characteristics related to the content protection on the internet. The security means that
should not determine whether watermark is inserted or not after the content that
watermark is inserted is looked. (8) The security and invisibility has similar
characteristics. The watermark included in the digital content has a characteristics that the
watermark should be detected after this signal processing because it is strong to a generale
compression, filtering, rotation, transfer, enlargement, reduction, brightness cha g&ﬁr
change, noise added, and filter processing. That these characterlstlcs ar

because restoring is a goal that data compression technology r ost of
unnecessary or redundant information of image and aud press tores this
as close to the origin picture. (9)

Insertion space means the space to insert the waterga k. That i |s that should put

enough copyright information and it is require he te 0 msertlng enough
g insertiol,space. Figure 1 shows

copyright information to minimal space by str
the process of the watermarking. § . \9
Perceptual \ N @

Watermark Watermark
Extractor Information

Input Image

Watermark
Information

N

InforrvO
Fig@@The Process of the Watermarking

3. The Prop@—(ybrid Cryptography

The hybgie=cryptography of the copyright is described in order to block the illegal
distribu 4@ of digital content by protecting the copyright of the digital content.

Key

Structure of the Proposed Technique

he structure of cryptography proposed in this paper is composed of a two-step
encryption process in order to have the robustness to various attacks. First, the first step is
the step of encrypting by using the ARIA encryption algorithm and the copyright of
digital content. In this step, the encryption is performed by using 7 copyright and the
encryption key used for encryption is inputted from the user. The encrypted copyright
information like this is divided, mixed randomly, and hided after the encrypted copyright
information is blocked to two-dimensional array using a block encryption in the second
step. The hided for copyright information is enhanced without causing a large change in
digital content through this process.
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3.2. The Copyright Encryption

In this paper, ARIA(Academy, Research, Institute, Agency) encryption algorithm is
used for encryption of the copyright information about the digital content. ARIA
algorithm uses a block of 128-bit size and a key of 128, 192, and 256-bit size. It is a block
encryption algorithm having ISPN(Involutional SPN) structure of 12, 14, 16 round
according to a key size. The substitution layer in even-numbered and odd-numbered
rounds is different in each round function of ARIA. In addition, it is the structure that the
inverse of the substitution layer of the even-numbered round becomes to the substitution
of the odd-numbered round. Bits of the encryption key give a number that starts from zero
and ends to a smaller number than the key length. The given number of bits :is the bit
index and is one range among 0= {= 128 0={=1% and 0={=2% according to the block
and key lengths. This ARIA is designed to be resistant to all known attacks to th block0
cryptography. The round function of ARIA encryption algorithm consists of r ua\\?/
addition(AddRoundKey), substitution layer(SubstLayer), and diffusion layer D%y r.
Round function uses a different type of substitution layer by odd- numbe@ d and

und key

even-numbered round. The diffusion layer in the final rou§ is repl

addition in the final round. In the first AddRoundKey,
XOR operation with round input 128-bit by bit. Secon

the two kinds of 8-bit input and output S- box a sat w roperties that the
maximum differential/linear probability is 2 ™%, a ic ord and no fixed point
and half-fixed point. The form for the affi ansform ge_function &~ ‘on the finite
GF(2 EJsatlsfylng these properties has bee idely used. \h s the same characteristics
with =% .7and S-box is creat ffine transform of « ~‘and = *

That is, S- box 5 5 5is the same as (1) ¢ |
é& B QN 0
CE&?% (2)

Here, £, lis a n0n3| ar matrl -?J cis B=lmatrix. In ARIA, oy Scand the

reverse substltutlon |s usedy Thifd, diffusion layer is the main part dlstlngmshed
with other bIoc&Q s involutions binary matrix. The spreading function
S
mo

ult perf he matrix products for the 16 bytes. The diffusion

outputs 16
layer consi ti rtantly safety and efficient implementation possibilities in
various app on envi

The key expan5| A is divided into two parts initialization process and the
round key generati ocess. In the key initialization process, four 128-bit values is
created from cr, phy key using 3 round Feistel cryptography as shown in Figure 2.

% | Master Key |
O ‘

K281 ]

CWe T W T W, | W |

Figure 2. The Process of Key Initialization
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The hiding order of copyright information is as follows. First, seven copyright
information such as name, date of birth, email address, etc. and the data such as insert
time of the copyright information is © # as a separator. And a string of series is made.
Second, the encrypted copyright information is gotten by ARIA encryption algorithm that
this string is a plain text and inputted password is a key.

Result

< Target >
C:HUserswAdministrator#Picturestflenal . )PG

< INFO >

Name @ &4 Birthday :  1999-10-5
Tel & |010-1234-4567

E-mail @  Yyanghs@joongbu.ac.kr

1 201635 (A

Progress(%) i

Figure 3. Encryption Copyright Infor.

O N

3.3. Encrypted Copyright Block Encryptioqg .
This step is the process that encry pyright %{%mation is done to block

encryption in order to improve the ess f various attacks for encrypted
copyright information using ARIA rypted copyright information to
ARIA algorithm is divided int 1/@&r itisco ed in a two-dimensional array. That
is, it is improved secunty,w& re (‘p |ty because encryption information is
interlinked to up, down, left

right a ed than DES or AES that data regularly
in one-dimensional arraygiSblocked tgﬁhe or 128bit and applied encryption algorithm.
Figure 4 shows the blb ryption,of the encrypted copyright information.

OQM]O 1 P 00100101 00]00]0] ----- 00100101

24 |1 d ]@ """ 10010010 ]00]00][] ----- 10010010
Svfernn el M@ s, | e ]

ER I T 07000 01007001 01001001
( #0100 10700100 [10100100 10100100

10010 " 01010010 Jot1o010010 010E0010
00101001 ™ 00101001 | Jooro1001 Do1g1001
10010100 10010100

i ~ 10010100
\l 01001010 ™ 01001010 0100

01001010
Q@ure 4. Block Encryption of the Encrypted Copyright Information

e permutation process that the information is mixed randomly is processed after
blocking the encrypted copyright information described above. The robustness of the
copyright attack is ensured and the copyright information is protected more safely through
this process. Figure 5 shows the appearance of hiding information using blocked
encryption.
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Figure 5. Information Hiding U@k@()n

4. Performance Analysis . OQ ’\6
4.1. Experimental Environment %\ 0\@

In this chapter, the perform c@ yptograp s measured to protect the copyright
information proposed in t@ 7 4 24bileelor images of 512<512 size of USC-

SIPI(University of Southern Californj & Image Processing Institute) image

database were used. @ \

; (Lena) (Tree) (House)
% Figure 6. The Experimental Images

right information was used in the experiment. Image degradation exposed
was evaluated by inserting copyright information to the image through block
ography after this copyright information was encrypted. PSNR(Peak Signal to Noise
Rate) value was calculated and compared in order to evaluate quantitatively the quality of
image inserting copyright information of the proposed encryption technique. PSNR(dB)
was calculated by the Equations (3) and (4) based on the quality of the origin image. The
robustness of geometry attack and vertex attack was measured.

LSS 1766,5) - &)
J.MSE= - _-li-r'ﬁ:lj - 'E:Ij 1
mMn ;=pi=0 i 3)
PENR=20 - log,, (MAX;)—10 - log,,(MSE. (4)
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4.2. Performance Analysis

Figure 7 shows the quantitative analysis result by PSNR numerical calculation. As
shown in Figure 7, numeric value did not appear high in the result that inserted copyright
information encrypted by the proposed cryptography. In other words, we can confirm it is
difficult to acknowledge this from the attacker because it is difficult to check inserted
status of the copyright information when it compared visually with the original image.

CT T I B R

48.60 47.31 47.94 48.10
1 44.30 42.80 43.20 44.60
39.90 40.60 38.70 42.10
36.50 37.50 35.80 38.20

A W N
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35.42 36.46 34.20 36.60 OQ
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40

38
36

34 4

2
@1 Level
Figure 7. The R@Its of PN' Measurement about Four Images

Figure 8 show@enml r&% measuring detection rate of copyright information
after copyrightm tion i @ es) geometry attack and vertex attack to the inserted
image in 0 e robustness on the attack of the proposed cryptography.
Detection the cOp information after geometry attack was higher more than
93% in all Tour ima It showed a high detection rate of 85% or more for
addition/detection
attack of object jslinef€ased. The detection rate appears similarly for an attack to cut when

70% of the t ata is left. However, the robustness of proposed technique was
confirme he vertex attack that loss of direct data occurs.

Q)O
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Detection Rate(%)
Attack Types -
Sailboat Lena Tree House

Rotation 1° 98.7%  98.2% 98.2% 98.4%
Rotation 15° 97.2% 97.4% 95.6% 96.4%

Geometry . a
eomel’Y  Rotation 30 96.9%  97.1% 96.2% 95.9%
Scaling 0.7 97.8%  98.1% 97.4% 96.9%
Scaling 2 98.6%  98.4% 97.9% 97.4%
Add 10 Object 97.6%  95.9% 96.8% 95.3%
Vertex  Add 40 Object 96.2%  94.6% 94.1%  93.4%
Aftacks 5o 10 object 94.2%  93.9% 93.4% 94.2%
Del 40 Object 92.6%  921% 91.2% 92.9%

Figure 8. Copyright Detection Rates for the Attacks

\/’
5. Conclusion E

The use of multimedia information has been increase@ [¥ and digital content
industry is being developed in various forms due to the wi ad«Qf théniiternet and the
wireless terminal. The damage caused by illegal z ad attacks f gital contents is
increasing day by day in this IT environment and t parati %&wis is required.
In this paper, we proposed the hybrid epegryption tec%iq to hide securely the
r

copyright information in digital content. T oposed té e is largely made up of a
two steps encryption process for safe pr. n of the copyright information. The first
step is to perform a cryptographic % s for, < right information using ARIA
encryption algorithm. This encrypteg right % ion like this is hided using block

ructure. In“particular, the security performance of

cryptography of the two-dime c@
the blocked information i\%h imp# \%by increasing the complexity through
ng

information hiding courses mixing at The hided copyright information in this
way cannot be recogniz y attack not possible to determine the information
accurately even if foufdNIthis way, the*ability that can block the illegal deal in a digital

content was prov% additi confirmed proposed encryption technique is robust
against geometri vertex a tArough experiments.
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