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Abstract

In open decentralized networks, it is important to make certain data available to only a
selected group of users. For example, in a secure e-mail system, a user may send an e-
mail to multiple receivers at once. Recently, Chen proposed a secure multic
protocol for e-mail system based on Chinese Remainder Theorem. They claimed
protocol provide perfect forward secrecy and ensure confidentiality and .
But, in this paper, we show that Chen’s protocol suffers from the send me e-mail
server impersonation attacks and mail content confidenﬁ%lﬁack. @ver, we give
an improvement to Chen’s protocol. To contribute a se ultireegive ail protocol,
we propose a novel protocol by adopting Lagrj‘@%omi | in lation. We also

discuss the security of the novel multireceiver e- otocol otocol provides the
perfect forward secrecy and resists unknowpskey-share replay attack, sender
impersonation attack, e-mail server |mpers iort attack a|I content confidentiality
attack.
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1. Introduction A@

With the rapid develo t of Inte@ﬂall has become an essential communication
i 2! col does not provide the confidentiality and

tool. Unfortunatelyt
integrity service. securlty -mail communications is an important issue. Bacard

[1] introduced s urity nts in e-mail systems. Since then, several security
protocols § PEM [3] and S/MIME [4] have been designed to provide
confidenti nd aut ion of e-mail system. However, these protocols cannot

provide perfect forw. crecy [5] because once the secret key of the receiver is
disclosed, all prevk@«sed short-term keys will also be opened and hence previous e-
mail will be lear,

In order to de perfect forward secrecy, Sun et al. [5] proposed two new e-mail
ever, in 2006, Dent [6] pointed out Sun et al.’s protocols do not provide
d secrecy as claimed. Later, Kim et al. [7] proposed an improved version of
¥4 protocols to overcome this weakness. But, in 2010, Chang et al. [8] showed

et al.’s protocols suffer from the well-known man-the-middle attack and

guently do not achieve perfect forward secrecy. In2007, Kwon et al. [11] proposed

a password-based e-mail protocol for mobile devices. However too many modular

exponentiation operations in their protocol might cause mobile devices consume battery
power expeditiously [8].

In open decentralized networks, sometimes, it is necessary to make certain data
available to a selected group of users. Such as, in some secure e-mail system, a user may
send an e-mail to multiple receivers at once. In order to keep the e-mail content secrecy,
the user can encrypt the content by the deployment of multireceiver encryption protocol.
Multireceiver encryption schemes can be used in pay-TV [12] secure broadcasting and
digital copyright protection [13] biometric authentication privacy [14] and e-mail system.
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Recently, Chen [9] and Zhang et al. [10] put forward the multireceiver e-mail
protocols. Chen proposed a secure multicast key protocol for e-mail system based on
Chinese Remainder Theorem. They claimed that their protocol ensure confidentiality and
authentication and provide perfect forward secrecy, resist sender impersonation attack, e-
mail server impersonation attack, replay attack, unknown key-share attack, forgery attack.
But, in this paper, we show that Chen’s protocol suffers from the sender and the e-mail
server impersonation attacks and mail content confidentiality attack. A secure e-mail
protocol must provide the security of mail content confidentiality. But in Chen’s protocol
the attacker can obtain the mail content by intercepting transmitted messages. Moreover,
we give an improvement to Chen’s protocol. To contribute a secure multireceiver e-mail
protocol, we propose a novel protocol. The design of novel protocol is inspired by the
anonymous conference protocol [16]. We also discuss the security of the novel
multireceiver e-mail protocol. Our protocol provides the perfect forward secrecy and
resists unknown key-share attack, replay attack, sender impersonation attack, «¢-mail
server impersonation attack and mail content confidentiality attack. \/

This article is organized as follows. We review Chen’s protocol in Sect point
out its flaws in Section 3. In Section 4, we give an improvement o otocol
Moreover, we propose a novel multireceiver e-mail pr m‘Sect e securlty
analysis of the proposed protocol is discussed in Sectlo IIy, con ns are given
in Section 7.

2. Review of Chen’s Secure Multirec¢ MQI
In this section, we review Chen’s mglt ers e- ma ocol [9]. Chen’s protocol
consists of three phases: precomputati \g Ylﬁelvmg In the e-mail system, S

indicates the mail server, and ea?};

SK; ) D, , which isa unig e num@dlcates the identification of the user

;
Precomputation Q
U, —>S. ¢ @)K H&'

Step 1.

A user Ui @s ano of public key and secret key ( di), where

e-d =1

r public key PK; and secret key
Ui

|r of public key and secret key is not related to the pair of
public key i and ey K pre-distributed by the system. The user Ui sends ©
and signature S%% to the e-mail server. Note that this procedure is executed after
the user Ui inisfed receiving an e-mail.

Sendj

U,,... U,

that the sender U, intends to send an e-mail to the receivers U,
@ the e-mail content. The sender U, and e-mail server S execute the following
pracedures:
step 2. SV &8nE, Sigg, (&)  Sigg, (&) Sigy (e,) ;
ID,, 1D;,..., 1D,

Step 3. The sender U, chooses two random primes P and q . Next, the U, computes

=Ppxq . Then, he computes another pair of a public key % and the corresponding

secret key dS,Where 6, Xd _lmod(p( )
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Step 4. Then, the U, computes
X =Y (L/ ID,)(d, )" xh mod L
i=1

L=1D,xID,x..xID, ., (L/1D;)xh =1modID,

Where

Step 5. U —->S:X,LVWYitn V= d modn W =M®modn  ang
Y :SlgPKl(h(lDl D, |I---[15, 1M ”t)). The parameter U is a timestamp at that
time.

Receiving phase

When the receiver U, connects to his mail server, where r 6[2""’2], he sends a
request for asking new e-mails. Then, the following procedures are executed: ¢

Step 6. S—-U, : X,LLV.W)Y,t,nID,ID,,..., 1D,. ?\
Step 7. Receiver U, derives the value d %‘C“D) omputing

d, = X" (mod IDf). Then, the receiver U, cheeQ‘ Od\@tals to the value
d, . If it does, the receiver U, computes the conte =(V®\E dn.Upon deriving
the content M"  the '

Y’ =Sigg (h(1D, || 1D, ||---|| 1D, ||

>

U r’\%)mputes the value

asrd\\‘@ if Y'equals to the value in the

signature Y .

3. The Weaknesses of CHA’S P o
3.1. The Sender and(@ﬂall Sex mpersonation Attacks

When end an users Uz s,y and U, , the mail server S sends

€, (? _Sigy (&), 1D,,1D,.4 1D, o U a¢ ghis
time, an attacker E ts the message Then, E can do following step 3, step 4 and
step 5 in Chen@ ol. The attacker E can success in impersonating the sender U,

attack, becz‘ise y the public key and IDl, the identification of the sender U, are

needed in , Step 4 and step 5 in Chen’s protocol.
Simi he e-mail server can also do this impersonation attack.

1l Content Confidentiality Attack

irst of all, a secure e-mail protocol should provide the security of mail content
confidentiality. That is to say, the mail content cannot be known by anyone else but the

intended recipient. But, in Chen’s protocol, the identification ID, of the user U, is a
prime number, when an attacker intercepts the message €,,€;,...,€, ;
Sigg, (€, ), Sigs, () ..., Sigs (€,); 1D,,1D;, ..., ID, in step 2 in Chen’s protocol,
the attacker can compute @(ID,)=1D, —1. Then the attacker can compute d, by the
relation equation €,d, =1mod(¢p(ID,) . So, when the attacker intercepts the message
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X,LLV,W,Y,t,n,ID,, ID,,..., ID, in step 6, the attacker can execute step 7 in Chen’s
protocol, and obtain the mail content M .

4. The Improved Protocol

Author names and affiliations are to be centered beneath the title and printed in Times
New Roman 12-point, non-boldface type. Multiple authors may be shown in a two or
three-column format, with their affiliations below their respective names. Affiliations are
centered below each author name, italicized, not bold. Include e-mail addresses if
possible. Follow the author information by two blank lines before main text.

To improve Chen’s protocol, we firstly selects primes numbers p; and Q; to change
the identification ID, of the user U,. Let ID, = p, xq; and keep 1D, ID,,..., 1D, pair-

wise relatively primes. Such, the conditions of the Chinese Reminder theorem Aﬁ@m
satisfied, and the equation d, = X “ (mod ID,) also holds. ?\
But the attacker cannot computes d, using intercepted €, , since the cannot

compute @(ID,) under unknowing p, and q, . Unkn\wﬁ d ,t taCker cannot

\v/

Secondly we can replace the equation Y = Sig ID | “|IID, || M ||t)) in
step 5 in Chen’s protocol by the equation %
¥ =Sigg (h(X LIV W | 1D, ||JD® 1D, | w

And in step 7, U, first verifies th@ \
Y = Sig, (h(X LIV | ﬁ 1D, - M),

compute ds' and the message M .

If this signature is valid, other cdi ion in step 7 in Chen’s protocol.

This improvement can ist the se the e-mail server impersonation attack and
mail content exposure

5. The Propo@lultlr Qt Mail Protocol
he

Inspiring
multlrecelv e-mail
precomputation, sengh

and each user

ous conference protocol [16], we propose a novel
ol. The proposed protocol consists of three phases:
d receiving. In the e-mail system, S indicates the mail server,

a pair public key PK, and secret key SK, . ID; indicates the

identification o user U, Let H (-) is a collision-resistance hash function, and G, be
a cyclic fve group generated by P, whose order is a prime J.

mputation
pl U, —>3S:Q,Sigg (Qi), ID,.
A user U, selects X; € Z; and generates Q; = XP. Then he sends Q, and signature

SigSKi (Qi) to the e-mail server. Note that this procedure is executed after the user U,

finished receiving an e-mail. Also U; must use a smart card to store X;

Sending phase
Assume that the sender U, intends to send an e-mail to the receivers U,,U,,..., and

U, . The sender U, and e-mail server S execute the following procedures:
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step 2. S—oU;: Q,Q;,...Q, ; Sigy (Q,) , Sigg (Q5) ..., Sigg (Q,) ;
ID,, ID,,..., ID,

Step 3. Let M € Z;‘ be the message content to be sent. If the n—1 signatures are valid,

n-

the sender U, computes

ki =xQ, h=Hk; [[IDID(T), w=H(M|ID]T)

Where T is time stamp. Then, U, constructs a polynomial with degree n—1 using N
points (hi, H (hi)) (i1=2,3---,n) and (0,M) by adopting Lagrange polynomial
interpolation as follows

n x—h. n
F(X) = MHO hl + > H(h)L(X)=b, X" +b, X" +---+bx+hy.
j=2 i=2

= i = *
x—0 & X—h \/
Where L;(X) = 11 . In fact, by =

J
h—051.h— h

Step4. U, > S: 1 ={w,T,b, ,,b, ,,---,b,Q, 1D, IQ\Q‘D}@ ).
Receiving phase Q \/
When the receiver U, connects to his majl,_serVer where\é ,n], he sends a

request for asking new e-mails. Then, the fo inY procét re executed:
Step5. S—>U,: 1 ={w,T,b,,,b,

0, . Ql,\§ ID}, Y S|95K1( )
Step 6. Receiver U, verifies th ture “Q sK, (I) If it does, U, computes
ki —XQl,hi H (ki [ 1D,

M'=H(h)-hb, h"‘l & \& nd checks if w=H(M'| 1D, || T).
6. Security A@f ti@posed Protocol
rd

6.1. Perfec

Ina protocol if ¢ |se of long-term keys does not compromise session keys, it’s
said that the proto; isfies the perfect forward secrecy. In our protocol, the session key

k,; is determi he randomly selected secret numbers X, and X; . So, the session key

K, has na_rglatiohship with the long-term SK, or SK; . Therefore, compromise of long-
term ke S not compromise session keys. Our protocol satisfies the perfect forward

secra
@Jnknown Key-Share Attack

The unknown key-share attack can be considered as a special case of impersonation
attacks. It can cheat a victim user to construct a short-term with the adversary, whom the
victim user thinks as an authorized user and sends message to him. In our protocol, in step

2 the Q, is sent with its signature Sigg (Q)), in step 5 the Q, is sent with signature
Sigg (1), Q, is included in I . So, the messages in step 2 and step 5 can be check.

Moreover, the session key k;; is related to Q, and Q,, So the adversary cannot construct
a short-term with the a victim user.
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6.3. Replay Attack

An adversary may intercept massage in step 1, step 2, step 4 and step 5. But in our
protocol the Q, of user U, is renewed when each receiving e-mail is finished. Secondly,

time stamp T is involved in step 3, step 4 and step 5 to guarantee the freshness of
transmitted messages. So, the intercepted message are useless for the adversary to make
replay attacks.

6.4. Sender Impersonation Attack

An adversary wants to impersonate user U, to send a message to users U,,U,---,U,
he must know secret number X, and private key SK,. Because in step 3 X, is needed

while computing k;; and in step 4 SK| is needed to compute the signature. The d%@w’
do not know SK; and X, and X, is often renewed. So, the adversary cannot %’b do
sender impersonation attack. @

2
6.5. E-Mail Server Impersonation Attack @ @
In our protocol the e-mail server only play a r ab rela @/ssage sent by the
sender. So, it is meaningless for an adversary to inpessonate a& ifmate e-mail server to
send message to receivers. Q . \9

6.6. Mail Content Confidentiality Attac

Unlike Chen’s protocol, our protogu%n resig$\%ontent confidentiality attack. An

adversary may intercept W in te@ t, at firs ail content M is protected by the
hash H . Secondly, Except Qy"un, @/ can compute K, So, anyone out of the
intended receivers group obtain thg\gfaihContent M through computation in step 6.

. N
7. ConCIUSIO:@S\,th@

In this paper: n°s protocol suffers from the sender and the e-mail
server imp n atta nd mail content confidentiality attack. Moreover, we give
an improvemment to Che@tocol. To contribute a secure multireceiver e-mail protocol,
we propose a nove ol by adopting Lagrange polynomial interpolation. We also
discuss the securi %ﬂe novel multireceiver e-mail protocol. Our protocol provides the
perfect forwar@ecy and resists unknown key-share attack, replay attack, sender

impersonatign attack, e-mail server impersonation attack and mail content confidentiality
attack. %
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