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Abstract

The Identifier/Locator Separation network is a new network architecture, d
mapping update theory in the model is an indispensable part in the p
communication. Besides, falsification attack, replay attack and network e e%mg
attack may be encountered in the process of mapping update. In order & hese
attacks, to ensure the secure transmission of update messagjessto th ode, this
paper puts forward a intra-domain mapping update aut ﬁtion metjode this method
can not only provide authentication services, buff esishreplay attack, DoS

attack, and can ensure data confidentiality. \\/

Keywords: Identifier/Locator Separation, ,Q\()pmg U Authentication, Binding
Update Authentication

1. Introduction

Traditional network is face @varlous s%&ems and the fundamental reason of
these problems is the dual and%es of IP . Identifier/ Locator Separation Network
[1-3,7,9-10] separates double se antl address .Each terminal has two identifiers,
one is locator identifier for glob ing, and the other is identity identifier used to
identify terminal sd tl mforma on he identifier/locator separation network can
effectively solve tlng |ty, mobility and security problems in traditional

networks [8]. 9
In the | /Locato
same admi tive d “NASR (new Access Switch Router) first authenticates its

identity. nASR redi s routing identifier RID (Routing IDentifier)for mobile node
that has passed ation, then this new routing identifier and mobile node’s identity
identifier are p@s a new identifier mapping relationship, which is deposited in the
local user’s gmapping table. Later nASR will notify IMS (Internet Mapping Server) this
new identi¥
relationfhip}
routi @ dentifier as temporary forwarding identifier, and the data sent to the mobile node
% 0 NASR. Then the data is forwarded to the mobile node.
this process, nASR notices new identifier mapping relationship of the mobile node
to IMS, then IMS sends a notification of the new identifier mapping relationship to cASR.
This step is the key to the whole process. The notification of this mapping relationship is
the mapping update. The mapping update authentication is directly related to the security
of communication when the node moves. If security measures are not adopted, in the
process of mapping update it may face replay attack, man-in-the-middle attack and other
various threats.
Secure binding update mechanism in traditional network such as binding update
authentication method based on trust chain is based on assumption that mobile node and
its correspondence node have a secure link [4]. When there are more than one

aration Network when MN (Mobile Node) moves in the

mapping relationship. At the same time the new identifier mapping
iS noticed to 0ASR (old Access Switch Router ) by IMS, 0ASR sets switching
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communication, it is difficult that each pair of communication is equipped with a secure
link. Secure routing optimization based on identity signature [5], which solves the triangle
routing in MIPv6, but this method can not resist the DoS attack.Bake/2 binding update
process [6], return routability test mechanism can not effectively resist eavesdropping and
man-in-the-middle attack. CAM-DH authentication mechanism cannot resist
man-in-the-middle attack [6]. It is thus clear, the scheme has some security flaws.

According to the characteristics of intra-domain mapping update process in Identifier/
Locator Separation Network, this paper puts forward a new intra-domain mapping update
authentication method. Compared with traditional mapping update authentication method,
this method can effectively resist replay attack, man-in-the-middle attack, impersonation
attack, can ensure the confidentiality of the mapping update message.

2. Intra-domain Mapping Update Authentication Model

*
Figure 1.Intra;el®main Mg@g pdate Authentication Model

Intra-domain @pdate ntication model is shown as Figure 1.

In this model, the nogle, IMS is used to store the mapping relationship in
this domai thenticatiorwCenter) is responsible for verifying the identity of the
ASR (Acc itch Reut nd IMS, and issues public key certificate to ASR and IMS.
In the local ain, th%& accesses the network through ASR.

ves from 0ASR to nASR, and a new mapping relationship will

it needs mapPing® update. The nASR notifies IMS this new identifier mapping
relationsh@an MS notifies it to 0ASR, as shown in dotted line in Figure 1.

&

If mobile node
be distributed t$ NASR. In order to ensure the later communication of mobile node
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3. Intra-domain Mapping Update Authentication Process in Identifier/
Locator Separation Network

3.1. Symbol Definition

Table 1. Symbolic Representation

Symbol Meaning

IDun identifier of MN

RIDun routing identifier of MN

A->B: X X is the message that A sends to B

o | *
4
— SKa
PKAISKa  the public/private key pair, where PKA=9 P v)‘
)
K key shared bet Aand B U
AB ey shared between A an \ . /

X] represents the cipher text gotten from mes% whichNg rypted by
K secret key K using the symmetric encr ithin,

{X} represents the signing message gottefi fr essade X which is signed by
SK

A’s private key SK 4 using digital si e algori
n the nth power of g, g is gener of G vyh%s a finite multiplicative
’ group O

Certa public key certificate of @",\ ‘\Q

Ta timestamp genera{e@& e
h hash function “ \‘o

h(X) hash va S& usmg{h’&functlon h
t \I ProcesQ\s

3.2. The Reqis

First of @ IMS, nd NASR registers, then AC verifies the credibility of their
identity. AFET verifica AC generates public key certificates CertIMS, CertoASR,
CertnASR correspo IMS 0ASR and nASR.
3.3. Intra-dom‘@apping Update Authentication Process

Intra- in mapping update authentication process is shown as Figure 2.

Q)O
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nASR IMS 0ASR
@
> @
@
® -
Figure 2. Intra-domain Mapping Update Authentication Process .
Among them:
@ASR —IMS. :[(IDw, RIDMN) [IDun ® RIDwn @ g &ma h(& msRms
h(g ), CertnASRaTnASRa{h(g )} Soase
@MS—>0ASR [(IDMN,RIDMN) [IDyn @ RIDM W Y,9% | Certosr

v (9" ) Certus Tis {(9 3 '{\ D,
Nl 02 ROl
@)ASR—)IMS 9™ 1Dy, 9 9 ‘ n(9® )\ ks (9™ ) Certonsa,

Toasr,{h( g* )} Stonse | &% \®
@l MS — nASR - i gt Koasr ms;&\

R K Riy
Q ), 9" Certoase] s h(9 ),
Cel’ths,TlMs,{h(g )} s
Details of the steps ar ollows: %
(1) nASR distrilu vn t0 aftér receipt of an access request from MN, but this

time the mappin jonshi ,RIDyn) has not been marked as valid, mapping
relationship wil rked as ly after MN is confirmed as a legitimate node, then

the mappi |f| d to IMS and 0ASR.
nASR ge tes ran% (mbers Ry and Ry, calculates 9,9 as well as the hash
value h(g ),h(g sides, Knasroasr IS the shared key between nASR and 0ASR,
K oasr oas :g(s o Knasrivs 1S the shared key between IMS and nASR,
K oasr, s (oK) At the same time, attaching certificate of NnASR Cert,asr and to
let the @ can obtain the public key of nASR, Thasr is the timestamp generated by
eanwhile, {h(gRN)}SK"ASR is the signature of nASR. Then nASR sends the

ge including
Rn1 Rn1 Ry Ry
[(IDwn,RIDw), [IDyy @ RIDyy @ 9 ] Kmsnanse g9 7 ) @77 ) Kusraws (977 ) Certace,

RN
Toase (9 )} e to IMS.
(2)After receiving messages from nASR, IMS firstly verifies the legitimacy of the
certificate belonging to nASR, secondly checks out whether error between the timestamp
Tuasr @nd current system time is within a reasonable range. Then acquires the public key

J— SKnASR
of nASR PKoasg =9

K (SKpasr *SKyvis)

masravs = 9 between nASR and IMS to decrypt: [(IDyn,RIDwn).

from Certiask, Meanwhile calculates the shared key
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RN]’ RNl RN

[IDyy ®RIDy & 9 ]K"ASRPASR, h(9 ), 9 ]¥wews and then gets hash value of

RN RN
9 got from decryption, checks out whether the value equals with the value h(g ) from
message (1).0Only validation and comparison above has passed, it is convinced that
message (1) is issued by nASR and not be tampered. Otherwise, it shows that the message
is tampered and the authentication process ends.

IMS stores mapping update relationship (IDun, RIDumy) into mapping relationship
table, but this time the mapping relationship cannot be marked as valid. Then IMS

R, ) Ry
generates a random number R,, calculates 9" and its hash value h(g ),encrypts

[IDMN @ IQIDMN @ gRNl]K

Rn1 R,
(IDyn,RIDw) weose e 90 )00 with  the  key

K g(SKIMS*SKuASR)

IMS,0ASR which is shared between IMS and 0ASR, attaches the certificate0

Certys of IMS and timestamp T s S0 that the 0ASR can get public key ~Kims &9 N6f
IMS. The random R, and timestamp T;us can be used to prevent repla@ s, and

message
to 0ASR.
(3) After receiving messages from IMS, 0ASR «Q&L erifieg the” legitimacy of

certificate Cert;ys, secondly checks out whether t @ etween, the timestamp Tus and
current system time is within a reasonable rangewFhirdly o acquires the public

— SKIMS
PKws =9 and identity information“ef NMS 'fx?certificate Certyys Which
(SK ms*SKoasr)
@are

Ry
{n(Y ")} S<ws can be used as the signature of IMS. Finally, IMS sends
S

key
> —
belongs to IMS, meanwhile calculate Mis.oasr =9 between

J
0ASR and IMS, then use K'MS'OQ decréﬂessage @to get (IDun,RIDun),

@ Ry1 A R,
[IDyy ®RIDyy, P9 ke )9 wasr - And then calculates hash value of

R, | R, .
9" checks out whether the value eq h(g ) from message (2) If the comparison
results are inconsisten the mes is tampered, the authentication process ends.
Only validation and arison ve has passed, it is convinced that message (2)is
OtDEe tam

rom the certificate, then 0ASR calculates the shared key
Rn1 R Ry1
and decrypts to get IDyn@RIDW® 9 . Finally, the 9

RNl
is got from ID@IDMN@ 9 according to the mapping relationship (IDun,RIDwn)
of message then calculates its hash value, checks out whether the value equals

K

nasr,0asr — 9

RNl
with th (g ) . If comparison result is consistent, it can be assured the message
has ﬁ tampered. After decryption, 0ASR acquires MN’s identity identifier 1Dy,

ires mapping relationship about IDyy in its own mapping table, If exists, then it is
med that the IDyy is legitimate.
h

e mapping relationship of MN is updated to (IDyn, RIDwn) by 0ASR, at the same
time the mapping relationship is set as temporary forwarding identifier. 0)ASR generates
Ro2 Ro1 Ros

h(9 as well as h(9  ),then

K _ A (R*SKoasr)

onsr ims =~ 9 . Using key

ROl
two random numbers Rp; and Rg, ,calculates Y ,g
K — g(RNi*SKoASR)
calculates the shared key = "oASR.nASR

K

and

Rn1 Ro2 R
0ASRMASR to encrypt messages.g ,IDMN,g ,and then using key Koasrms t0 encrypt

gRN1 |D gRO2 Koasr nasr gROZ ng H
[ ,IDun, ] n( ) and .Finally, oASR sends the above messages
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Ro1 Ro1
attaching h(9 ~ ),Certoasr, Toasrand {h(9 )} Kenss together to IMS, in which Certoasg is
certificate of 0ASR, so that IMS can verify the identity of 0ASR and acquire public key

SK, ASR ROl
PRoasg =97 Toasr is timestamp generated by 0ASR. {h(9 =~ )} Sk can be used as
signature of 0ASR.
(4)After receiving messages from 0ASR, IMS firstly verifies the legitimacy of
certificate Cert,ase Of 0ASR, secondly checks out whether the error between the
timestamp and current system time is within a reasonable range.

SKOASR
Then IMS acquires the public key PKansr =9 and identity information of 0ASR

from certificate of 0ASR, combines with the random numbers RI produced by IMS to
— gR*SKonsr)

generate the shared key Kopsr.ms = ,then uses Koasr,ms to decrypt the received

messa ng gRoz K oask nasi gRoz ng
ge and get [ , IDun, ] , h( ), . Next, IMS computes, has

o1

ROl ROl
value 9 togeth(9 ) and checks out whether the value equals with the va!:;e
that the

~—

from the message.
Only validation and comparison above have been pas , dt is
message was issued by oASR and not be tamper MS m e mapping
relationship (IDun> RIDwn) as valid.
_ A (Rn*SKvs)
Then IMS combines the private key SKus ano@hared "ASR =9 , in
Ry
which 9" is acquired from message @ to @ate rand@umber R,1. Then IMS uses

RNl
Kiws nase to encrypt these message mcl ndom number Ry [g :

R02 I1
Dy, 3 ] Komsromsr | h(g ) from SR of 0ASR and 9 . Together
with certificate Cert;ys of IMS @n tlmestam Ms, the data is sent to nASR. What’s
Rll
more, {h(9 )} <ms is used e?%&xature of I
After receiving messages, from IM firstly verifies the legitimacy of certificate
Certyus, secondly c wheth r rror between the timestamp T us and current
system time |s a reason range. Then nASR acquires the public key and
identities mfor g cértificate Certyys, combines the random number Ry
gRSKe)
to generat@ areg IMS,nASR ™ , using Kiws nase to decrypt to get
RNl RI1
D, , h( 90"y 9™ Certas. After that, gets hash value

from g% decr)@ ks out whether the value equal that of h(g ) in the ciphertext.
P

Next, nAS fies the legitimacy of certificate Cert,asr Of 0ASR. If passed, public
p— SKOASR
key of oﬁ% oase =9 and identity of 0ASR is available from the certificate.
j— (RNl*SKoASR)
The calculates the shared key Koas nase =9 between 0ASR and nASR

Rni Ro2 K Ro2
crypt [9 IDun, 9 7 ]¥»= and then gets hash value from9 ~, checks out
ROZ
whether the value equals with h(Y ) of message (4). What’s more, NASR checks out the

RNl RNI
value of 9 to see whether it equal with the value of 9" calculated by random
number Ry; . Rnzis generated by nASR. If both validations are passed, it can be assured
that the message has not been tampered and is sent by oASR through IMS. Finally,
mapping relationship (IDyn, RIDwy) is marked as valid according to IDyy. At this point,
the entire intra-domain mapping update authentication process completes.
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4. Security Analysis

4.1. The Registration Process

(1) Data Confidentiality

In this method, all the contents are transferred in ciphertext or hash value except
timestamp and public key certificate are transferred in plaintext. The attacker can not
analyze message content transferred. In this way, the confidentiality of the data is ensured.

(2) Access Control

In the message (Land (2)all the shared keys are power of each side’s public key. That
is to say, only the message sender or recipient can decrypt the message, know the message
content and get access permissions. In the message (3)and (4)the shared key is gotten by
calculating the public key from the sending end and random number from the receiving
end. Therefore only the sending end and the receiving end can decrypt the ssage
according to the key and get the content of the message. So, it can achieve th
access control. V

(3) Non-repudiation

In every step of the method, the sender signs the hash Valug of t number
using its own private key. And only the sender can decry ignatureN§o the sender can

not deny that the message is sent by itself. Besides; ten of e message are
encrypted using the shared key, only sender an | er ¢ e contents of the
message. Shared key in message (3and (4)is got b ulating ndom numbers from

messages (Dand (2) So if the receiver sends @age @ar@ it can be concluded that

the receiver has got the message.

(4) Resist Replay Attack

If the attacker intercepts the mess z*ter a period of time the attacker
sends the message to the sender hIS |s y attack aiming at receiver. In our
method, in addition to rando ber contained in the encrypted message, it also
transmits timestamp in plam f the rece\@as received the same timestamp or value

related to the random nu@er throw: %@e he later received message. So it can resist
replay attack. s\.

(5) Against M% he-middl ack

The shared k essa nd)(4)are calculated according to the random numbers

and public @' NASR an fthe middleman intercepts message (Lor (2)sends its
to the e@e

random n r and compounds secret key by its public key and the
i the same time. The receiver compounds the secret key using
the random number, e middleman and then encrypts the reply message using this
secret key. The an generates public keys using its random number, personates the
public keys o der and receiver and sends to them respectively. The middleman
compoun%s ared key by using the public key of the sender and receiver and uses this
shared ecrypt the messages transferred between the sender and receiver. Next, it
ence& message sent by receiver by using the compound secret key and sends it to
r. Therefore, the middleman can willfully get and modify the message’s content
@ two sides by using the two secret keys shared between the sender and the receiver
respectively.

In order to prevent the above situation, when the sender sends random number, it is
encrypted by the key compounded using public key of sender and receiver. In this way,
the middleman can’t get the private key of any side, and it can’t get the random number of
the sender then can’t compound the secret key. Thus, this method can against the
man-in-the-middle attack.

(6) Against Counterfeit Attack

In this method, the sender’s certificate was sent in plaintext. If the attacker want to
personate the sender, it can only get the sender’s public key from the certificate, but the

Copyright © 2016 SERSC 175



International Journal of Multimedia and Ubiquitous Engineering
Vol.11, No.11 (2016)

secret key of the encrypted message must be calculated by the sender’s private key or the
receiver’s private key. If the receiver uses the secret key compounded by the public key
from the certificate and its private key but can’t get correct encrypted message using this
secret key, it shows that this message is counterfeit and would be abandoned.

(7) Against DoS(Denial of Service) Attack

An attacker may personate nASR and send the mapping update message of Mobile
Node (MN) to IMS, it sets the new RID of this mapping update message as hit target C’s
RID. If the mapping update process is successful, all the messages sent to MN will be
directed to target C. If all the mapping update messages sent from attackers are successful,
a lot of messages would be sent to target C. As a result, C can’t communicate normally.
This kind of attack is called DoS attack.

In this method, the sender’s certificate is attached in every step, so when the receiver
receives message, the first thing to do is to verify the certificate of it. If the result of this
verification shows that the message is not sent by its sender who asserts it, this message is

counterfeit and is discarded. Even if the attacker can get the certificate of nAS ’t
get the private key SKnasg Of the NASR and can’t compound the shared key of
nASR and IMS or of the nASR and 0ASR which can be used to decr p essage.
Hence, attackers can’t conduct DoS attack in this method &

In the research of security domain of Mobile IPv6, s of research

related to security binding update mechanism. Tab

uld comp security among
binding update authentication method based on cham%@? ), secure routing
optimization based on identity signature (S M-DH entication mechanism

and mapping update authentication protocol Wardet\ s paper.
QIOU

Table 2. Security Compared am ing Update Authentication

and Our Map pdasi entication
\ @ ~ At}Ck
Protocol Network DaS"_ Replay | Man-in-the-middle

Wiretapping K\;@o Attack Attack
BUATCL4R\'\W + \ * - -
SRO }@ @ - N .
A [6] )+ + + —
“Ours | + + + +

-

Note: “+” repk€s that this protocol can resist this kind of attack; “-” represents that
this kind of aut cation mechanism can’t resist this kind of attack; “*” represents that it
can’t co ly resist this kind of attack, but it can prevent this attack to some extent.

4.2. ¢me Analysis

% putations during the execution of the protocol are used to measure efficiency of
t rotocol. During the protocol analysis, computing the computational of all entities
together, which mainly includes exponent operation, hash operation, elliptic curve
operation, symmetric encryption/decryption operation, public key encryption/decryption
operation, round number of message exchange. Performance analysis of this protocol is
compared to binding update authentication based on chain of trust, the secure routing
optimization based on identity signature and CAM-DH authentication mechanism.
Protocol efficiency analysis results are shown as Table 3.
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Table 3. Efficiency Analysis of the Protocol

Performance Metric ours | BUATCI4] | SROIS[5] | CAM-DH[6]
Hash Operations Times 8 1 0 8
Elliptic Curve Operations Times 0 1 0 0
Exponent Operation Times 4 0 0 3
Symmetric Encryption Times 3 4 0 4
Symmetric Decryption Times 5 4 0 0
Public Key Encryption Times 1 2 2 1
Public Key Decryption Times 1 1 2 1
Round Number of Message Exchange | 2 3 4 2

*

Compared in terms of the round number of sending messages, message M

rounds of our protocol is two. Message exchange rounds of authenticat:_(@%msm
n

CAM-DH is two. Binding update authentication mechanism based on chainfof eeds
to send three rounds to complete authentication, the secure routing opti based on
identity signatures needs four rounds to complete the cer *ﬁ n.

This protocol applies to the identifier and locatgr.seéparation networks providing high
security, although calculation of the protocol ha @ uch ntades compared with
other methods. However, calculation is carried out=painly by ss switch router and
mapping servers, the computing requwementQhe mabi de does not exist, so it is
not a burden to the mobile node Wrwn tocol ssing. And the exponent

operation of the protocol can be sav % ance l@re computation, to improve the

efficiency of the protocol.

5. Summary

This paper analyzes s curlty thr \ng the process of intra-domain mapping
process in |dent|f|er/I0 separat etwork, and proposes a new intra-domain
mapping update aut tion. Th ethod can ensure the confidentiality of the data,
and can effectlvel repl stealmg attack, DoS attack and man-in-the-middle
attack. The ce of this is also good.
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