International Joumnal of Multimedia and Ubiquitous Engineering
Vol.11,No.1 (2016), pp.11-22
http://dx.doi.org/10.14257/ijmue.2016.11.1.02

Policy-Based AS Path Verification with Enhanced Comparison
Algorithm to Prevent 1-Hop AS Path Hijacking in Real Time

Je-Kuk Yun! and Jin-Hee Song?

Towson University, Towson, Maryland, U.S.A
2School of IT Convergence Engineering, Shinhan University, South Korea
jyund@students.towson.edu, jhsong@shinhan.ac.kr

Abstract V ¢
e IP

The Border Gateway Protocol (BGP) is the routing protocol that enable
networks to form a single Internet. The main objective of BGP is to ex@ Network
so that a

comparing live BGP streams to our policy-b: atabas t’collected from RIPE NCC
repository. As the number of ASes increa e@ r metho omparing live BGP streams
to our policy-based database have to hancgd @/alldate AS path in real time. We

enhanced the main comparison alggki an ormance result indicates that the
enhanced algorithmis on av@ times f

an the existing algorithm.
Keywords: BGP, bordex, gateway pr.o@ inter-domain routing, network security,
networks, AS path hijacki

1. IntroductioQ\\ i
The Bor way P })9 GP) is an Inter-domain routing protocol that has

gradually evo over eést few decades. The initial design of BGP was a fully trust-

prevent IP hijacking. However, few studies @ rese@rched” about an AS path
hijacking. We proposed a novel methodology ©f preventi path hijacking by
a'%@d a

based system. So, BG does not have mechanisms to check whether a route is valid
or not because BGR rs completely trust other BGP routers. This lack of consideration
of BGP vulnerat)@often leads severe failures of Internet service provision [1] or other

problems If adhijacking BGP router announces bogus blocks of IP addresses to BGP
peers, the %peers transfer Internet traffic to the hijacking BGP router if the destination
IP add(@é matched and the number of hops is shorter than the others. We call this
th ilures IP hijacking.

% a failure happened on the twenty fifth of April in 1997 by a misconfigured router
that -‘advertised incorrect prefixes and announced AS 7007 as the origin of them. As a
result, it created a routing black hole for almost two hours [3]. Similar events happened on
the twenty second of January in 2006, when Con Edison (AS 27506) stole several
important prefixes by misconfiguring them [4]. On Christmas Eve, 2004, TTNet in
Turkey (AS 9121) announced the entire prefixes on the Internet so that every route came
to them rather than to correct destinations [5].

The most well-known IP hijacking is the YouTube hijacking by Pakistan Telecom
(AS17557) on the twenty fourth of February in 2008 [6]. In response to a government
order to block YouTube access within their ASes, Pakistan Telecom announced a more
specific prefix than YouTube’s prefix. Then, one of Pakistan Telecom’s upstream
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providers, PCCW Global (AS3491), forwarded the announcement to other neighbors. As
a result, YouTube traffic from all over the world was misled to Pakistan Telecom
(AS17557) for two hours. In addition, The Dell Secure Works Counter Threat Unit (CTU)
research team discovered a repeated traffic hijacking to Bitcoin mining sites between
February and May 2014. Compromised networks belonged to Amazon, Digital Ocean,
OVH, etc. The attacker hijacked cryptocurrency miners’ traffic and earned an estimated
$83,000 [7]. Furthermore, AS 23274, owned by China Telecom, announced
approximately 50,000 prefixes, which were registered to other ASes in 2010. The reason
the incident was magnified is because China Telecom was the 11th largest Internet
provider. If small ISPs hijack a large part of the Internet, they don’t have the capacity to
deal with a huge amount of traffic. China Telecom, however, has the capability to operate
under such traffics, and redirect its desired destination. The incident was not re gnl ad
for 18 minutes [8]. In order to solve the IP hijacking, many studies were conducte
as RPKI [9], BGPmon [10], Argus [11], and PHAS [12]. Some of them ar ai%’ﬁe asa
tool for network administrators to protect their networks [13, 10-11]. i ?

While there are many studies on the IP hijacking, udies h
about an AS path hijacking. There was some mis ‘i% ffic that was
suspected of the man-in-the-middle (MITM) at by Renesys. In

researched

February 2013, global traffic was redirected to B alOneBel before its

sian Gl
intended destination and it occurred on an almgst ddily basis. Wajor financial institutions,
governments, and network service provi?@ne affe by this traffic diversion in

several countries including the U.S. F¥ e thlrty f July to the nineteenth of
August in 2013, Icelandic provider erfl ced origination routes for 597 IP
networks owned by a large VVoIP § in t rough Siminn which is one of the
two ISPs that Opin Kerfi has. this an \cement was never propagated through

Fjarskipti which is the other f the 'wv Ps. As a result, network traffic was sent to
Siminn in London and redirected hac s intended destination. Several different
countries in some Ice&aumno@syﬁems and belonging to the Siminn were
affected. However: erfi said the problem was the result of a bug in the
software and had bee solv d %A root cause of BGP hijacking can be discovered by
empirical da lySis using pdates from Routeviews, RIB from iPlane project,
paths from oute,, etey However, proving a malicious intent is hardly possible.
According to this rese@ hina Telecom incident is most likely caused by a routing
table leak [14].

In order to p the AS path hijacking, the AS_PATH attribute should not be
manipulated. However, the BGP itself cannot verify whether the AS PATH attribute has
been chang%); not. If a routing hijacker manipulates the AS _PATH attribute in a BGP
messag is sent by another router and forwards the manipulated BGP message to
other net rs, the neighbors who receive the manipulated BGP message can be a victim

e\"Sath hijacking. Only Secure Inter-Domain Routing (SIDR) working group
propesed the RPKI using BGPSEC to validate AS PATH, but BGPSEC is currently a
work in progress [15-16]. In addition, a study propounds that BGP armed with BGPSEC
cannot be secured because of BGP’s fundamental design [17-18].

We proposed Secure AS PATH BGP (SAPBGP) [19-20] in which the SAPBGP
constructs its own policy-based database by collecting RIPE NCC repository and checks
the AS _PATH attribute in BGP update messages whether the ASes listed in the
AS_PATH attributes are actually connected or not. Some studies are conducted to detect
malicious data through machine learning [21-24] and we will adopt them into our system
in near future. For the validation test with the real BGP messages, the SAPBGP receives
live BGP streams from BGPmon project [25-26]. In addition, we conduct the performance
test of the SAPBGP to measure the duration of the validation with the live BGP messages.
When SAPBGP collects policy information from the RIPE NCC repository, export and
import policies were stored in random order. So, SAPBGP should check policy
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information and the complexity was O(n) in worst case. However, our system is modified
and the export and import policies are stored in order so that SAPBGP can check policy
information with the binary search method.

2. Related Research

In order to validate BGP update message, origin information of a BGP update message
needs to be checked whether authorized BGP router originated its prefixes or not, which
is called origin validation. In addition, AS_PATH information in a BGP update message
needs to be checked whether AS_PATH attribute has been changed or not, which is called
path validation.

2.1. Origin Validation V.
An origin validation means to verify whether the originator of update m %’Mz been

authorized to announce its prefixes. In order to valldate originators, the Reseurce Public

Key Infrastructure (RPKI) was proposed by SIDR wor g.%yﬂp on

is currently used for origin validation. RPKI is a Pu ras

where an organization called IANA manages o W Verifia I&i{g)net resources that

are the allocation of hierarchy of IP addresses, Autongmous umbers (ASN), and

signed objects for routing security. IANA is §e trust anch

officially validate assertions according t urce «allgcations. The authorization is

hierarchically assigned from IANA to’ ‘gh eglonal I et Registries (RIRs), Local
Internet Registries (LIRs), National et s (NIRs), and Internet Service
Providers (ISPs). There are five Rélgup d the trust anchors like IANA. The RIR
issues certificates to NIR, subscri NIR and ISP are allowed to issue

certificates to downstream p rs andt S rlbers IP address holders specify which
ASes are authorized to anneence thelr 0 ddress prefixes called ROA.
2.2. Path Vahdatw@

IP hijacki com p vented by RPKI if every address is covered by the
ROA:s. Howhe en of the IP addresses are covered by the ROAs, hijackers
can try an A ATH%uklng by changing the AS PATH attribute in the update
message. In other wo e origin validation cannot assure that the update message has
been originated authorized BGP router. In order to prevent the AS PATH
hijacking, BGP ;@s should verify whether an incoming update message is changed or
not. In addition, the BGP routers check whether the sequence of ASes in the AS PATH
me as the actual propagation path of the BGP update message. Currently,
ing group is designing BGPsec to cryptographically prevent the AS_PATH
hijaeki In BGPsec, an optional and non-transitive path attribute, BGPsec_Path
a@, is included in BGP update messages. BGPsec depends on RPKI certificates and
a BGP router that wants to send BGP update messages that includes the BGPsec Path
should have a private key associated with the BGP router’s AS number. When the BGP
router originates IP prefixes, the BGP router signs the update message with its private key
so that any BGP router that receives the update message can check that the update
message has been originated by the right BGP router by verifying the signature with the
public key corresponding to the private key. In addition, BGP routers who receive the
BGP update message sign the BGP update message with their private key and forward the
BGP update message to neighbors. If every router that receives and forwards the BGP
update messages signs the BGP update message, the BGP update message can be
considered as the message that has not been illegally changed by hijackers.

In order to protect BGP update message, especially to protect AS_PATH attributes, the
BGP update message should carry the secured information such as digital signature. We
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call the BGP update messages including a BGPsec_Path attribute BGPsec update
messages. The AS PATH attribute in BGP update messages is replaced with
BGPsec_Path attribute in the BGPsec update messages. The BGPsec_Path attribute
contains a Secure_Path attribute and sequence of one or two Signature_Blocks. Basically,
the BGPsec_Path attribute is logically equivalent to the AS_PATH attribute, but the
BGPsec_Path attribute includes signature blocks for security methods.

o 10886, 6059, 204 62 48 0/22
=

o— 6039, 204.62.48.0/22
Q

AS 10886

o 11164, 10886, 6059, 204.62.48.0/22
=

@ | 10886, 6059, 204 62 48 0/22
=

o 6059, 204.62.48.0/22
"_|

Figure 1 ectin %I%l—Hop Hijacking by BGPsec

Figure 1 depict We BGPQ%update message works to protect the 1-hop hijacking.
Verizon canpotsprotect the ijacking, even though Verizon can conduct origin
validation. Iy order to,preyent 1-hop hijacking, every BGPsec router needs to use a
BGPsec update messageNstead of a BGP update message and sign the BGPsec update
message with its pri ey either when the BGPsec router originates or when the

BGPsec router fg@; it to neighbors.

3. BGP*$Nulnerabilities

ed to find the best path to reach the destination between the source AS and
tion AS. In selecting the best path, the length of prefix and the number of hops
sidered. Hijackers use those two characteristics of BGP to illegally draw Internet
traffic to their AS. First, a longer prefix has a higher priority. AS administrators can
announce any prefixes, which means the AS administrator intentionally/unintentionally
can announce others’ prefixes, and it changes the destination of Internet traffic. Secondly,
a shorter path has a higher priority. When a BGP update message is forwarded among
ASes, each AS’s ASN is added to the AS_PATH attribute. A hijacker can manipulate the
AS PATH attribute to change AS paths of the Internet package. In addition, hijackers can
pretend their ASes are connected to other ASes, by manipulating the AS_PATH attribute
in the BGP message, even though their ASes are actually not connected to each other.
Therefore, when the best path is selected, illegal changes of AS_PATH attribute influence
the process of the best path selection.
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3.1. IP Hijacking

Once BGP routers are connected to each other, the BGP routers fully trust other
routers. If a BGP router intentionally originates a bogus prefix to neighbors, the neighbors
that receive the announcements trust the prefix and their traffic is hijacked by the
hijacking router.

Hijacked:
Destination- 10.40.0.0

AS_PATH- 200,300,500 V °

Correct:
Destination- 10.40.0.0
AS_PATH- 200,300,400

\
Original Path

i
|
= Hijjacked Path ! .
1
O Origin AS 1
1
1
1 . Hijacker AS :
\
N

__________

10 40.0.0{16, \: 10.40.0.0/17

Flg Prefix Hijacking

Figure 2 s enarl hhacklng AS 500 is trying to hijack the Internet traffic

heading for nces 10.40.0.0/16 to neighbors and traffic in AS 100 is

going to 10.4 |f AS 500 announces a bogus prefix, 10.40.0.0/17, to AS

100, then the trafflc i 00 goes to AS 500 because 10.40.0.0/17 is more specific than
A

10.40.0.0/16. As @ . AS 100 takes the 10.40.0.0/17 as the destination.
3.2.ASP acking

AS pa axcklng is the most severe problem that happens in BGP because it is hard to

28] AS path hijacking not only changes routes of Internet packets, but also

s% Internet packages to the right destination, which means victims of AS path

hijaCking hardly realize that their Internet packets are monitored or manipulated by AS

path hijackers. Nowadays, there are many unknown BGP attacks [7-8] because victims of

the hijacking cannot notice any changes except latency which is caused by the hijacker
because the Internet packets traverse more AS hops.

A BGP router inserts its own ASN into the AS_PATH attribute in update messages
when the BGP router receives the update message from neighbors. However, the BGP
router can insert one or more ASNs into the AS_PATH attribute in update messages other
than its own ASN. In addition, a BGP router might pretend as if the BGP router is
connected to a certain BGP router by manipulating data contained in BGP updates. Figure
demonstrates a scenario of manipulating BGP update messages.
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Announced 10.10.0.0/16

AS
400

)
Correct: Hijacked: @

Destination- 10.10.0.0 Destination-10
AS PATH- 300,200,100 TH- 40

Figure 3. Manlpulatlng@ PATH WS

Suppose AS 400 has a connection to A@) and cre fake BGP announcement to
pretend that AS 400 received a BGP, d by AS 100 and forwarded the
update message to AS 500 eve @b AS 1 S 400 actually don’t have a BGP
connection. In terms of AS 55& ffic hea r prefix 10.10.0.0/16 will choose AS
400 as the best path because 00 selec e shortest path and AS 400 is shorter than
AS 300. Even if the AS 500xcan cond C valldat ion, the AS 500 cannot prevent this
attack because prefix a&?\l info is correct. As a result, AS 400 will have the

traffic heading for ight start another attack using the traffic, such as
a Man-In-The- M% r)@gf

4. Enhanc ecur&Path BGP (SAPBGP)

In order to prevengé‘ ath hijacking, SIDR working group is proposing BGPsec [29]
but we approach rently from BGPsec to monitor and detect the AS path hijacking
by using ASes o&tion information using BGP peer information through policy-based
database information. RIPE NCC provides users with RIPE Data Repository that
contains eer information. Through this information, we can check whether ASes
onnected to other ASes. This peer information has been collected by either
formation Service (RIS) or Internet Routing Registry (IRR). RIS has collected
red Internet routing data from several locations all over the world since 2001.

4.1 Overview

We constructed our own policy-based database by using API provided by RIPE NCC.
We have collected, every day, all of the AS imports and exports policies information
since the eighteenth of February in 2014. In addition, we have separated tables in the
database to keep the daily information as well as the accumulated routing policy
information by adding new exports and imports to the existing exports and imports in the
accumulate table. BGPmon is a monitoring infrastructure, implemented by Colorado State
University that collects BGP messages from various routers that are distributed and offers
the BGP messages as the routes for destinations are changed in real-time. Any BGP router
can be a source that offers real-time update messages if the BGP router is connected to
BGPmon.
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Figure. 4 Distributed at@:gse for @outing Policy Information
As shown in Figure 4, SAPBGP cor‘h@ daily basis BGP update messages to our
policy-based database. WI@ SAPB cts policy information from the RIPE NCC

repository, export and Ampert police&@ stored in random order. So, SAPBGP should
check policy infor 7&& nd the plexity is O(n) in worst case. However, if the export

and import poli e?(; storeo\bg[y , SAPBGP can check policy information with binary
search meth @ the compl is O(log n). It takes time to keep managing policy
116

information der, the policy information is sorted, the comparison time is
significantly reduced, dition, local database of the SAPBGP will be distributed into
multiple databases ly manage policy information.

4.2 Const u%i\r'] atabase

We co \e our own database by using API provided by RIPE. We have collected,

| of the AS imports and exports policies information since the eighteenth of
n 2014. In addition, we have separated tables in the database to keep the daily
tion as well as the accumulated information by adding new exports and imports to
the existing exports and imports.

When the BGP was designed for the first time, the initial number of bits for the AS
number was 16 bits, so AS number ranged from 0 to 65535. However, the number of bits
for the AS number was changed to 32 bits. After that, each RIR reserves AS numbers as
indicated in Table 1. We collected policy information from AS 1 to AS 394239 and
skipped unallocated AS numbers that are not indicated in Table 1.

Table 1. 32 Bits AS Number Allocation Above 65535

Allocation The number of ASes
APNIC 131,072-135,580 4,509
RIPE NCC 196,608-202,239 5,632
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Allocation The number of ASes
LACNIC 262,144-265,628 3,485
AFRINIC 327,680-328,703 1,024
ARIN 393,216-394,239 1,024

We sent queries to RIPE NCC one by one. For example, if a query is related to AS 1
then the result includes AS 1’s export policies, imports polices, and prefixes in the form
of JSON. The SAPBGP parses the results so that the list of export policies and import
policies can be stored to AS 1°s record in the table. As a result, a new table is created
every day to keep track of the daily policy information. In addition, the accumulated table

asn
28137

export
27720,28338,15735

import
27720,28338,16735

is updated by adding new policies if AS 1 adds new policies against othe Ve,s

Y.,

26130 1016,262822 1916,262822

28140 264097,1916,25138, 53070, 52720, 14840, 22548, 52888, 28571, 28220, 3., 264007, 19 16,23138,53070, 52720, 14840, 22543, 528483, 28571, 28220, 35

28143 11432,1915,28138,53070, 52720, 14840, 22548, 52888, 28571,28220,28... 11432,1916,28138,53070, 52720, 14840, 22" szaﬁs 28571, 6735

28141  18881,52610,262715,1915, 28138, 263263, 52770, 53070, 52720,26457...  18881,52610, 262715, 1916, 231 53070, 527252 % ;& 52388, 2..
8144 28185 23185

28142 18881,262567,262183, 264203, 263404, 262430 18831, 262567, 262183, 3 2430

28145  253616,18831,51766,8157,52616, 28621, 14868,53049, 11835,264191 263616,18881,6]?6 5 21, 14868,5099, 1135,

25147 V

28148  52720,18881,1915,25033,4230 52720, 18881, 1815, 25933,4230 x

8149 Q

28138 51440,15397,22548, 16735, 28349, 10362, 16509, 14463, 262288, 26229, . 16735, 2334@’1 14463 262288, 262294,262301, 22689,
28150 10429,15735

2814  253659,28303,52752,262360, 22548, 52835, 52888, 28571, 52570, 2633.. Xm 5275 szsss 52888,28571,52570,263334, 263004, 53166...
38151 254550,4230,27724,28138, 23148, 53070, 1916, 52720, 10429, 22543 0 230,277 070,116, 52720, 10429, 23548, 266 15, 53888, 7738, ..
38152 9]6 28138,5

asn export
28137 27720,25338,16735

3 3 3 .,
28 3
43,52888,7738,28187,28220

Figure 5 shows the recorgs%m AS QS]%IO AS 28152 in the policy table.

27720,23338, 16735

28139 1916,262822 1916,262822
28140 264097,1 264097, 1916,28138,53070, 52720, 14840, 22548, 52888, 28571, 28220, 3543, 16735

28143 11432,1 8453070, 52720, 14840,22548, 5 d,28571,28220,28... 11432,1916,28138,53070,52720, 14840, 22548, 52888, 28571,28220, 28668, 16735
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28144 28186 b 28188

28142  18881,252567,262183,264, 252430 18881,262567, 262183, 264203, 253904, 262430

28145  263616,186881,61766,4 23521 14868,53049,11835,264191  263616,18881,61766,8167,52616,286.21, 14868, 53049, 11835, 264191

28147

28148  52720,18881, 191625934230 52720, 18881,1916,25933,4230

28149

28138 61440, 16397,22548, 16735, 28343, 10362, 16509, 14463, 262268, 262294, 262301, 22689, ..

1916,28138,53070,52720, 22548, 52886, 7738, 28187, 28220

5144&.543,15735,23349,10352, 16509, 14463, 262288, 26229...
D

728303,52752,262360,22548, 52885,52888,28571,52570,2633...
5A560,4230,27724,28138,23148, 53070, 1916,52720, 10429, 22548, 26...

10429, 16735
263659,28303, 52752, 262360, 22548, 52885, 52888, 28571, 52570, 253334, 263004, 53169....
264580, 4230,27724, 28138, 23148, 53070, 1916, 52720, 10429, 22548, 266 15, 52888, 7738,...
1916,28138,53070,52720,22548, 52688, 7738, 23187, 28220

Figure 5. A Screen Capture of the Policy Table

4.3 Monitoring Live BGP Stream

BGPmon provides live BGP streams through telnet to the public. So, whenever the
routers that are connected to BGPmon receives BGP update messages, BGPmon converts
BGP update messages to XML format messages and propagates the XML format
messages to their clients. Apart from the BGP update message, the XML format message
includes timestamp, date time, BGPmon id, BGPmon sequence number, and so on.
Currently, there are 9 participants that are directly connected to BGPmon. We measured
the number of update messages that BGPmon propagates for one day on February in
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2014. Table 2 shows the minimum, maximum, and average number of update messages
per 10 seconds.

Table 2. The Number of Update Messages from BGPmon

The number of update messages per 10 seconds
Minimum 5
Maximum 1,321
Average 28.13

After parsing the live BGP message, the SAPBGP retrieves the ASN attribute and the
AS PATH attribute to check whether ASes in the AS PATH attribute are conAgcted 4o
each other. Firstly, we compare the policy table in the database that is collec
before. If we cannot find the pair, we compare the information from t urnulated
table. If we cannot find the pair from the table, we consider the AS_PATH atthjbute as the
suspicious AS_PATH attribute. If we find the suspici 4&{
the AS network administrators of the suspicious AS_P}%&&I rib&)

4.4 Experiments Q

In order to monitor AS path hijacking in t | world,.we ®ollected BGP live stream
from the BGPmon project and compase AS PA ttribute to our policy-based
database. The policy-based database ted dazh eCause BGP policy information
changed whenever network operat %nted ge their BGP policies. Figure 6
shows the result of the AS P T |tor|n iment through the SAPBGP on the
twenty-fourth of July in 20 e conduc experiment twice a month randomly
during that period. Since orlglnal data |ns a lot of duplicated information, we
analyzed the result that ot cont ications as well. Figure 6 shows the result of
AS _PATH that d contaln uplications. Our result shows 1.43% of the

AS_PATH attrlbute nvalid 54%98 57% of the AS_PATH attributes are valid.
225

Q(b6
&
N

Q minvalid = valid
Fig:re 6. The Result of the AS_PATH Monitoring Experiment that does not
Include Duplications

15,484

The SAPBGP runs on a 2.30 GHz i5-2415M machine with 16 GB of memory running
Windows 8.1 MySQL Ver. 14.14 Distrib 5.1.41 is used for the database. We used JAVA
to implement the SAPBGP that collects daily updates from RIPE NCC, receives live BGP
streams from BGPmon, and validates the BGP stream by comparing the AS_PATH
attribute to our database. The SAPBGP and database are located in the same machine to
reduce the connection latency between them.
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Figure 7. Comparison of the Two Results of the Qjorma@ests for the

AS PATH VaIVQ
Error! Reference source not found.7 sho e AS"\% validation time. The

validation time includes accessing time to dat , retriev specific AS record from
a table, and comparing the AS | PAT | ute to % S’s record. The enhanced
algorithm is on average 1.45 times fast nthe eX| Igorithm.

5. Conclusions Q) K\

Many solutions are proposed to preve %preﬁx hijacking, such as RPKI, BGPmon,

Argus, and PHAS, but t olutlon protect the AS path hijacking except RPKI.
SIDR proposed the RP |ng BGP nd BGPSEC is currently a work in progress. In
order to monitor the A th hlj ing, we proposed Secure AS PATH BGP (SAPBGP)

e, AS PAT tr| ute in update messages whether each AS in the
AS PATH uté is conne to each other based on our policy database collected
from RIPE repos@ he result of the AS_PATH validation test shows 1.43% of
the AS_PATH attrib nvalid and 98.57% of the AS_PATH attribute is valid on the
twenty-fourth of J 2015. In addition, the result of the performance test shows that
the enhanced al is on average 1.45 times faster than the existing algorithm.
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