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Abstract

A robust twofold zero-watermarking scheme for secret QR-Code (Quick Response
Code) sharing is proposed in order to increase the security of commercial activities on
the internet and media. In this paper we will present a twofold scheme for zero-
watermarking to be used for copyright protection, implemented in discrete wavelet
transform (DWT) as the first fold and discrete cosine transform (DCT) as a second fold
for color images in which the visual secret sharing is used to generate unexpanded master
and secret shares for the same QR-Code watermark. The experimental results indicate
that the proposed scheme is highly robust and the QR-Code can be decodable even after
different types of attack being applied.

Keywords: QR-Code; Visual Secret Sharing; Discrete Wavelet Transform; Discrete
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1. Introduction

The digital watermarking is one of the most commonly used techniques for
copyright protection and digital data ownership. Nowadays, many watermarking
techniques based on manipulating both spatial and frequency domains render the
digital data with high distortion. On the other hand, an emerging technique which
known as a zero-watermarking is proposed, this technique relies on extracting a
specific features that could identify the digital data uniquely and could contribute
with the construction of the watermark, then registering these features into a third
party database for safe keeping. This database is an intellectual properties rights for
digital media. Zero-watermark technology's merit include: preserving the image
primitives (invisibility is good and robustness is strong) and well balanced
watermarked algorithm (between robustness, inserting information content and
invisibility contradiction) [1]. Recently, many researchers have gone through this
field to protect the copyrights of digital images. Literature [2] constructs two
watermarks from remote sensing image, one is constructed from low-frequency
coefficients in discrete wavelet transform (DWT) domain of the host image, and the
other is constructed from that of the log-polar mapping image of the host image. In
[3], a proposed scheme constructs a watermarking from the image features which is
extracted from the original image by applying the DWT and the singular value
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decomposition (SVD). While [4] uses discrete cosine transform (DCT) and SVD
combined with contourlet transform to construct a zero-watermark. In [5] a robust
zero-watermarking scheme has been proposed to protect image copyrights. This
scheme wuses the random projection characteristic of compressive sensing.
Observations can represent the feature of original image fully and succinctly. The
features and meaningful copyright information are combined to construct a zero-
watermark.

The QR-Code (The Quick Response Code) is a type of 2D code being developed from
the 1D barcode, which has been used in advertising, manufacturing, logistics, and
retailing. QR codes have become very popular in digital watermarking in the recent years.
The QR code is used with digital watermarking as a cover image as in [6] and [7] to
identify the owners of the data in the QR codes. While [8] presents a zero-watermarking
scheme with SVD domain for unambiguous authentication of medical images, proposing
a patient identification details and a link to patient data encoded into a Quick Response
(QR) code serves as the watermark. Also, the QR-Code is used as a watermark as shown
in [9] to provide a new way for giving medical image authentication and improved
radiology readings. In the proposed scheme the QR-Code is used as a watermark for
providing copyright protection.

The visual secret sharing is a technigue to share secret images, proposed by Naor
and Shamir [10]. In its basic model, a binary image is encrypted into n separate images,
which reveal the original image when overlaid. If the user does not have the complete n
images then no information about the encrypted image can be retrieved. Some researchers
used the concept of visual secret sharing of two participants with the zero-watermarking
technique to protect the copyrights of digital images. [11] Proposed a novel copyright
protection scheme for gray-level images based on sampling distribution of means and
expanded visual cryptography to achieve the requirements of robustness and security.
Also in [12] a gray-level image copyright protection scheme using expanded visual
cryptography is presented, and this scheme is based on SVD technique. While [13]
proposed a novel copyright protection scheme based on DWT, noticing that this scheme
dose not expand the shares.

In this paper, a twofold zero-watermarking scheme was proposed using the visual
secret sharing to generate unexpanded secret and master shares for the QR-Code
watermark, and this scheme extract the feature bits by utilizing the most important parts in
the DWT and DCT of the color image to get semi-perfect results and obtained a highly
robust and decodable QR-Code watermark. The rest of the paper is organized as follows:
the method description is given in the subsequent section. Section 3 is the explanation of
the proposed twofold zero-watermarking scheme for the secrete QR-Code sharing. In
Section 4, we show the presentation of experiments to demonstrate the performance of the
proposed scheme. In Section 5 we have the conclusions of our scheme and the findings
obtained.

2. Method Description

2.1. QR-Code

The acronym QR stands for Quick Response and QR Code is a type of two-
dimensional symbol (2-D barcode) that can be used to store information and
attached to an object. The purpose of QR code is to identify the object and to
provide related information. It was created by Toyota subsidiary, Denso-Wave, in
1994. Then, six years later (2000), QR code is standardized as ISO/IEC 18004 [14].
A QR code exhibits efficient features such as high capacity encoding of data that
can encode 7089 numeric characters for numeric data, small printout size, Chinese
and Japanese character representation (kanji and kana capability), resistance to dirt
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and damage, readability from any direction in 360 degrees (high speed reading),
varied error correction levels, and a structure append feature. Figure 1 shows the
structure of the QR code.

QR Code is comprised of black and white patterns on geometric plane surface in the
two dimensions. It uses black pattern to stand for binary number 1, and white
pattern to represent binary number 0. QR Code has a function of an error correcting
for miss reading that white is black. Error correcting is defined in 4 levels (L, M, Q
and H); level L: about 7% or less errors can be corrected, level M: about 15% or
less errors can be corrected, level Q: about 25% or less errors can be corrected, and
level H: about 30% or less errors can be corrected [15].

1. Version information
2. Separators

3. Timing Pattern

| 4.Formatinformation

5.Data and Error
Correction

» 6. Quiet zone

— 7. Alignment Pattern

-+ 8.PostionDetectionPattern

Figure 1. Structure of QR-Code

2.2. Visual Secret Sharing

The visual secret sharing technique is a visual cryptographic protocol which has
the ability for sharing images in secure way, and restores it without the use of
complex computations [10]. Any black and white printed material such as text or
images etc. are considered as images and can be split into n different share images.
By stacking out a set of qualified images k where (k € n) the image can be obtained
from this k set of images, knowing that even k-1 would not reveal the image at all,
not even close to the watermark image. Recently, a 2-of-2 visual secret sharing
schemes are widely used in protecting the copyrights of high precision digital
images. In the traditional (2, 2) visual secret sharing scheme, a secret image is
encrypted in two transparencies. When stacking these two transparencies, content of
the secret image is visible. In this model, six 2x2 binary codewords are involved as
shown in Figure 2, one pixel of the secret image is encrypted into two codewords.
Also, there is another model of (2,2) visual secret sharing in which each pixel in the
secret image is replaced by two sub-pixels in each share, the width of the decoded
image is twice that of the original image as shown in Figure 3. These models
increase the size of each share and result in loss of contrast in the recovered image.
In this paper, XOR-based (2, 2) visual secret sharing is used without expansion in
the secret image pixels. The secret QR-Code image is split into two unexpanded
master and secret shares.

mufi" 0 SRS Ju""s

Figure 2. 2x2 Binary Codewords
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Figure 3. An Example of (2, 2) Visual Secret Sharing Technique, for (a)
Secret QR-Code Image, (b) First Share, (c) Second Share, (d) Overlapped
Expanded QR-Code Image

2.3. Discrete Wavelet and Cosine Transforms

The wavelet transform describes a multi-resolution decomposition process in terms of
expansion of an image onto a set of wavelet basis functions. DWT has its own excellent
space frequency localization property. Application of DWT in two-dimensional (2D)
images corresponds to 2D filter image processing in each dimension. The input image is
divided into four non-overlapping multi-resolution sub-bands by the filters, namely LL;
(approximation coefficients), LH; (vertical details), HL; (horizontal details) and HH,
(diagonal details). The sub-band (LL,) is processed further to obtain the next coarser scale
of wavelet coefficients, until some final scale ‘N’ is reached. When ‘N’ is reached, 3N + 1
sub-band are obtained consisting of the multi-resolution sub-bands. Which are LLyx and
LHyx, HLx and HHyx where ‘X’ ranges from 1 until ‘N’. Generally, most of the image
energy is stored in the LLyx sub-bands [16]. The low-frequency sub-band represents the
best approximation of the original image under the condition of the largest scale and the
minimum resolution decided by DWT decomposition level. Its statistical characteristics
are similar to the original image, and most of the energy of the image is concentrated in it.
While the high frequency sub-bands represent the details of the original image in different
scales and resolutions. The lower the resolution is, the higher the proportion of useful
information is [17].

DCT is a typical scene for image processing and digital signal processing with
advantages of high compression ratio, small bit error rate, good information integration
ability and good synthetic effect of calculation complexity [6]. The DCT block is
consisted of several frequency bands; The single direct current (DC) coefficient, the low
frequency coefficients of the block (BL), the height frequency band (BH) and the middle
frequency coefficients of the block (BM). Since the (DC) coefficients represent the
average brightness of the image, those coefficients are chosen for generating the feature
matrix bits.

3. The Proposed Twofold Zero-watermarking Scheme

In this section, we propose a twofold copyright protection scheme for zero-
watermarking using visual cryptography technique and working on QR-Code as a
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watermark. There are two procedures of proposed method; Embedding Procedure and
Extracting Procedure.

3.1. Embedding Procedure

The embedding procedure uses the YCbCr color space for zero watermarking to
achieve maximum robustness against majority of attacks. To generate the secret shares for
the QR-Code watermark, there are two stages (folds); in the first stage a 4-level Discrete
Wavelet Transform is performed to the Y component and the feature matrix bits will be
extracted from the low frequency band (LL4) since it is almost not changed by any of the
common attacks so that features extracted from the low frequency coefficients contains
better robustness. The second stage performs the DCT to the Y component, and selects
the most important part (DC) coefficient to extract the feature matrix bits. The embedding
procedure can be described as the following steps; Figure 4 is the representation of these
steps.

Secret
Sharel

Share2

I Secret

i
QR-Code Arnold Scrubby QR-
Watermark W Transform Code Watermark
Ws
( 4 ) ( \ Rules of X-
Le\;el LLe) E)I(:tergfjr?e > OR Based
DWT Matrix Bits V'Ssurf;r?r?; ret
Original RGB to \——— )
Color YChCr
Image conversion ——
DcT | bpc | Extractthe FgJFIfSBOf >é
> Feature - . ase
Matrix Bits Visual _Secret
\ ) \ ) Sharing

Figure 4. Embedding Procedure

Stepl: Generate a QR-Code image with company name of size nxn. To decrease the
relationship of pixel space in the QR-Code watermark image, the watermark W is spread
out evenly using Arnold transform with the scrambling time K. Empirical value of K is 20
which applied on the watermark W to obtain spread out watermark W as in (1).

W.(i,j) = W ([f ﬂ B] mod n)

where: W(i,j),W.(i,j) {01} 1=ij=n

Step2: Convert the color image of size mxm from RGB domain to its equivalent YCbCr
domain; The Y component represents the luminance while the Cb and Cr components
represent the chrominance. Here, only the Y component is used to extract the features.
Step3: In the first stage (fold), Decompose Y component into discrete wavelet domain
with four-levels, and select the LL4 to generate the feature matrix bits. Split the LL4 and
divide it into non-overlapping blocks of dimension 4x 4, By, B, ..., By. Where b is the
number of blocks. Then, extract the feature matrix bits, this process is done by computing
the average for each block B, and compare each element in each block with the average of
that block. The feature matrix F; is constructed by using (2), and (3).

1)

Average(p) = average (B?, (x,;-‘})l l=x,y=4 1=p=bh )
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. _ (1, Average(p) < B,(x,y),
Rj) = {UJ Otherwise
where:F (i,j) €{0,1},1 =i,j=n

3)

Step4: In the second stage (fold), the selected component Y will be divided into 8x 8 sub-
blocks. To extract the feature matrix bits; these blocks are converted into the frequency
domain using the two dimensional DCT, B= {B;, B,, ..., Bi}, where t is the total number
of blocks. Since the number of QR-Code watermark bits (nx n) are very less as compare
to total number of blocks (t), 2(n?) blocks need to be selected from B. A random matrix
RM having dimension 2(n) is generated, RM = {1,732, ...,T2(»% }, where r lies in
between 1 and t. the blocks whose block number matches with r are separated from B. For
each selected block the (DC) coefficient is selected to obtain the two (DC) matrices DC,
and DC,, each of size (nz). Then, each element in DC; will be compared with the
corresponding element in DC,. The feature matrix F;is constructed by using (4).

.o _ (L DC(,f) = DC,(i,1)
2 (1, — i 24k il 4
Fa(i.) {'UJ Otherwise @
where: F(i,j)€ {01}, 1=i,j=n

Step5: Generate the secret share by using the rules given in Table 1. The secret share is
then registered into a third parity database for safe keeping. This database is an
intellectual properties rights for digital media.

Table 1. Construction Rules of X-OR Based Visual Secret Sharing

QR-Code Watermark Pixel White Black

0 1

g
(]
H N

Bit in Feature Matrix F

Master Share Pixel

Secret Share Pixel

/Al -
L) -

Master Share X-OR Secret
Share

3.2. Extracting Procedure

For both stages (folds), the inputs to the extraction procedure are a color controversial
image and the secret share image. The output is a QR-Code watermark image W'. To
extract the features of controversial color image, the owner uses the same process which
is used in the embedding procedure. Then, the master share is constructed by using the
rules given in Table 1. The X-OR logic function is then applied between secret and master
shares to reveal the Scrubby QR-Code watermark W's. Finally, Arnold transform is
applied K times to W's to obtain W' which is used to verify the copyright. Note that, the
size of the shares and the extracted watermark is exactly same since there is no pixel
expansion. Figure 5 represent the extracting procedure.
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Figure 5. Extracting Procedure

4. Evaluation of the Proposed Scheme

To evaluate the proposed scheme fidelity, we measure the similarity between the
original and attacked images by using the Peak Signal to Noise Ratio.

n55:
i 0810 (m;mzm IR OGD-1()]® )
(%)

Where: mx m is the size of the image, and I(i, j), I'(l, j) are the pixel values of the host and
the attacked images.

In order to measure the robustness of the zero-watermarking system, the normalized
correlation coefficient (NC) of the extracted watermark Wi is applied in conjunction to
the original one Wi; the maximum value of this measure is 1 which determines the best
robustness of the watermarking process.

NC = — E‘E‘:._Wf wi
Where: N is the size of the original and extracted QR-Code watermark bits.

(6)

For testing performance of the proposed twofold zero-watermarking scheme, the
results of the experiments are obtained using MATLAB. The proposed scheme is tested
on a color image of size 512x512 (Lena image.png) which is shown in Figure 6(a). The
binary QR-Code watermark image of size 32x32 that decode the word "Jumana" as
shown in Figure 6(b). The resultant Master and Secret Shares for the first stage (fold) are
shown in Figure 7(a), and (b). The recovered QR-Code watermark from an unaltered
color image for the first stage is shown in Figure 7(c). The Master share, Secret Share,
and the recovered QR-Code watermark for the second stage (fold) are shown in Figure
8(a), (b), and (c). Note that the size of all these images is same as the original QR-Code
watermark and looks like random scatter of black and white pixels.
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(b)

(@) (b) (©)

Figure 7. The Resultant Images of the First Stage, (a) Master Share, (b)
Secret Share, (c) Reconstructed QR-Code Watermark

(@) (b) (©)

Figure 8. The Resultant Images of the Second Stage, (a) Master Share, (b)
Secret Share, (c) Reconstructed QR-Code Watermark

To check the robustness of the proposed scheme, some common image processing
attacks were performed on the original color image. The impact of the attacks on the
original color image is shown in Figure 9 which demonstrates the values of PSNR for the
color image with respect to each attack type. Noise added image is obtained by adding 1%
and 5% salt and pepper noise to the original image. Gaussian noise is obtained with
mean=0 and variance=0.0005. Median filtering is performed with window size 3x3. And,
Gaussian low pass filtering of the image was done with a window of size 2x2. Gamma
Correction 1.5, Intensity Adjustment ([0 0.8], [0 1]), and histogram equalization are
applied to the original image. The JPEG compression attack is performed by compressing
the image with quality factors 15 and 10. The scaling of an image is done by first
reducing the original host image size from 512x512 pixels to 256x256 pixels, and then
zoomed to its original size by means of pixel replication. The cropped image is obtained
by cropping 15% of the original image.
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The Effect of Attacks
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Figure 9. The Values of PSNR for the Color Image with Respect to Each
Attack Type

Table 2 and Table 3 show the NC values of the reconstructed QR-Code watermark for
the first and second folds under different types of attack to decode the word "Jumana".
The NC values of the second fold are better than the first fold in adding the salt & pepper
noise and Gaussian noise. While, the NC of the first fold gives better value than the
second fold in Gaussian low pass filtering attack. In the median filtering, the two folds are
approximately the same. The NC values of the reconstructed QR-Code watermark under
intensity adjustment, gamma correction, and histogram equalization are better in the
second fold. The scaling attack involves the resizing of the image. Here, the results show
that the proposed folds is robust against the scaling attack, and the tables show the NC
vales are equal in the two folds (NC=0.9992). The folds have shown good results for the
JPEG compression with quality factors 15 and 10, but the reconstructed QR-Code
watermark is not decodable in the first fold under quality factors 10. Cropping is used to
cut a part of an image from a picture so that the extracted feature matrix is corrupted. The
proposed folds resist the cropping attack with size 15%, but the reconstructed QR-Code
watermark is not decodable in the first fold under this size of cropping.

Table 2. Test of Reconstructed QR-Code Watermark for the First Fold
under Different Types of Attack to Decode the Word "Jumana"

Reconstructed
Attacks NC QR-Code watermark Deco"cjed QR-"Code
umana
under attacks
[=] =]
Salt and Pepper 0.9969 - : Decodable
Noise 1% E'

C1 1 O
Salt ar_1d Pepper 0.9889 :%— Decodable

Noise 5% E .
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- ' E.:IE
Gaussian Noise 0.9992 b . Decodable
=]
- ()
Median filter (3x3) 0.9968 o . Decodable
=]
.=l
Gaussian low pass 0.9936 E E Decodable
filter(2x2) ' -
.al
Intensity (=] E
Adjustment 0.9944 ‘-E Decodable
| B
Gamma Correction 0.9897 b - Decodable
[z
[
H|stqgra_m 0.9873 - E Decodable
Equalization =
- E.:IE
Scaling 0.9992 b . Decodable
=]
| Bl
IPEG compression | 09905 T Decodable
i .2t
JPEG compression (=5 ]
QF=10 0.9841 ... Not decodable
- ..:l..
Cropping 15% 0.9753 ‘I-EI o, Not decodable
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Table 3. Test of Reconstructed QR-Code Watermark for the Second Fold
under Different Types of Attack to Decode the Word "Jumana"

Reconstructed
Attacks NC QR-Code watermark Decolfjed QR-"Code
Jumana
under attacks
OF 0
Salt arjd Pepper 0.9976 by - Decodable
Noise 1%
=1
Salt and Pepper =) E
Noise 5% 0.9944 by Decodable
_ _ =2
Gaussian Noise 1 b - Decodable
[=]
- . E.:'E
Median filter (3x3) 0.9976 b Decodable
Gaussian low pass EIE
filter(2x2) 0.9881 by Decodable
. E.:'E
Intensity 0.9968 VilE - Decodable
Adjustment O]
_ ===
Gamma Correction 0.9952 b, . Decodable
=]
i E.:'E
Hlstqgra_m 0.9936 . Decodable
Equalization =
- E.:IE
Scaling 0.9992 2 . Decodable
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JPEG corT_1preSS|on 0.9897 " 0 Decodable
QF=15 O}
- E.:llﬂ
JPEG(%?:T%ESSIW 0.9834 i ; Decodable
= Ci
| E.:IE
Cropping 15% 0.9880 = 4 Decodable

5. Conclusion

In this paper, we have proposed an immune secret QR-Code sharing based on a
twofold zero-watermarking scheme that extracts the feature bits from the most important
parts in the host color image instead of embedding watermark into that image to protect
the copyright information in a robust way. The feature bits are used to split the QR-Code
watermark in to unexpanded master and secret shares. The proposed schemes generate
two different secret shares to the same QR-Code watermark from host color image during
the embedding procedure. One is constructed from low-frequency coefficients in discrete
wavelet transform domain of the host image, and the other is constructed from that DC
coefficient in DCT domain of the host image. The secret shares are then registered in a
third-part database for copyright protection. While, the master shares are constructed from
the controversial color image during the extracting procedure. The obtained results of NC
and PSNR values show that the proposed scheme is robust against different kinds of
attack. It also results in high quality extracted QR-Code watermark.
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