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Abstract 

Video contents may adopt various conditions for one may access a system and this 

system may adopt pay-per-view. This scrambling method is used in commercial way to 

protect copyright. As image and video contents are widely released, content protection 

becomes an important issue. In this paper, we present a scrambling method which uses 

magnitude and phase decomposition. A given image is transformed into spectral domain 

to obtain magnitude and phase components. The magnitude component is transferred to 

unauthorized individual. However phase component is selectively distributed to protect 

contents because phase component contains important information. Simulation results 

show that the proposed method gives reliable performance. 
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1. Introduction 

A video has various conditional access rules that are adopted for pay per view or 

subscriber regarded services [1-8]. In many cases, owners of video contents would like to 

fully control access of subscription. In this paper, we proposed a scrambling method 

which protects the copyright of the content [9-11].  

Recently, the scrambling method is widely used because copyright issue is important 

[12-16]. The goal of scrambling method is to hide important information and only show 

desirable or trivial scene, and therefore attracts individuals to subscribe contents. We 

assume that the proposed video scrambling method may stop undesirable interception and 

watching of any possible transmitted video. The human visual system is very sensitive at 

spotting distortions in pictures, poor video decoding is not desired. Thus, it is very 

important to select the right video scrambling method because the contents still has to 

attract viewers although it is not fully watchable. There are several approaches concerning 

video scrambling [17-20]. 

This paper proposes a new scrambling method which works as follows. We assume a 

video signal is transmitted. To allow individuals watch contents, authentication process is 

applied and each individual is allowed or not-allowed watch video. The legal viewers are 

awarded a correct key to solve phase issue, and the others are given wrong key. The 

original video is decomposed by magnitude and phase signal, and magnitude signal is 

transmitted unconditionally. However, as most important information is carried in phase, 

only legal viewers can watch watchable video.  

This paper is organized as follows. Section 2 shows the proposed method. Section 3 

explains simulation results. Section 4 shows conclusion remarks and finalize this paper.  

 

2. Proposed Method 

The Fourier transform is one of important tools for image processing. It makes us to 

understand spectral domain image processing quickly. The two dimensional Fourier 

transform allows one to see the frequency spectrum of the data in both dimensions and 
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have one visualize filtering operations more easily. The 1D DFT is explained as follows. 

Let us assume 

0 1 2 1
[ , , , ..., ]

N
f f f f


f , (1) 

Where f is a sequence of length N. Then, we state DFT as 

0 1 2 1
[ , , , ..., ]

N
F F F F


F , (2) 

Where 

1

0

1
e x p 2

N

u x

x

x u
F i f

N N






 
  

 
 . (3) 

The inverse DFT is explained as 
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The 2D Fourier transform is extension version of 1D Fourier transform over two axes. 

The 2D inverse Fourier transform is extension version of Eq. (4). The equations of 2D 

Fourier transform and inverse Fourier transform are introduced as follows: 
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The transformed image can be represented in two ways: magnitude and phase content. 

 

  
(a) (b) 

  
(c) (d) 
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(e) (f) 

  
(g) (h) 

Figure 1. (a) #149 LC Image, (b) #150 LC Image, (c) Magnitude of #149 LC 
Image, (d) Magnitude of #150 LC Image, (e) Phase of #149 LC Image, (f) 

Phase of #150 LC Image, (g) Result with Correct Key, and (h) Result with 
Wrong Key 

Figure 1 shows an example. We assume image1 is Figure 1(a) and image2 is Figure 

1(b). The magnitudes of Figure 1(a) and Figure 1(c) are shown in Figure 1(c) and Figure 

1(d). It is noted that, for display purpose, it is necessary to display the DC component in 

the center of the spectral matrix. This is possible by multiplying (-1)
x+y

 before the Fourier 

transform. Similarly, the phase components are shown in Figure 1(e) and Figure 1(f) and. 

Figure 1(g) is reproduced by using Figures 1(c) and 1(e). On the other hand, Figure 1(h) is 

reproduced by using Figures 1(c) and X(f). The phase information is hard to understand. 

However, it is evident that the phase information plays an important role for reproducing 

image. 

 

Video channel (CH) Authorization check

Key=CH Key=CH-1Decomposition 

Fourier transform 

Magnitude Phase 

Decoded video

Authorization check

yes no

 

Figure 2. Flowchart of the Proposed Method 
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As one can see, when phase information is switched with other, quality of image 

becomes poor. Our proposed scrambling method switches phase information with other 

one, normally the phase of previous image. Figure 2 shows the flowchart of the proposed 

method. 

The proposed method performs as follows. First of all, authorization process is applied 

to check the validity of the subscription. Once the subscription is valid, correct key is 

informed to viewer, and the viewer can watch watchable signal by inverse Fourier 

transforming with correct phase information. However, if the subscription is not valid, the 

wrong key is informed which makes result images are unpleasant. As the most important 

information is carried in phase, only legal viewers can watch watchable video. 

 

   
(a) (b) (c) 

   
(d) (e) (f) 

   
(g) (h) (i) 

Figure 3. The Weight Effect of Phase Information: (a) w=0.1, (b) w=0.2, (c) 
w=0.3, (d) w=0.4, (e) w=0.5, (f) w=0.6, (g) w=0.7, (h) w=0.8, and (i) w=0.9. 

Figure 3 describe the effect of correct phase information. There are nine result images 

in Figure 3, and the weight of correct phase information is given 0.1 to 0.9, with the 

increment of 0.1. It can be seen from Figure 3, result images are unacceptable as wrong 

phase is getting more used. 
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Table 1. Objective Performance Comparison with PSNR Metric for  
Different w 

W PSNR (dB) 

0.1 39.0816 

0.2 31.7876 

0.3 26.5368 

0.4 22.0588 

0.5 18.6499 

0.6 16.2944 

0.7 14.4838 

0.8 12.9387 

0.9 12.0248 

 

The objective performance of images in Figure 3 is described in Table 1, where PSNR 

results are shown in dB for nine weights, w. 

Table 1 can be recast in figure, which is shown in Figure 4(a). As can be seen in Figure 

4(a), PSNR performance decreases as w increases. Similarly, we calculated MSE results 

in Figure 4(b). 

 

       
(a)                                                   (b) 

Figure 4. Objective Performance Comparison with PSNR and MSE Metrics 
for Different w 

3. Experimental Results 

In this section, we provide experimental results on LC dataset, 768×512, 24-bits/pixel 

high color images. The dataset has 150 images, while we only adopted #21 to #40 images. 

Four figures display visual performance comparison on #31, #32, #33, and #34. These 

images are shown in Figures 5 to 8. 

Figure 5(a) shows a gray scale image which is obtained rgb2gray command. Figure 

5(b) shows a reconstructed image which uses correct magnitude and phase information. 

Figure 5(c) shows a reconstructed image, however, wrong phase information was used 

and result image quality is bad accordingly. Finally, Figure 5(d) shows the difference 

between Figure 5(a) and Figure 5(c). When one has correct key for phase component, the 

restored images are watchable. 
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(a) (b) 

  
(c) (d) 

Figure 5. Scrambling Results on #31 Image: (a) Original, (b) Decoded with 
Correct Key, (c) Scrambled, and (d) Difference between Original and 

Scrambled Result 

  

(a) (b) 
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(c) (d) 

Figure 6. Scrambling Results on #32 Image: (a) Original, (b) Decoded with 
Correct Key, (c) Scrambled, and (d) Difference between Original and 

Scrambled Result 

  

(a) (b) 

  

(c) (d) 

Figure 7. Scrambling Results on #33 Image: (a) Original, (b) Decoded with 
Correct Key, (c) Scrambled, and (d) Difference between Original and 

Scrambled Result 



International Journal of Multimedia and Ubiquitous Engineering 

Vol.10, No.12 (2015) 

 

 

252   Copyright ⓒ 2015 SERSC 

  

(a) (b) 

  

(c) (d) 

Figure 8. Scrambling Results on #34 Image: (a) Original, (b) Decoded with 
Correct Key, (c) Scrambled, and (d) Difference between Original and 

Scrambled Result 

Figure 9 shows objective performance comparison with PSNR and MSE metrics for 20 

test images.  

 

  

(a)                                                   (b) 

Figure 9. Objective Performance Comparison for 20 Test Images: (a) PSNR, 
(b) MSE 
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4. Conclusion 

A scrambling method is presented in this paper. The proposed method uses magnitude 

and phase decomposition. As phase component contains important information, by 

switching phase information scrambling can be performed. Experimental results show that 

the proposed method gives reliable performance. 
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