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Abstract 

Lightweight cryptography is equipped as security component, to secure those pervasive 

devices that are security and privacy sensitive. It has been conclusively proven that 

unprotected cryptographic implementations are vulnerable to side-channel attacks. In 

practice, area resource smaller than 3,000GE (5,000GE sometimes) may be available for 

security components in pervasive devices. This paper presents an ultra-lightweight first-

order side-channel resistant crypto of KLEIN, which is a new family of lightweight block 

cipher that has advantages in both of software and hardware performances. The serial 

implementation of masked KLEIN requires 2102GE, while parallel implementation 

requires 4451GE, which are suitable for resource-constrained pervasive devices. 

Experimental results show that it is secure under First-order Power Analysis Attack, but 

still vulnerable to High-order Side-channel Attacks, with an exponential increase of the 

SCA data complexity. 

 

Keywords: Lightweight cipher, KLEIN, First-order masking, High-order Side-channel 

Attacks 

 

1. Introduction 

Internet of Things (IoT) is a novel paradigm that is rapidly gaining ground in 

information technology. The basic idea of this concept is the pervasive devices around us, 

which are able to interact with each other and cooperate with their neighbors to reach 

common goals, through unique addressing schemes. Increasingly everyday items are 

enhanced to pervasive devices by embedding computing power, such as Radio-Frequency 

Identification (RFID) tags, sensors, ASICs and smart cards, which have harsh cost 

constraints in terms of area, memory, computing power, battery supply. Although the 

mass deployment of pervasive devices promises many benefits, when it comes to many 

applications that are security and privacy sensitive (military and financial applications, 

etc.), security and privacy are striving issues. Lightweight cryptography is equipped as 

security component, to secure such applications. 

For resource-constrained devices, traditional block ciphers such as DES and AES, 

could be too expensive. Therefore, topic of lightweight ciphers is a pressing issue, and 

several lightweight ciphers have been published so far, such as PRESENT, LED and 

KLEIN. KLEIN [1] is a new family of lightweight block ciphers that is designed for 

resource- constrained devices such as wireless sensors and RFID tags. To meet the 

requirement of limited resources, lightweight cryptography is much simpler and 

serialized. Even worse, pervasive devices are deployed in a hostile environment, i.e. an 

adversary has physical access to or control over the devices, which poses a serious 

practical threat to these security components [2-3]. 

After over 15 years’ research, it has been conclusively proven that unprotected 

cryptographic implementations are vulnerable to side-channel attacks. Power analysis 

attacks exploit the dependency between the instantaneous power consumption of a 
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cryptographic device and the data it processes and/or the operation it performs. 

Differential Power Analysis is a statistical test which examines a large number of power 

consumption traces to retrieve secret keys. Differential Power Analysis is one of the 

effective methods to retrieve secret keys, which includes mono-bit DPA [4] , multi-bit 

DPA[5, 6] and Correlation Power Analysis (CPA) [7-10]. 

During the last ten years, there have been many endeavors to develop effective 

countermeasures against DPA attacks, including two major countermeasures: hiding [11-

12] and masking [13-17]. The latter is the most widespread, thanks to its relatively low 

overhead, low performance loss and robustness against first-order attacks. 

To construct the masking scheme, the most important consideration has been to mask 

the S-box operation. Commonly, there are two strategies [19]: 

1. The precomputation look-up table [13, 18, 19]: this method re-computes the masked 

S-box as a pre-computed look-up table, and stores it in RAM or ROM. The look-up table 

( ) ( )M S b o x A M S b o x A q      is pre-computed according to the intermediate 

value A and one or several random value(s) M. The value of q could be different for 

different masking schema, in a simplified version, q is equal to M, which is sufficient to 

prevent from first-order SCA. 

2. The S-box secure calculation [15-17]: the S-box outputs are computed on-the- fly by 

using a mathematical (e.g. polynomial) representation of the S-box. Each time the masked 

value has to be computed, an algorithm is executed. The computation of algorithm is split 

into elementary operations (bitwise addition, bitwise multiplication, etc.) performed by 

accessing one or several look-up table(s). 

Pervasive devices are strongly cost-driven, which prohibits expensive 

countermeasures. In practice, area resource smaller than 3,000GE (5,000GE sometimes) 

may be available for security components in pervasive devices [3]. Precomputation look-

up table based masking countermeasure is low-cost and secure against first-order DPA, 

therefore is more suitable for lightweight ciphers in resource-constrained devices. In this 

article, we aim at First-order Side-Channel Resistant Crypto that is smaller than 3,000GE 

and 5,000GE, which is suitable for pervasive devices. Moreover, for the sake of practical 

use, its SCA Security will be discussed in the paper. 

The remainder of this paper is organized as follows. Section 2 gives a brief description 

of KLEIN, as well as the security of unprotected KLEIN under first-order power analysis 

attacks. A brief and low-cost implementation of masking countermeasure is proposed in 

Section 3. Section 4 evaluates the security of our proposed masked KLEIN under first-

order power analysis attacks, and second-order power analysis attack. Section 5 concludes 

the paper. 

 

2. Side-Channel Attacks Against KLEIN 
 

2.1. Algorithmic Description of KLEIN 

The structure of KLEIN is a typical Substitution-Permutation Network (SPN), 

which is also used in many advanced block ciphers, e.g. AES and PRESENT. It has 

both block and key size of 64, 80 and 96 bits, referred to as KLEIN-64, KLEIN-80 

and KLEIN-96, respectively. Number of rounds NR is 12/16/20 for KLEIN-

64/80/96 respectively. A high-level description of the KLEIN encryption is 

described in Figure 1. 
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Figure 1. One Round of the Encryption Process of KLEIN 

1. SubNibbles Step 

In the SubNibbles step, the XORed results will be divided into 16 of 4-bit nibbles 

and input to the same 16 S-boxes. The KLEIN S-box S is a 4 4  involutive 

permutation described in table 1. 

Table 1. 4-Bit S-Box Used in KLEIN 

Input 0 1 2 3 4 5 6 7 8 9 A B C D E F 

Output 7 4 A 9 1 F B 0 C 3 2 6 8 E D 5 

 

2. RotateNibbles Step 

After the SubNibbles step, 16 nibbles 
0 1 1 5

, , . ..,
i i i

b b b  will be rotated left two bytes 

during the i-th round where [1, ]i N R . 

3. MixNibbles Step 

The i-th round input nibbles 
0 1 1 5

, , . . . ,
i i i

c c c  will be divided into 2 tuples, The tuples 

of the state are considered as polynomials over 
8

2
F and multiplied modulo x

4
+1 with 

a fixed polynomial , described in equation 1. 

Where 
0 1 1 5

, , . . . ,
i i i

s s s   is the output of the MixNibbles step. 
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2.2. Power Analysis Attacks against KLEIN 

It has been conclusively proven that unprotected cryptographic implementations are 

vulnerable to side-channel attacks. This subsection demonstrates first-order Power 

Analysis Attacks against unprotected KLEIN [20]. 

When designing a DPA/CPA attack against a new cryptographic algorithm, there are 

several aspects that have to be considered: power leakage model, selection functions 

D(C,K) and statistical methods. 

1) Selection Functions 

We found that the Hamming-weight of S-box input can be utilized to reveal the secret 

key in our experiments. At the first round, the power consumption of KLEIN S-box is 

1
( ) ( _ ) ( )P t H W S b o x IN L H W P sk L                         (2) 

Therefore 
1 1

( )D P sk P sk    is our selection function. 

2) Statistical Methods 

Statistical methods are used to compare hypothetical power consumption with power 

traces to reveal the secret key. There exist many statistical methods, mono-bit DPA, 

multi-bit DPA, CPA and PPA etc. 

a) Messerges’ multi-bit DPA[5] 

Messerges’ multi-bit DPA can be expressed in equation (3), where Ti is the power 

consumption of plaintext Pi, Ci is partial plaintext Pi, and Ks is partial key hypothesis. 

( )
s

b  is called DPA trace, representing the difference between the mean powers for 

selection function ( , ) / 2
i s

D C K d  and selection function ( , ) / 2
i s

D C K d  respective. 

In theory, if the key hypothesis Ks is correct, ( ) 0
s

b   at the instant when intermediate 

value is handled, which means that there will be a peak in the DPA trace. Otherwise, 

( )
s

b  tends to be 0, and no obvious peak appears. At other instants when intermediate 

value is not handled, ( )
s

b  tends to be 0 too .We are therefore able to distinguish correct 

key from other wrong key hypothesis. 

1 , 0 ,

0

1

1, 0 ,

{ , 1, 2 , .. . , | ( ( , ) ) / 2}

{ , 1, 2 , .. . , | ( ( , ) ) / 2}

( )                                    
| | | |

s s

i i s

i i s

i iG G

s

s s

G T i N H W D C K d

G T i N H W D C K d

T T

b
G G

  

  

  
 

                               (3) 

b) Correlation Power Analysis (CPA) [7] 

Correlation Power Analysis is considered to be the most powerful methods, which 

exploits the Pearson correlation coefficient to measure the linear correlation between 

power consumption of the device and hypothetical power consumption. The correlation 

coefficients are computed by equation 4, where T is a vector with composition i equal to 

Ti, H is a vector with composition i equal to ( ( , ))
i s

H W D C K . 
T H

  ranges from -1 to +1, 

and if the key hypothesis Ks is correct, 
T H

  tends to ±1 at the instant when intermediate 

value is handled, which means that there will be a peak in the CPA trace. Otherwise, 
T H

  

tends to be 0, and no obvious peak appears. At other instants when intermediate value is 
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not handled, 
T H

  tends to be 0 too .We are therefore able to distinguish correct key from 

other wrong key hypothesis. 

1

0

1 1

2 2

0 0

c o v ( , ) ( ) ( ) ( )

( ( ) ) ( ( ) )

( ( ) ) ( ( ) )

T H

T H T H

n

i i

i

n n

i i

i i

T H E T H E T E H

T E T H E H

T E T H E H


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



 

 

 
 

 



 



 
                                         (4) 

The CPA attack against unprotected KLEIN is described by Algorithm CPA below. 

Algorithm CPA 

1) for key guess k = 0 : 2
s
-1 

/* Calculate hypothetical power consumption with key guess k and known plaintexts 

 p[1,...,N] */ 

[ , :] ( [ :] )h w k H W p k  ; 

2) for i = 0 : sp-1 

/* Compare the Pearson correlations(Equ 4) between hypothetical power 

 Consumption  matrix and measurement matrix for each candidate key k and all 

 possible sample  positions */ 

cortmp(i) = corrcoef(hw[k,:],measurement[:,i]); 

end 2); 

cor(k) = max(cortmp); 

end 1); 

candidate key = indexofmax(cor); 

 

2.3. Experimental Results of DPA and CPA against Unprotected KLEIN 

Figure 2(a) demonstrates the result of DPA attack against unprotected KLEIN, where 

the black DPA trace corresponds to the correct key hypothesis, while the other gray traces 

correspond to the wrong key hypotheses. It is obvious that after approximately 1400 

plaintexts, one byte of correct key guess is distinguished from a wrong guess. 

Result of CPA attack against unprotected KLEIN is much better than that of DPA. As 

shown in Figure 2(b), after approximately 600 plaintexts, one byte of correct key guess is 

distinguished from a wrong guess. Therefore CPA attack is successful after about 600 

plaintexts, much less than that of DPA. 
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Figure 2. Results of DPA and CPA Attacks against Unprotected KLEIN, 
Black Trace for Correct Key Hypothesis and Gray Traces for Wrong Key 

Hypotheses 

Figure 3 shows the success rates of DPA and CPA, along with the increasing number 

of Plaintexts. Black trace corresponds to correct key hypothesis and gray traces 

correspond to wrong key hypotheses. 

 

 

Figure 3. Success Rates of DPA (Gray) and CPA (Black) Attacks against 
KLEIN-64 

3. An Ultra-Lightweight Side-Channel Resistant Crypto for Pervasive 

Devices 

Unprotected KLEIN is vulnerable to side-channel attacks, as shown in section 2. A 

side-channel countermeasure of KLEIN is required when put into practice. Since 

pervasive devices are resource-constrained, power, energy, and area requirements of 

algorithms must be kept to a minimum, the DPA countermeasure of KLEIN must be 

smaller than 3,000GE or 5,000GE. Therefore an ultra-lightweight first-order side-channel 

resistant masked KLEIN is designed for pervasive devices, which masks S-box to 

randomize the intermediate values at the algorithm level. 
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To randomize the intermediate values, the plaintext P is masked by a random value M 

at the beginning of the algorithm, and at the end of the algorithm the mask must be 

removed to reestablish the expected value of cipher. Thus the implementation of KLEIN 

must be changed to meet this requirement. The only non-linear operation of KLEIN is 

SubNibbles S-box: ( ) ( ) ( )S b o x x y S b o x x S b o x y      . Consequently, to 

construct the masking scheme, the most important consideration has been to mask the S-

box operation. S-box should be rewritten for the masking countermeasures. For the 

purpose of ultra-lightweight, pre-computed look-up table MS-box is designed in such way 

that ( , ) ( )M S b o x A M M S b o x A M     , where A is intermediate value p k , 

M is the random mask. Figure 4 illustrates this low-cost precomputed table for masked S-

box. S-box will be rewritten from 4 4  S-box to 8 4  MS-box, as shown in table 2, 

where x and y are input and output of MS-box respectively. 

 



k

p

m
( )S box p k m  



 

Figure 4. Masked S-Box as Pre-Computed Look-Up Table 

Figure 5 describes one round of the encryption process of our proposed masked KLEIN, 

using the masked S-box shown in Figure 4 and Table 2. 

 


iS M



iA M

iB M

1

iC M
1NRsk 


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1

2

iS M 

1M



2M

 

Figure 5. One Round of the Encryption Process of Proposed Masked KLEIN 
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Table 2. 8 4  MS-Box Used in Proposed Masked KLEIN 
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y 
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One round of the encryption process of proposed masked KLEIN-64 is described as 

follows: 

1. The Initial Step. At the beginning of algorithm, a random 64-bit mask M is generated 

inside the device, and XORed with plaintext P as masked plaintext, which is stored into 

state register S. 

2. The AddRoundKey Step. Since operation of AddRoundKey is a linear function, it 

holds that ( )
i i i i i

S M sk S sk M A M       , where 
0 1 1 5

{ , , .. . , }
i i i i

A a a a  in 

Figure 1, and sk
i
 is the i-th round key. 

3. The Masked SubNibbles Step. According to the definition of MS-box, 

( , ) ( )
i i i

M S box A M M S box A M B M       , where 
0 1 1 5

{ , , ..., }
i i i i

B b b b  in 

Figure 1. 

4. The RotateNibbles Step. Since operation of RotateNibbles is a linear function, it 

holds that 

1
R o ta teN ib b le s ( ) R o ta teN ib b le s ( ) R o ta te N ib b le s ( )

i i i
B M B M C M     , 

where 
0 1 1 5

{ , , ..., }
i i i i

C c c c  in Figure 1, and M1 = RotateNibbles(M). 
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5. The MixNibbles Step. Since operation of MixNibbles is a linear function, it holds 

that 
1

1 1 2
M ix N ib b le s ( ) M ix N ib b le s ( ) M ix N ib b le s ( )

i i i
C M C M S M


     , 

where M2 = MixNibbles(M1) = MixNibbles(RotateNibbles(M)). 

6. The Testing Step. If it is the last round, mask state 
1

2

N R
S M


  will be XORed with 

last round key sk
NR+1

, and XORed with M2 afterwards to reestablish the cipher 
1 1N R N R

S s k
 
 . Otherwise, mask state 

1

2

N R
S M


  will be XORed with M2 and M to 

maintain masked state
1i

S M

  for next round of encryption. 

Note that our proposed masked KLEIN-64 above makes it possible for the M2 to be 

precomputed only once at the beginning of encryption, which requires as less resources as 

possible. 

 















 

(a) 4-Bit Datapath Serial Circuit Design of Masked KLEIN-64 













 

(b) 64-Bit Datapath Parallel Circuit Design of Masked KLEIN-64 

Figure 6. Parallel and Serial Circuit Designs of Masked KLEIN-64 

Parallel and serial circuit designs of our proposed masked KLEIN are illustrates in 

Figure 6. Hardware version of masked KLEIN require only an additional RNG (Random 

Number Generator) to generate mask M. RotateNibbles and MixNibbles circuit can be 

reused to compute M2. As demonstrated in Figure 6(a) and 6(b), using the signal of 

NRreset, masked KLEIN computes M2 in the initial cycle(the first cycle), therefore 
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parallel implementation of  our masked KLEIN only requires the same cycles as 

unprotected KLEIN, while serial implementation require 16 additional cycles. A 64-bit 

register is needed to store M2. 

FPGA resources required by the unprotected KLEIN and masked KLEIN 

implementations are listed in table 3. The resource required by MS-box is 66GE, twice 

than the resource required by S-box. Parallel masked KLEIN-64 requires 1.66 times the 

area of the unprotected one. Meanwhile, serial masked KLEIN-64 requires 1.61 times the 

area and 1.44 times the time of the unprotected one. 

Table 3. Resources Required in KLEIN and Masked KLEIN 

Algorithm Area(GE) Cycles per block Nanoseconds per cycle 

S-box 30 1 8 

MS-box 66 1 8 

Serial Klein-64 1306 209 12 

Serial Masked Klein-64 2102 225 16 

Parallel KLEIN-64 2680 13 20 

Parallel Masked KLEIN-64 4451 13 20 

 

4. SCA Security of Our Masked KLEIN 

In order to evaluate the security of our proposed masked KLEIN under Power Analysis 

Attack, DPA and CPA Algorithms described in section 2.2 will be performed once again. 

We carefully simulated the deterministic power consumptions in Synopsys Primepower 

using dedicated power simulation libraries. PrimePower is a dynamic, full-chip power 

analysis tool for complex multimillion-gate designs. Its high-capacity power analysis 

includes gate-level average and peak power verification. PrimePower supports industry-

standard synthesis libraries and comprises a powerful and flexible methodology that is 

fully integrated with existing design flows. It provides a high degree of accuracy, 

performance, ease of use and comprehensive power diagnostics. The synthesis library 

used is TSMC 0.18 m  Process 1.8-Volt SAGE-X Standard Cell Library, which appears 

in many published papers. 

 

4.1. First-Order SCA Security 

MS-box is implemented as a pre-computed lookup table with 8 bits of input(4 bits of 

mask m and 4 bits of masked intermediate data p k m  ), and 4 bits of output equal to 

( )S b o x p k m   . Power consumption of MS-box depends on the mask m and the 

masked data p k m   that it processes. According to the Hamming-weight power 

model, power consumption of MS-box ( ( ) ( ))
M S b o x

P H W m H W p k m L


      . 

Since random value m is unknown, an adversary is unable to predict the power 

consumption of the MS-box, and therefore cannot reveal the secret key through the power 

analysis attack described in section 2.2. It has been demonstrated in Figure 7, which 

illustrates the results of First-order DPA and CPA attacks against MS-box, using a large 

number of 1,000,000 power traces. 
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Figure 7. First-Order DPA and CPA Attacks against Masked S-Box, Black 
Trace for Correct Key Hypothesis and Gray Traces for Wrong Key 

Hypotheses 

Figure 8(a) demonstrates the result of first-order DPA against our proposed masked 

KLEIN, where the black trace corresponds to the correct key hypothesis, while the other 

gray traces correspond to the wrong key hypotheses. Although the number of plaintexts 

has increased to 100,000 and even much more, the black trace cannot be distinguished 

from gray traces. Thus an adversary cannot reveal secret key by first-order DPA attack 

any more. Figure 8(b) illustrates the result of first-order CPA against our proposed 

masked KLEIN, which is the same result as that of DPA. Along with 100,000 plaintexts 

and even much more, first-order DPA and CPA attacks cannot reveal even one byte of 

secret key. 
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Figure 8. First-Order DPA and CPA Attacks against Masked KLEIN. Black 
Trace for Correct Key Hypothesis and Gray Traces for Wrong Key 

Hypotheses 

4.2. High-Order SCA Security 

Although our proposed masked KLEIN is secure under First-order Power Analysis 

Attack, it is still vulnerable to high-order side-channel attacks. 

To simplify our discussion, we take into account only the single bit of input of MS-box. 

Table 4 shows the power consumptions of MS-box with different input of p, k and m. 

Table 4. Power Consumption of MS-Box 

p k  m p k m   ( ( , ) )P M S b o x m p k m    Mean(P) Mean(P
2
) 

0 0 0 2P0 
P0+P1 

2 2

0 1
2 2P P  

0 1 1 2P1 

1 0 1 P0+P1 
P0+P1 

2

0 1
( )P P  

1 1 0 P0+P1 

 

As shown in column 5 of Table 4, a first-order Power Analysis Attack is infeasible 

because the power consumptions are nothing different in the case of 0p k   and 

1p k  . However, quadratic mean of power consumptions in column 6 are obviously 

dependent on value of p k . In other words, if there are two power consumptions P
(1)

, 

P
(2)

 with 0p k  , the mask m1 of P
(1)

 is 0, meanwhile the mask m2 of P
(2)

 is 1, we have 

(1 ) ( 2 ) 2 2 2 2

0 1
( ) / 2 ( 0 ) / 2 2 ( )P P P p k P P      . 

Further more, if there are n(n is even) power traces P
(1)

,..., P
(n)

  of 0p k  , with one 

half of m equal to 0, the other half of m equal to 1, we have 
2 2 2

0 1
( 0 ) / 2 ( )P p k n P P    . Meanwhile if there are n(n is even) power traces P

(1)
,..., 

P
(n)

  with 1p k  , and one half of m are equal to 0, while the other half of m are equal 

to 1, we have 
2 2

0 1
( 1) / 2 ( )P p k n P P    . 

In conclusion, quadratic means of power consumptions of single bit MS-box are 

different and dependent on the value of p k . When considering an 8 bits MS-box, 

quadratic means of power consumptions are dependent on the number of bits of 

1p k   equal to 0 or 1. 

A Second-order Power Analysis Attack [22] utilizing quadratic means of power traces 

is performed to reveal the secret key. The experimental result of Second-order Power 

Analysis Attack is shown in Figure 9, when 1, 0 0 0n   (n is the number of power traces), 

second-order power analysis attack correctly reveals a 4 bits secret key, which means that 
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at least 1 6 1 6 , 0 0 0n    power traces are required by Second-order Power Analysis 

Attack. 

Therefore a Second-order Power Analysis Attack utilizing quadratic means of power 

traces is feasible to reveal the secret key of our proposed masked KLEIN, however with 

an exponential increase of the SCA data complexity. 

 

 

Figure 9. Second-Order Attack against Our Proposed Masked KLEIN, Black 
Trace for Correct Key Hypothesis and Gray Traces for Wrong Key 

Hypotheses 

5. Conclusion 

KLEIN is a new family of lightweight block cipher that has advantages in both 

software and hardware performances. To meet the requirement of limited resources, 

implementations of lightweight ciphers are much briefer and serialized. Even worse, 

pervasive devices are deployed in a hostile environment, i.e., an adversary has physical 

access to or control over the devices, which poses a serious practical threat to these 

security components. Precomputation look-up table based masking countermeasure is 

low-cost and secure against first-order DPA, therefore is more suitable for lightweight 

ciphers in resource-constrained devices. Based on precomputation look-up table, we 

propose an ultra-lightweight masked KLEIN: the serial implementation of masked 

KLEIN requires 2102GE, and parallel implementation requires 4451GE, which makes 

these implementations suitable for resource-constrained pervasive devices. Experimental 

results show that our proposed masked KLEIN is secure under first-order DPA and CPA 

attacks. Second-order power analysis attack is feasible to reveal the secret key of our 

masked KLEIN, but with an exponential increase of the SCA data complexity. 
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