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Abstract

Recently, the performance of wireless communication and small devices has greatly
improved. As these technologies and environments change, there is a growing number of
services that utilize various types of 10T devices. Devices such as small sensors and CCTVs
that were used offline are being connected to the Internet. However, a large number of loT
devices use an open-source with no security function. In addition, network equipment such as
switches and gateways, which have been used for a long time, is also used with many
vulnerabilities because users do not have regular updates. Such weak devices are connected to
the Internet and operating, making them vulnerable to malicious attackers. In this paper, we
propose a system for collecting Internet-connected device information and identifying and
managing vulnerability information by utilizing Internet-Wide Scan technology.
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1. Introduction

A modern IT environment depends heavily on and is closely related with the Internet. Many
people use diverse web services and mobile devices every day, and create and provide a wide
variety of information. The performance (e.g. speed and reliability) of wireless communication
(Wi-Fi, Bluetooth, Zigbee, etc.) has advanced, and the diffusion of the small-size devices
connected to the Internet (CCTV, Smart-Home, etc.) has increased sharply. The number of
services that use various types of 10T devices is also increasing in line with the ongoing
technological and environmental changes. Business Insider reported in 2016 that the number
of 10T devices in the market will reach 24 billion by 2020 [1].

Conversely to the sharp increase in the number of 10T devices and services, research on those
devices and services remains in its initial stages, while cyber-attacks that exploit the
vulnerability of Internet-connected devices are on the rise. According to the results of a device
vulnerability inspection conducted by CISCO in 2016, network devices such as routers and
switches have twenty-eight vulnerabilities on average. In addition, 23% of those devices were
found to have a vulnerability that had been announced five years before, and 10% of them were
found to have a vulnerability dating back more than a decade [2]. Generally speaking, such
networks and loT devices are not properly managed, i.e. they are not subjected to periodic
firmware updates after the first installation by the user. Therefore, preventive measures - like
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quick scan - are needed for devices with an old vulnerability, because such devices can become
major attack targets.

Vulnerable Internet-connected devices have the following characteristics in common. First,
vulnerable devices have no security function and use vulnerable version OS, open source, and
communication protocols for the sake of convenient development. Second, there is a
management difficulty caused by the characteristics of device usage. According to report
published by CISCO, devices such as CCTVs, IP routers and printers are not directly connected
to devices, so users tend not to apply security updates periodically and left unattended. A device
left in such a vulnerable state may well run normally, but it can be exploited maliciously by a
hacker.

As described above, we are using many vulnerable devices that lack proper security in order
to distribute convenient services quickly. Therefore, we need to develop a technology quite
unlike the conventional method of managing a few devices such as PCs and servers. The
“Internet Wide Scan” is a representative technology that locates many IP address-based devices
and collects information from them. There is also a “security vulnerability analysis” technology
that analyzes known vulnerabilities in collected device information by using known
vulnerability information. Using those technologies, this paper emphasizes the importance of
advance prevention based on the identification - rather than on the updating of vulnerable
devices.

This paper proposes a system architecture that can prevent cyber-attacks by searching for
vulnerabilities in an Internet-connected device, and then verifies its performance comparatively.

2. Related work

2.1. Internet-wide scan

The previous network scan technology collected device information by checking the
operating system of a single device (single IP) and scanning open ports[3][4][5][6]. Then, the
vulnerability of a particular device was searched to analyze its vulnerability, using an
aggressive technique. For example, well-known IDs and passwords are used to check the
vulnerability of the default password, and the device is attacked directly using the exploit code.
This type of scan is called “Active Scan” and includes such tools as nmap, Nessus, and
Defensics. However, these tools are unsuitable for checking many remote devices. The reason
for this is that the device cannot run normally because aggressive behavior or traffic is created
by the device itself, and it may not run again due to a shutdown. Therefore, the “Passive Scan”
technology has been developed rapidly in order to collect information on many remote devices
quickly [7][8][9][10][11][12][13][14][15][16].

Passive Scan technology does not use an aggressive method to collect device information.
This tool obtains the necessary information from the response message after sending a normal
communication message to the device concerned in order to collect information. In addition,
the majority of Internet-connected devices are targets of collection. The banner information
that can be obtained when connecting to the Telnet service, as well as the communication traffic
header information can be collected quickly. Shodan, Censys, and Masscan are all tools that
use this type of scan.

However, Shodan and Censys are search engines that match the keyword retrieved by the
user in the banner. An accurate result cannot be obtained easily using the keyword (e.g. product
type) entered by the analyst to check the device vulnerability information. For example, when
a keyword like ‘CCTV’ is entered, Shodan and Censys may match the keyword in the CCTV
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sales website, but the analyst consequently needs to summarize, check, and analyze the search
result.

2.2. Technology for analyzing security vulnerability information

Currently, security vulnerability technology can be classified according to whether it applies
a direct action to the analysis target (device), i.e. in the same way as the classification of
network scan technology, or does not.

A technology that does not apply a direct action to the analysis target is referred to as a
“technology for analyzing security vulnerability information”. The related area includes a
technology that creates a structured database in order to manage vulnerability information, and
that analyzes congratulations with the analysis target using the accumulated vulnerability
information. Many organizations manage security vulnerability information according to their
own criteria. The CVE (Common Vulnerabilities and Exposures) managed by the NVD
(National Vulnerability Database) are the representative criteria, while Bugtrag, VulDB, and
device and software manufacturers also manage vulnerability information.

A “vulnerability information scan technology” finds and identifies a vulnerable device using
the structured information as described above. A vulnerability information scan technology
analyzes the correlation between vulnerability information and device information after
collecting the information from a device for the purpose of analysis. There are diverse
algorithms ranging from simple keyword matching to similarity analysis. To detect
vulnerabilities like Heartbleed and Poodle, Shodan and Censys find the OpenSSL version
information from the collected traffic and match it with the relevant vulnerability information
for analysis [17][18].

3. Vulnerability information management system of the internet-connected
device

This chapter proposes a system that can prevent cyber threats by searching for an Internet-
connected device based on the IPv4 address and then identifying the security vulnerability
information. The proposed system uses the passive scan technology (Internet Wide Scan) and
the technology for analyzing security vulnerability information among the related technologies.

3.1. Composition of the proposed technology

A technology for collecting both device information and vulnerability information and for
analyzing the vulnerability information contained in a device is needed to manage the
vulnerability information of Internet-connected devices. Therefore, the proposed system
comprises three functional modules, namely, the Internet-Connected Devices Scan Module,
Vulnerability Information Management Module, Devices Vulnerability Analysis Module as
shown in [Figure 1].

The Internet-Connected Devices Scan Module sends communication packets to scan a
device in the IPv4 address range and collects response packets to collect the device information.
The Vulnerability Information Management Module crawls websites that provide vulnerability
information in order to analyze the vulnerability information of the device. The Devices
Vulnerability Analysis Module analyzes the correlation between the device information and the
vulnerability information collected by the previous two modules, and manages the result. Each
module runs in a different server to maximize the system’s performance.
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3.2. Internet-connected devices scan module

A Two sub-modules were developed using the ZMap and ZGrab open sources to collect
information on Internet-connected devices. In addition, the traffic management module was
separately implemented to control the scan traffic generated by the two collection modules, and
its performance was enhanced by applying DAG-CARD and PF-RING. The traffic
management function generates and sends scan traffic to collect device information, and
receives the response packet from the device.

3.3. Vulnerability information management module

A function that collects the open vulnerability information and structures the information for
analysis is also needed, so that the vulnerability information of the Internet-connected device
can be analyzed. The vulnerability information management module developed before
downloads the CVE information from the NVD as a file, and classifies the information into
CPE (Common Platform Enumeration), CWE (Common Weakness Enumeration), and CVSS
(Common Vulnerability Scoring System) for structuralization. About 100,000 items of CVE
vulnerability information have been collected up to now.

The vulnerability information is collected in the CVE/non-CVE type, and the new/modified
information is updated every day. Bugtrag and VulDB have the assigned ID to each
vulnerability and include the correlated CVE-ID. However, if a new vulnerability that is not
registered in the CVE is found, it will be classified as “atypical vulnerability information” and
processed to classify the vulnerability information type.

3.4. Devices vulnerability analysis module

The device information and the common keyword in the vulnerability information should be
matched to check the existence of a vulnerability in the collected device information. The
‘Devices Vulnerability Analysis Module’ is composed of two sub-modules: the “device
information analysis”” module, which finds a keyword (e.g. manufacturer, product name) in the
device information to identify the CPE information and the “vulnerability information analysis”
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module, which then relates the CPE found by the device information analysis module to the
vulnerability information.

a) The device information analysis module identifies the CPE information from the banner,
packet payload (data), and Handshake traffic information collected by scanning the device. The
CPE information to be identified is the name and version information of the standardized
product as defined in the “CPE dictionary”. Any similarity with the CPE dictionary information
is analyzed to identify the CPE information from the device information, and the information
is identified as CPE if the result of the similarity analysis is above 80%, so as to increase
accuracy. A similarity analysis is conducted in the order of manufacturer and product version,
if its accuracy in identifying the product name exceeds 80%.

b) The vulnerability information analysis module matches and analyzes the CPE information
of the device identified by the previous device information analysis module and the CPE
information included in the vulnerability information collected by the vulnerability information
management module. If the CPE identified from the device information is included in the
vulnerability information, it means that the matching vulnerability is present in the device.

A simple keyword matching algorithm rather than a complex algorithm is used for CPE
information matching because the device information and wvulnerability information are
processed in advance. The device vulnerability information matched in this way is created and
managed in the JSON format to share with the CERT and vulnerability analysts.

4. Conclusion

Recently, the number of Internet-connected devices has increased sharply due to the
proliferation of 10T services. However, the security of 10T devices cannot be managed as easily
as that of the existing PC and server use environment. A security program (such as a vaccine)
cannot be installed in small devices, and network environment security (e.g. firewall) cannot
be applied easily. In addition, 10T devices contain many vulnerabilities because they use
vulnerable open source software and Cut-down OS. Small, vulnerable devices can be exploited
for cyber-attacks, including large-scale DDoS attacks. Therefore, vulnerabilities should be
managed on a regular basis to prevent such attacks.

This paper proposes a system structure for managing the vulnerabilities of Internet-
connected devices, and the developed system was tested comparatively in various environments.
The existing Internet Wide Scan technology is being developed with the focus on a method of
collecting a large amount of device information quickly. Experts in vulnerability analysis detect
a device’s vulnerability using the information provided by Shodan and other service providers
that use scan technology. The proposed system is designed to prevent cyber-attacks in advance
by automating the process of manual vulnerability analysis using the Internet scan. In the future,
the scan performance and vulnerability analysis function of the developed system will be
improved and used to respond to cyber-security threats.
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