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Abstract

The data quality in information systems affects system robustness significantly,
Although a large body of research focuses on the issue of data quality, s N{s
literature been done to develop effective control policies to manage syste er}%sf(ﬁess
associated with data errors. A process-oriented methodology is propos@ anage
system robustness measured by performance, control cost and con #which is
achieved through establishing formal model of informatign athematical
optimization models of system robustness. The proposed metho captures how
structural and functional characteristics of tasks yste ess and finds the
optimal control policies, which facilitates the rob ss-base gn and management
of information systems respectively. The meth@ogy is illu@ed in the case study.
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1. Introduction s\

Data quality has long be gnized & portant issue in information systems [1-
3]. Poor data quality often prevent ation systems from yielding satisficing
performance [4], whic erely | system robustness. Although information

research on syste stne ated with data errors. In reality, robustness is a
desirable prope mformat ystems, while data errors have been the leading cause
of busmes‘ €8s m% n in information systems [5]. It is necessary to develop

systems have been< ver st\g in information system literature, there is a lack of

effective co polici ure that systems are robust to data errors.

To maintain syst ustness at a satisficing level in case of data errors, the paper
first extends the uctured WF-net that Van der Aalst proposed via inserting dummy
task transition en two directly connected branches or merges to model information

systems ; E e formally. Based on the extended WF-net, the paper then incorporates

structura unctional features of tasks into error control, and selects performance,
contr @ and control time related to data errors to measure robustness. Finally, it

es optimization models to determine the optimal control policies that
%ve target robustness on performance with maximal robustness on cost or
maxXimal robustness on time. The paper provides a feasible and quantitative approach to
robustness management for information systems exposed to the perturbation of data
errors.

The paper expects to achieve the following objectives: (1) to model real-world
information systems more formally, it extends the well-structured WF-net by introducing
dummy task transitions; (2) to facilitate the robustness management of existing
information systems, robustness optimization models are established to determine the
optimal resource allocation policies that yield satisficing robustness on performance with
maximal robustness on cost or robustness on cost time; (3) to provide guidance to the
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robustness-based design of information systems, the influence that structural and
functional features of tasks exert on the optimal input levels of resource across tasks and
error types is analyzed.

2. Literature Review

This article tries to develop effective control policies to make information systems
robust to data errors. Three streams of literature are relevant to this paper: the first is
related to data quality and data errors, the second is related to business process modeling,
and the last is related to system robustness.

2.1. Data Quality and Data Errors

Data quality, originally identified as data accuracy, is a multidimensional concept
beyond accuracy [6]. Although there is no uniform definition of data quality dim@&icgs‘
[7], the frequently mentioned dimensions are accuracy, completeness, consis d

timeliness which have been widely accepted in information system liter [8-9].
Data quality dimensions in this study refer to these four dimensions. Thesrégeargh of data
quality dimensions provides a starting point to define da{%or’type or example,

according to data quality dimensions of completeness e, valuatign, presentation
and disclosure, and rights and obligations in acc '%erat e,\&wﬁt al. define five
error types of completeness errors, existence er@aluaﬂ&v&, presentation and
disclosure errors, and rights and obligations e@l[ . SimilarlyXerror types in the paper

are accuracy errors, completeness errors nsistency s and timeliness errors.
Accuracy errors occur when the data are '@ect or eéen urious. Completeness errors

occur when all relevant information shoul ontained does not fully exist.
Consistency errors occur when dagRa not istently represented, formatted or
compatible with previous data. i@ SS errors o8cur when data are not disposed during
a given period of time or pmg% a timelysmanner. Data errors mainly originate from
system design and improper exétutio in the business processes of information

systems, and this study f s on the& rror source.

>
2.2. Business Pro&@del'

environmentSsof information systems have made many information
i 1], which provides an idea to construct ontologies for
siness process modeling. There exist many methods for
. Flow chart is first introduced to model business processes, but

evel Petri nets) have been considered as powerful tools to model and analyze
w [11]. Concretely speaking, Petri nets are not only applied to analyze behavior,
2 tes and events of workflow, but employed to model reachability, deadlock and
other structural features of workflow [11] [15]. In a word, different methods can be
applied to model business processes, but Petri nets are the only formal methods that can
be used for both structural modeling and a wide range of qualitative and quantitative
analysis [11] [16], which is vital to analyze robustness. A Petri net modeling a workflow
process is called a Workflow net (WF-net), and the definition of well-structured WF-net
is extended to specify the process-oriented ontology of information systems.

[
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2.3. Robustness

There is no agreement on the concept of robustness in information system literature.
Tavana et al. define robustness as the ability to avoid failure caused by increasing
complexity between people and technology in systems [17]. In reality, all perturbations
apart from that complexity will influence robustness. Some researchers hold that a system
is robust if it operates correctly with all perturbations inside and outside the system [18-
20]. It is undesirable if the normal operation consumes a lot of time or money. From the
perspective of strategic management, Sawy et al. define robustness of information
systems as the ability to yield satisficing performance under all environments quickly and
inexpensively [21], which is adopted in the study for its comprehensiveness. To
guantitatively analyze robustness, measures of robustness are proposed, and performance
is a widely used metric of robustness [19-22]. Performance under a certain environment is
computed either as the product of event probability and undesirable consequence elated
to the event [20] or key performance indexes of systems [22]. In the paper, perfo
measured by the product of error probability and loss caused by data errors, whi
subjectivity in selecting performance indexes. Intuitively, robust syste
perturbations at a low cost and in a short time. Thus, robust gxqm be pata from the

perspectives of repair-recovery cost and repair-re time \gSsgciated  with
perturbations [17] [23] which in the article are contr me associated

with data errors. Moreover, standard deviation ], efficiency in
switching to other configurations and the de of varl of enwronmental
conditions that systems can cope with are als@ to be m of robustness [21], but
they are not frequently used. \

In summary, above mentioned pa ve’ in robustness management
associated with data quality, but provj ﬁs to quantitative formulations of
robustness management with data it ag\ systems.

3. Formal Model for |
This section first pro an exte ﬁ@/ell—structured WF-net to model information
systems formally, an escrlb ror propagation in the model.

3.1. Business P \Model

Definltl@ Tb v Tg; F) is an extended well-structured WF-net if and
only if : (1) a non mply set of places, T, is a nonempty set of task transitions, Ty is a
set of block transiti d Ty is a set of dummy task transitions with P n (T, u Ty U Tg) =
G, TinT,= Tg=Dand T, N Ty =, and F is called the set of flow relations

with F € {P x (RO Ty U Tg)} U {(Tru Tyu Tyg) X P}; (2) PN has two special places: i and
0. Place i%tues the start of processes: ‘i = . Place o means the end of processes: 0= &J;
(3) the thesized by adding a transition t" to link i with o (i.e., t = 0 and t" = i) is
S connected; (4) for any pair of nodes x and y of which one is a place and the other

ansition and for any pair of elementary paths C, and C, fromxtoy, C;n Cy= (X, Y)
holds.

Business processes are driven by cases which in the paper are orders, and are
accomplished by executing several tasks which are modeled as task transitions in PN.
Building blocks AND-split (fork) and AND—join (join) are denoted as block transitions,
while building blocks XOR-split (branch) and XOR-join (merge) are represented by
places in PN. Each transition should start and end with a place. Only above mentioned
building blocks are considered herein for other advanced blocks such as OR-split can be
converted into the combinations of these four [24]. If two branches or merges are directly
connected (e.g., branches 1 and 2 or merges 1 and 2 shown in Figure 2), a dummy task
transition is inserted between them (e.g., dummy task transition 1 between branches 1 and

Copyright © 2016 SERSC 149



International Journal of Hybrid Information Technology
Vol. 9, No.9 (2016)

2 or dummy task transition 2 between merges 1 and 2). Tokens in the places represent
objects which in the paper are data units. The data flow passing through tasks in the
business processes is represented by arcs F with arrows from places to transitions or from
transitions to places. Flow patterns between tasks may be sequence, parallel split,
synchronization, exclusive choice or simple merge, of which the latter four are
respectively realized by fork, join, branch and merge. Tokens flow along the paths leading
from i to o, which denotes the completion of orders. In PN, the four building blocks are
well balanced. That is, parallel flows initiated by the same fork (branch) should be joined
by the same join (merge). Definition 1 makes business process modeling more formal,
and business processes studied herein are supposed to be well-structured.

3.2. Error Propagation

Inadequate or failed execution of tasks in business processes will introduce d'fferent0
error types, and errors introduced at a task will propagate to its downstream tasks &lo
data flow. Given that different flow patterns exist between tasks, error pr ion
between tasks can be realized in different paths with corresponding p ilities. An

elementary path from n; to ny in PN is a sequence C = (n NN, nePuU
(Tru Ty U Ty) , arc (n, niwy) € Ffor 1<i<k-1[11]. \) wing mentidned paths all
refer to elementary paths. Tasks are disconnec no path Ié(%(between them,
otherwise they are connected. For connected task tasks irgetly connected if no

ectlfwconnected. Thus, error

tasks lie on the paths between them, otherwise@y re indir

transition probability between any two tasks, isveithere transition probability or
indirect transition probability, and the t\ on probabi etween two disconnected

tasks can be either direct or indirect. .

Let V = [v;] be the direct transiti%%babili where v;; is the probability that
errors directly flow from tasksg t@ hich is de ined by the building block between
them [4]. As shown in Figél, N thees nce pattern, error transition probability
between tasks 1 and 2 is 1 (i.€5%vy; = ly one path exists between them. In the

units output by task 1 ther from task 1 to task 2 or to task 3 with probabilities p and

1-p. Thus, error t% probahititi
=p,viz=1-p imple
transition pyobabiity betw

with the @. 1(
synchronize after finj
3 simultaneously.
equal 1 (i.e., v
task 3 with pr

exclusive choice patt@er task ask 3 takes place after executing task 1. Data

from task 1 to tasks 2 and 3 are p and 1-p (i.e., vy,
ttern, data go from task 1 or task 2 to task 3, the
tasks 1 and 3 equals the probability between tasks 2 and 3,
= Vy3 = 1). In the parallel split pattern, tasks 2 and 3
ask 1 and data with errors output by task 1 flow to tasks 2 and
ore, error transition probabilities from task 1 to tasks 2 and 3
= 1). In synchronization pattern, errors flow from tasks 1 and 2 to
ilities 1 (i.e., vi3 = Vo3 = 1). The reason is that task 3 starts after

completir%sks 1 and 2, and errors output by tasks 1 and 2 all flow to task 3.

(d) Parallel split (e) Synchronization
Figure 1. Five Basic Flow Patterns [24]
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Direct transition probability matrix V is also called one-step transition probability
matrix V,. Transition probability between tasks i and j is called two-step transition
probability if only task k lies on the path between them, which equals the product of v
and v;. If multiple such paths exist, transition probability between them is the sum of the
probability of each path. Let V, denote the two-step transition probability matrix. By
analogy, Vs, V,, etc. can be obtained. Particularly, if there exist no paths between two
tasks, the transition probability between them is 0. Let V, (k < M-1) be the matrix with
maximum step of business processes containing M tasks. Error propagation matrix E = [;]
is defined as the sum of all transition probability matrices. The sum of the ith column of E

(le,y, = Z?’Llyji) represents the in-degree propagation potential of task i, which means
that y.; copies of errors will reach task i if each of its upstream tasks introduces one copy

of errors; the sum of ith row (i.e,y = Z?ilyij ) denotes the out-degree propagation
\d

potential of task i, which signifies that y;. copies of errors will reach its downstr anNes}s
if task i introduces one copy of errors [5]. v

4. Robustness Optimization of Information S
This section presents quantitative formulations of c g ect obustness on
performance, robustness on cost and robustness o ; bsed 0 al model, and
mod \/
4.1. Control Effectiveness Q

then establishes and analyzes the robustness optim
* \
Resource such as manpower and e nt |s handle errors after errors

occurred, which is called a control. E nesk roI is the percentage of an error

that the control can eliminate, an control effectiveness at task i for

error type n as !
ain(Xin) = Kin?%iXin 1)
The parameter x;, de the |n \ I of resource at task i for error type n and
equals the ratio of t)&j num e resource input to all available resource. The
exponent a;j, is argina ctiveness of per unit input of resource. The
parameter y. the S rdl role of task i on control effectiveness. The
product k; ifies mal effectiveness that a control can achieve at task
i for error n. The rdlzed factor k;, rescales the maximal effectiveness to
the interval of [0, 1
In reality, the fi al role of task i also affects control effectiveness. Ceteris paribus,
the control app'@ task i with greater influence on system function is more effective
than that at taskyj ‘with lower influence on system function, because resource such as

human ha\% errors more careful spontaneously at task i for its powerful influence on
system n. Thus, control effectiveness at task i for error type n is rewritten as

- k|ny+|5lxlanIn (2)
e parameter oi represents the relative weight of task i on system function which can
be‘guantified as the residual closeness centrality [25].

4.2. Robustness Measures

Robustness in the paper is measured from dimensions of robustness on
performance, robustness on cost and robustness on time.

4.2.1. Robustness on Performance

Under the perturbation of data errors, robust information systems still yield
satisficing robustness on performance which is usually expressed as expected loss
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caused by errors. The smaller the expected loss is, the more robust the information
systems are. Let ej,(X;n) denote the loss per data unit caused by error type n at task i
after control. The mathematical formulation of e;,(Xi,) is
€in (Xin) = |inVi+(1 - ain) 3)
The parameter I, represents the average loss per data unit of error type n
introduced by task i that reaches its downstream tasks. Given that error type n
occurs at task i with probability p;,, the total expected loss (i.e., ) is given by

e = Zi,n pinlinyi+(l - ain) (4)
The smaller the value of e is, the stronger the robustness on performance (i.e., R) is.

4.2.2. Robustness on Cost

It is intuitive that robust information systems can handle errors at a low cost. The
cost is mainly determined by the wage or compensation for staff membe\agl‘
expenditure on technology and equipment. The lower the cost is, the more r e
information systems are. Let min(Xin) denote the control cost per dataglrit Qf error
type n at task i. Bai et al. [5] define z;,(X;,) as a Cobb-Do Ias functien

nin(x )— C x'["n &

The parameter c;, is the average control cost if a

()

- 'Iale resou located at task

i for error type n. The exponent b;, represents fl argina per unit input of
resource. Thus, the total control cost (i.e., 7) is

= Zin T ( X ) ( )
The smaller the value of z is, the stron robus \n cost (i.e., Ry) is.

4.2.3. Robustness on Time

Similarly, robust inform atls tems ‘xydle errors in a short time, and the

time required equals the to e that ource spends on disposing errors. The
shorter the time is, the more robus ormatlon systems are. Let t;, denote the
average control time Il ava Ia esource is applied at task i for error type n.
Let control tlme as Ia as ti, if no resource is input. Previous literature
has |Ilustrated t 3 b D nctlons are robust in various applications [26].
The contro per dat task i for error type n under the input level of
resource X , @in(X us defined as
win(xin = (7)
The exponent g ures the time elasticity of resource input. Thus, the total control
time (i.e., w) isgxpressed as
o = St o) )
The he value of w is, the stronger the robustness on time (i.e., Ry) is.

ustness Optimization Models

@bustness defined by Sawy et al. [21] reveals that it is worthwhile to pursue
strong robustness on cost and robustness on time only when systems yield
satisficing robustness on performance. However, formulas (6) and (8) disclose that
systems cannot achieve strong robustness on cost and robustness on time
simultaneously. This paper thus establishes two optimization models: the first is
designed to achieve target robustness on performance with maximal robustness on
cost, and the second is set to realize target robustness on performance with maximal
robustness on time.
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4.3.1. Maximize Robustness on Cost

The robustness-on-cost-optimal model determines the optimal resource allocation
policies by maximizing robustness on cost, and the model is specified as
P, : maxR,
s.t.Rp > B;
0 <x, <1,Vin.
Lemmal. The optimal input level of resource at task i for error type n that
maximizes robustness on cost and satisfies target robustness on performance is

bin—ain
#in Pin
1 in"Nin pln in Din
(zi,n pinlinyi+ - Bj [ bInCm (y+|y|+ |)

where E,, = K;,7,;9; pinlin7i+/(Zi,n Pinlinis — B) and ¢, € {O'J/(bin - ain)}' w0
lemma 1 is shown in appendix. ®$~
the i

Pin

bln a b a
* in—ai in in~din
Xin/C = zrn |nn n[]
bincin
Suppose that parameters Kin, Pin, lin, @in, bin and c.n are const

|n/c

simplified as x;,, = Kl(y+iyi+5i )‘/’i” where K; represe e part ining these
parameters, which reveals that more resource wikk g a ocated s with greater
in-degree (y+) and out-degree (yi+) propagati@ ntra reater impact on

system function (J;). Intuitively, a task with™gfeater | ee and out-degree
propagation potentials receives and emits r@errors. S occurred at a task with
greater influence on system function un tem fuﬁo( to a larger extent. Such
resource allocation policies detect rec errors, better prevent errors
from propagation and better pr syste on from errors by utilizing

re like \) achieve target robustness on

resources effectively, whic
performance with maximal_rofuStaess on (%

4.3.2. Maximize Robu sson Ti
Similarly, the robdstaess-on-tifge-optimization model finds the optimal resource

allocation polrcre axn% bustness on time, and the model is established

as
O @ P, : maxR,
6 stR, > B;
0<x < 1,Vi,n.

Lemma2. T mal input level of resource at task i for error type n that
maximizes ro ess on time and satisfies target robustness on performance is

din —3ain
N ain —— #in 4
- I_n. a: din—ain 1 in a. ki l. "
. Eiﬁm ain|  %in inKin Pinlin (y+iyi+5i )‘ﬁn
' dint; Zi,n pinlinyi+ -B dlntln

where E;, = ki;7,9; pinlinyi+/(zi,n Pinlinvis — B) and ¢4, € {O' (din - ain)}' Proof of
lemma 2 is also presented in appendix.
Analogously, parameters Kin, Pin, lin, tin, @in @and di, are assumed to be constant, and

K, represents the part containing these parameters. X, is then altered into

Xy = Kz(y+iyi+5i )“”. The strategy to maximize robustness on time also configures
more resource to tasks with bigger value of product v.iyi.+d;. Similarly, such resource
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allocation policies are most likely to achieve target robustness on performance with
maximal robustness on time.

5. Case Study

This section validates the proposed methodology via a pharmaceutical enterprise
in China. Figure 2 presents its order-fulfillment process using extended WF-net. The
process includes 11 tasks, and the execution sequence is shown in Figure 2.

2. Check payment
information

1: Enter o_rder Fork 1
information

3. Check contract
information

4. Approve
fulfilling ow{r *

Enough

Figure 2. leétocess Extended WF-net

5.1. Parameter Estimation

To illustrate the ed met Iogy, the paper first provides parameter
estimation. On avoraé e enter ccompllshes 10000 orders yearly (i.e., 10000

data units), of w e urgent. Among the urgent orders, 3200 orders
are complet d ockplles e remaining orders are finished via purchase.
Thus, the ‘t n probgBilities from task 4 to tasks 5, 6 and 7 are 0.6, 0.4x0.2 =
0.08 and s shown in Figure 2. The rest transition probabilities
between tasks o In Figure 2 all equal 1. Based on known transition
probabllltles m and E are worked out, as shown in Figure 3. The ith row
and column o atrlces represent task

\& 01100 0 0 0000

O 00010 O 0 O0O0O0O

00010 O 0 O0O0O0O

O 00000.60.080.320000

@ 00000 0O 0 1000

V=[Vi,-]=ooooo 0 0 1000

00000 0 0 1000

00000 0O 00110

00000 0O 0 0001

00000 0O 0 0001

100000 O O 0000O0]
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Figure 3. Error Transition Probability Matrix and Error Propagation Matrix

The values for all p;, are estimated by classifying 1336 error instances occufred in,
the 10000 orders across error types and tasks, and the values for all I;, are tw
by the enterprise, as shown in Figure 4. For both matrices in Figure 4, h%wow
denotes task i, while the four columns represent accuracy errors, (€0 teness
errors, consistency errors and timeliness errors parately xample,
completeness errors occur at task 1 with probability O%nd suc\érrars per order

\v

induce a loss of 100%.

[25% 01% 0 0 | \§§)100 0 0]
03% 0 0 0 Q . 9 000 0 O
0 01% 0 0 \ 0 100 0 O
0 0 01% 0 ‘\<> 0O 0 100 O
003% 0 0 0 . 100 0 0 O
P=[p.]=]002% 0 0 K.? g& l.]=1900 0 o0 o
03% 0 O 100 0 0 O
0 0 01 @ . 6 0O 0 10000
9% 0 0 LN 100 0 0 O
0 02%.0 0 0 50 0 O
| 0.1% @.5%0.01’& 1925 0 200 50|

<
F . Erro ability Matrix and Loss Matrix

Numeri Qes of aI®ha d t;, estimated by the enterprise are listed in Table 1.
The value Il 6 puted by using software called CodeBlocks, and the
result is also prese Table 1. The values of a;,, b, and dj, are estimated by
taking the avera s tasks and error types, and the values in the paper are a;, =
0.6 (vi, n), b; 9 (vi, n) and d;; = 1 (Vi, n). The scale factor ki, (Vi, n) is set as
0.35 to ensure™hat the product ki,yid is less than 1 for data errors cannot be
eliminate ith the known parameters, the following section applies MATLAB to
conduc@e ies of experiments.

Q)O Table 1. Estimation of ¢, ti, and &;

%rameter Task | (Vn)

1 |2 |3 |4 [5 [6 |7 |8 |9 J10 |11
Cin ($) 0.76 | 0.76 | 0.76 | 1.85 | 0.65 | 0.65 | 0.65 | 1.75 | 0.65 | 0.65 | 1.75
tin ($) 27512 |35 |4 |2 |2 |2 |4 |2 |4 |45
5 (102 |18 [38 | 38 [323|54 |54 |54 [323] 38|38 | 18

5.2. Numerical Results and Analyses

To analyze whether robustness on cost and robustness on time vary across control
strategies and the values of target robustness on performance or not, section 5.2.1
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conducts three experiments under random control, robustness-on-cost-optimal
control and robustness-on-time-optimal control respectively, and the values of target
robustness on performance for the three experiments are achieving 1%, 50% and
78% increment in the robustness on performance compared with the minimal
robustness on performance. To analyze trends of robustness on cost and robustness
on time as target robustness on performance increases, section 5.2.2 performs 242
experiments under the robustness-on-cost-optimal control and robustness-on-time-
optimal control separately, and the values of target robustness on performance for
the 242 experiments are distributed uniformly in the interval of [0, 80%] where the
element x means x percentage increment in the robustness on performance.

5.2.1. Comparison of Robustness

Table 2 proves that robustness on cost and robustness on time vary across ontroL
strategies and the values of target robustness on performance. More specific IW
given target robustness on performance, the robustness on cost and robustne;%ﬂlme
under the random control are worse than those under the other two con tegies;
systems under the robustness-on-cost-optimal control possess,the stronﬁs; Qbistness on
cost, but they are the most robust on time under the rob -on-ti tmal control,
which is intuitive. For a given control strategy, whe e performance

increases, robustness on time increases but rob@ decChéases. To explain
above results, the input levels of resource acros s and e pes under different
control strategies are worked out, as shown in @re 5. 6
Table 2. Robustness Com,Q amo ‘\ferent Strategies
Control strategy | R, (3/10%) [ (@in) resource input level (10
1% incre(n@ irrthe R,
Random control | 10.1 ~88.964 710
Max R, 5.93 660
VxR | e4,  |eabesr |67
&creme\t in the R,
Random cont @8.36 \X.soos 15485
Max R; Q > 68.75 9942 10204
Max R (a 86.6608 10422
% rement in the R,
Random control( 86.6586 22570
Max R 2.29 83.9518 17646
Max Ry (;Q 254.15 82. 7210 21265
For target robustness on performance, Figure 5 shows that random control
input rce randomly across tasks and error types, while robustness-on-time-optimal

gation potentials (y.iyi+), great influence on system function (d;), high error
prébability (pi,) or great loss (Ii,). For example, the error probabilities of most points
presented in Figure 4 (i.e., most p;,) take the value of O; random control still inputs
resource at such points, whereas robustness-on-time-optimal control does not and inputs
considerable resource at task 8 for consistency errors and task 9 for accuracy errors. The
reason is that task 8 propagates the largest amount of errors (i.e., y.gys+ = 32 is the biggest),
consistency errors per order at task 8 impair system function to the largest extent and
cause the hugest loss (i.e., the values of dg= 0.323 and lg; = 1000 are bigger than those of
other points), and task 9 introduces accuracy errors with the highest probability (i.e., po; =
9% is the biggest).Thus, resource input at such tasks detects and corrects more errors,
better prevents errors from propagation, or better protects system function from errors,

inputs resource preferentially to the points characterized by high error
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which enables systems to resume normal operation in a shorter time and at a lower cost,
that is, systems under the robustness-on-time-optimal control possess stronger robustness
on time and robustness on cost than random control. The same pattern occurs when
comparing random control with robustness-on-cost-optimal control. Moreover, Figure 5
shows that the input levels of resource across tasks and error types under the robustness-
on-cost-optimal control are less than those under the robustness-on-time-optimal control,
which accounts for the reality that the former control strategy yields better robustness on
cost and worse robustness on time than the latter control strategy. For a given control
strategy, Figure 5 indirectly illustrates that the input levels of resource across tasks
increase when target robustness on performance increases, which explain the fact that
increasing target robustness on performance cause decreasing robustness on cost and
increasing robustness on time.
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5.2.2. Trend of Robustness

As mentioned before, target robustness on performance is negatively correlated with
robustness on cost and positively related with robustness on time. It is more interesting
and important to find out the optimal target robustness on performance where robustness
on cost and robustness on time do not change dramatically. To realize the target, 242
experiments are performed respectively under the robustness-on-cost-optimal control and
robustness-on-time-optimal control. Figure 6 plots the change curves of robustness on
cost and robustness on time as target robustness on performance increases. The optimal
target robustness on performance under the robustness-on-cost-optimal control is
achieving 76.7% percentage increment in robustness on performance, whereas under the
robustness-on-time-optimal control is 75.6%. Figure 6 shows that robustness on time is
positively correlated with target robustness on performance—that is the good news, as the
realization of stronger robustness on performance needs less time. Unfortunately, X
substantially high cost is needed to satisfy the target robustness on performance ?:SWQ
the optimal value. For example, under both control strategies, if current target rl%ﬂmess
on performance is optimal, then the cost is 2.4012% and 2.6000$ under t ontrol
strategies, and the time is 82.9986mins and 82.5901mins. Tq aghieve 80%ninefement in
the robustness on performance, cost of 4.0223$ and 6. 353%:equire%ectively, and
the corresponding time needed is 78.6389mins and 7 ould decrease
the robustness on cost by 67.5% and 144.4%, yet 0% on time only by
5.3% and 14.2%. The conclusion from this obser is that\% nnecessary to input
additional resource when target robustness formance eeds its optimal value. As
to which control strategy to be adopted, |t @d‘s on the ion criteria of enterprises.
For example, robustness-on-cost- optlma rol is cte if enterprises purse strong

robustness on cost and robustness on anc
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Figure 6. Trends of Robustness on Cost and Robustness on Time
under the Two Control Strategies
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6. Conclusions

This paper has developed a process-oriented methodology for quantitative modeling of
robustness management with data quality in information systems. This methodology
extends well-structured WF-net to model information systems more formally, provides
necessary elements to analyze robustness quantitatively, and establishes optimization
models to find the optimal control policies that achieve target robustness on performance
with maximal robustness on cost or robustness on time.

Results both from theoretical and numerical analysis yield several practical
implications for robustness management with data quality of information systems. For
system design, the research provides guide to design system that are robust to data errors
through repeatedly adjusting the structural parameters 7. and . and the functional
parameter & in numerical simulation. For system operation, this study provides feasible
resource allocation policies that achieve satisfying robustness after data errors 0C urred.

As to which resource allocation policy to be adopted, it depends on the deC|5|on f
enterprises (e. g control cost, control time and performance). In additio roving
parameters pi, lin, Cin, €tc. before occurrence of errors is an effective feed-fQr control
strategy to increasing system robustness. .

This study has two main limitations. First, the proposg ization Is are static,

while parameters such as c;, may change over time,
proposed models will be greatly impaired. Second
is data quality. In fact, many other factors (e. g unre

is i uatlon\}/allablllty of the
isrupti considered herein

able reso Xe can influence system

robustness. The robustness management u everalf rs is more complex and
difficult, and the proposed methodology nnot bediréctly applied. Future work
includes developing dynamic policies tab obustness-optimization models
incorporating several factors for robu@ man f information systems.
Appendix

Proof of Lemmal ®

The objective ®lee ro ess on cost equals the objective to minimize total
control cost, and ieve r on performance exceeding target B equals to make
expected lo he target B tls

Bin

axR, P, iminz = X5, €inXin
stR b‘ & ste =3, pil ,nyH( — kmy+,5,x,"‘r;”) < B;

0 < X, <1,Vi,n.
Let Ein = @pln |nyl+/(zln pln inVi+ — B); Pin = Xlarl:n' 0 = bin/ain Puis

transform

. 1 9|n
O P12 : mch = Zin CinPin

O S-t-Z:i,n Einpin 2 1
@ 0 < py, <1,Vi,n.
he Kuhn-Tucker conditions of P, are

{Vé CinPi" — A‘V(Einpin - 1) ~ UVPin) ( m)>

A inPin — 1) =0 Upi, = 0; 77(1 — Pin) = 0;4,u,n
The Kuhn-Tucker point that satisfies above conditions is

0.
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L L

)01 i 0
| (e=0an=0)A Mo c1ngs1|y E“
Pinic = Hcin ecin

1 ,(Hcin—lEin+n=0/\,u=0/\ZivnEm 1 (ﬂ—@cm/\l—O/\,u:

The optimal solution of problem Py is

bin - i

_r bin ) oap
c E. \bin-ain . E. . E. . - \bin-ap
[MHE.H} ay(ﬂzoAﬂzo)A[[mnEmmm>1]V[MHE.H>1Ab Di 7/ [a] :
= birlcirl birlcin ain birlcirl a'in b|r|cin

1 ,(bi"ci"—u«:mw:oAy:oAszm:1]v[q:b'”°i"M:0Aﬂ:0J

in

infc

in

Given that (2, E;, /binCin | = 1, Xjcan be unified as
ln/C - (lam Eln/bmcm) ""'where

TSR CE PP M N P

On = bm - ain bincin ain in
0 ,[biﬂciﬂ_“jer,]:o,\ﬂ_o,\szm_ :binci @AN:OJ
&y . &, \

Proof of Lemma2 \ * @

The objective to maximize uals the objective to minimize total
control time, and to achiev stnes rmance exceeding the target B equals to

make expected loss under :Ee target B

P, : maxR, 1na) = 2in At tmxm'”
stR 2% ﬁ € = | pm'm)’w - klnerIéIXf‘nm) < B1
0< G Vi, n. < X, < 1,Vi,n.
Let E Vi |p| @Zln pln inYis — ) Pin = Xianin; o = din/ain . P21 is
transformed

P22 : mmR Zant - tinpicr:

Stin Einpin = 1,
0 < p, <1,Vi,n.
The %cker conditions of Py, are

{ %ln Zt - mpﬁlm - W(Elnpl 1) BN EVpin - N(l - pin) =

ﬂ inPin — =0 Pin = 0; T( pin) =0 ,B, &7 20.
The Kuhn-Tucker point meeting above conditions is

p:n/t :1'(_Otin - PEin +T:0/\SZOAZi,nEin :1)V(T:Otin /\:3:0/\5:0)

0;

In the case that  # 0 and ¢ = 7 = 0, Kuhn-Tucker formulation is ineffective to find out
the optimal solution. The case of § # 0 and ¢ = ¢ = 0 indicates that 3 , E; p;, strictly
equals 1 and the value of p;, is within the interval of (0, 1). P,, is rewritten as
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P23 : mmR - zant - mpi?]-

Sth inPin = 1
0 < pin <1,Vi,n.

The Lagrangian formulation of P,sis
[’(,Din’ ,3) = Yin 2ty — o + ,3( in EinPin — 1)

The Lagrangian conditions of P,3 are

oL -
-~ = mpln ! + :BEin = 0;
7

6ﬂ Zm npin_lzo'

*
The optimal solution of P, is \/

S B
pi*n,t:(ﬁotE:jJ_l,(EZO/\T— ) [[’itEi:‘<1/\o->1 'BE'“>1§ ]/\ﬂ @o{lmja_l

Thus, the optimal solution of P, is

= \/ T
P = [iE_:JJ_l’(8:OA 0) A (ﬂE'" <1/\c7 mﬁE'" > }Aﬂ /Em“l[oin]a_l
1 oty - FE,+T=0nrc %\: K@dnAﬂOA
The optimal solution of PQQ

| S
in—2in I = ; &g - |dinain
[ﬂaln InJ y( - 0 A [ﬂ in=in < ]& 1] (ﬂamEln >1A dilfl < 1] ﬁ 7/ dln am[ alﬂ ]
Xi*n/t = ity * 0 d; t ap d|ntm ap dintin

™
1l
(=}
~

In*n

1 \ ﬂE|n+7$ AYinEpn = V(r: '"'”Aﬂ 0/\8—0]

Given that (fa, E@,ntm P =1, X,can be unified as X, = (Ba,,E;,/dint;, /" Where

din-ain

dip 8 ) ap
A DY | = I Y IV - S D D | D Y= B T
din’[in &y din’[in a dmtm
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