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Abstract

Intraceability is the most important aspect of RFID security. Mobile RFID readers are
used more and more widely, the privacy of mobile reader privacy holders should be
considered. In this paper, a BRS-based approach for modeling mutual intraceability of
mobile RFID systems is provided. Elements in a RFID protocol can be represented as
bigraphs, communications between elements can be represented as reaction rules. RFID
intraceability can be represented as behavioral congruence. We take a RFID air interface
protocol for mobile RFID systems as a case study and show the usability of this approach.
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1. Introduction

The metaphorical space of computer algorithms is mixed with the space of physical
reality [1]. A bigraph is composed of a place graph which represents locations of
computational nodes, and a link graph which represents interconnection of these nodes.
Bigraphs are given dynamics by defining reaction rules that rewrite bigraphs to bigraphs;
a Bigraphical Reactive System (BRS) is a set of such rules. Each BRS has a Labeled
Transition System (LTS), the behavioral equivalence of which is congruence. There are
two principal aims for the theory of BRS: (1) modeling ubiquitous systems, capturing
mobile locality in the place graph and mobile connectivity in the link graph; (2) to be a
meta-theory encompassing existing calculi for concurrency and mobility. There are
bigraphical understanding of w-calculus [1], Petri nets [2], A-calculus [3], CCS [4], mobile
ambient, HOMER [5].

Radio Frequency ldentification (RFID) is a technology which is used to identify
remote objects labeled with RFID tags by wireless scanning without manual intervention,
it is a key technology of the future IOT and has a great economical value. However, a tag
cannot be switched off and will answer any request without asking for the agreement of
its bearer. A holder’s movements can be traced by tracking the RFID tags labeled on the
items they are carrying. An early RFID tag will responds to any quest broadcast to it and
replies with its unique identifier, so isn't secure. However, the tag encrypts its ID with a
key shared between the tag and the reader, if the encryption is deterministic, the message
is the same each time and the attacker can trace the tag by simply looking for this bit
string [9].

Mobile RFID readers are used more and more widely, the privacy of mobile
reader privacy holders should be considered. Since users commonly handle mobile
readers while RFID-tagged objects are attached to goods or products in RFID search
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systems. Usually, a message from a reader is more easily eavesdrops than a message
from a tag [6].

In 2011, a BRS-based approach for modeling RFID tag intraceability is provided [7].
Based on this work, we propose a BRS-based approach for modeling mutual
intraceability of mobile RFID systems in this paper. Elements in a RFID protocol are
represented as bigraphs, communications between elements are represented as reaction
rules, and intraceability is represented as behavioral congruence. A RFID air interface
protocol for mobile systems is analyzed as a case study.

The rest of this paper is organized as follows. In the second section, we introduce BRS
theory, RFID intraceability, and related works briefly. In the third section, the modeling
approach is described detailed, including mappings from elements to bigraphs,
communications to reaction rules, and intraceability to behavioral congruence. In the forth
section, we take an example as a case study, and analysis results based on this approach
are provided. In the fifth section, we draw some conclusions about this paper.

2. Background

2.1 Bigraph and Bigraphical Reactive Systems

The theory of Bigraphical Reactive Systems has been proposed as a topographical
meta-model for mobile, distributed agents that can manipulate their own linkages and
nested locations. Bigraphs generalize both the link structure characteristic to the =-
calculus and the nested location structure characteristic to the Mobile Ambient calculus.
A bigraph consists of two structures: the place graph and the link graph. The place graph
is a tuple of unordered trees that represents the topology of the system. The roots of the
trees are referred to as regions, the nodes are often referred to as places and may represent
locations or other process constructors such as action prefixing, some of the leaves may
be sites making the bigraph a multi-hole context. Each non-site place is typed with a
control and it has a number of ports linked together by the link graph. The link graph
represents the connectivity in the system, corresponding to shared names in the A-calculus.
Free names are represented by links connected to a set of names in the (outer) interface of
the bigraph [5].

In so-called pure bigraphs, the place graph and the link graph can be considered to be
orthogonal structures, since the nesting of the places and the connections of the links have
no interrelationship. Pure bigraphs are sufficient to represent calculi such as the pure
Mobile Ambient calculus. The orthogonality breaks when we move to so-called binding
and local bigraphs. Binding bigraphs has been introduced to capture the notions of
binding and scope of names as found in the n-calculus. In binding bigraphs we allow for a
node to have binding ports, and require that any other port linked to the same link as a
binding port to be within the node of the binding port. The definition of binding bigraphs
has been refined into local bigraphs. In local bigraphs, the free names are all explicitly
located at the regions of the bigraph, the same name possibly located at several regions.
Correspondingly, holes are explicitly annotated by a set of names connected to links.
Local bigraphs are used to facilitate the presentation of the A-calculus [3].

2.2 RFID Intraceability

Privacy property about RFID system may be split in two classes broadly: tracking,
whereby the actions of individuals are recorded and their future behaviors potentially are
inferred because of using RFID tags associated with them; and information leakage,
whereby personal or intimate information stored in a RFID tag is revealed without the
consent of its owner [9]. If responding message in authentication process from a tag or a
reader always contains a changeless value, namely the response are linkable to each other
or distinguishable from those of other tags or other readers, an adversary can recognize
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and locate the tag or the reader by intercepting and analyzing. That is to say, the location
privacy of the user that attached by the tag or that hold the mobile reader can be traced.

2.3 Related Works

In [1], Jensen and Milner provide the BRS theory, and illustrate bigraphical
representations of asynchronous z-calculus(Am), and prove the LTS and bisimilarity
derived from BRS are corresponding to traditional LTS and bisimilarity of Azx. In [11],
Milner provides axioms for bigraphical structure. In [2], Milner provides bigraphical
representations of condition-event Petri-net. In [3], Milner defines binding bigraph and
local Bigraph, and provides bigraphical representations of a A-calculus. In [5], the authors
provide bigraphical representations of HOMER.

While a number of papers discuss the privacy problems raised by RFID technologies
([12-14]), few of them precisely define what they mean by intraceability. In [15], Avoine,
et al., give a formal definition of intraceability firstly. Some other attempts to formalize
intraceability then followed ([10, 16]). However, all these methods are carried out in the
computational model, which is poorly supported by automatic tools. In the symbolic
world, Deursen, et al., define intraceability [8]. In [9], Myrto, et al., formally define
strong and weak forms of intraceability in the applied pi-calculus which in some cases
makes it possible to automatically check if a RFID tag running a particular protocol is
intraceable. This paper is inspired by Myrto’s work.

3. BRS-based Modeling

3.1 Elements

A simple air interface protocol for mobile RFID systems is shown in Figure 1. A reader
sends a message (RID) to a tag, the tag responses to the reader with its identifier (TID).

Server Mobile Reader Tag
RID
\ ' _________________ > /‘% .
s . .
; € =)
- TID
Wireless connection Wireless connection

Figure 1. A Simple RFID Interaction for Mobile RFID Systems

Representing this communication with z-calculus as follows.

System = Reader|Tag D
Reader = £(RID).c(x) 2)
Tag = vid.c(y). If (y =RID) Then &(TID) 3

In which, c represents a public channel, x and y represent messages being transmitted
through the channel, RID is the unique identifier of a reader, TID is the unique identifier
of atag. Representing this communication with bigraphs as follows.

[ System1 =l Reader|Tag 4

[ Reader1 =Sum ° (Send; ;) © Get,,, 00,
(5)
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(Cnd O, °Cmp, g5 © T/z|Then; O = Send, 1,|Else [0, < 0)

I Tagl =/TID = Get, O, °If O,0,05°

(6)

From above equations, we can extract bigraph controls in table 1.

Table 1. Controls of Bigraph

Control Activity | Interfaces Functions

Sumd, a1 | Active <n(®,..., &), o>—<1,( ), ¢> Merge sites into a region

Send, Atomic | <0, (), {x, y}>—<1, (@), {x, y}> Send data, ©(y)

Get, () Passive | <1, {z}), {x. y}> =<1, (9), {x, }> Get data, x(z).P

/z Atomic | <0, (),z>— ¢ zZ is an inner name, vz

IfO,0.0. Passive <¢3£¢' ¢.9)0>=<3(0.9,9) If statement

Cnd[J Passive | <1, (@), ¢>—<1,(¢), ¢> Condition expression
Compar two items,

Cmpyy ., Atomic | <0, (), {x, v, z2}>—><1,( #).{x,y,2,T,F}> | output: T for same,
otherwise F

Then;O Active <1, (M), {T}=—<1, (T, {T}> Then statement

Elser Active <1, {F}, {Fy>—<1, {(FH{F}> Else statement

Graphical representation of each control in Figure 2.
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Figure 2. Bigraphical Representations of Controls
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The mobile RFID system can be represented as a composed bigraph in Figure 3.

RID o
,/’;.\‘.
>\
I. N
L™ Y
] T = ~
L S TID -
N Ve R | \
| 7 Y, .
! JANN TRUE\{\‘/ N
| . R ,I
| \\ ) Cmp Y. 5] end \\\ P
"\ Cnd Then Else
If Y,
Get
N S

Figure 3. Bigraph Representation of the Mobile RFID System

3.2 Communications

In BRS theory, communications in process calculus such as applied z-calculus can be
represented as reaction rules. For example, there is an applied z-calculus communication.

x(y)x@).P — {y/z}P (7)

Y b4 Y ®
f.l’” ) - \\ e —F\
[ (< R R'( |

\ L o N [

(;}1 1z N =z j

send
N get / N J

Figure 4. An Example of Bigraph for Communication

We can show its reaction rule in bigraph in Figure 4. The corresponding reaction rule
as follows.

Send, || Get,,,0 — x| y/zOJ (8)
We can represent other reaction rules in the same way. For an example:
If (y = Hello) Then P — P (if y = Hello) 9

We can show its reaction rule in bigraph in Figure 5..
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I ) Ly L : I ! a0 |
] ~. \ ’ : ! \ ]
] . Cinp // e / " - : H A S 1
H - —

[N cnd Then Else : : :
H _ _
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Figure 5. Bigraph for this Reaction Rule
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The corresponding reaction rule as follows:
If 0,0,0,°(Cnddd; > Cmp,,, ° T/z| Then,O,| Elsec0, <0)| Hello/x -0,  (10)

3.3 Mutual Intraceability

From the viewpoint of process calculus, mutual intraceability of mobile system is same
as behavioral congruence. Let P is a RFID protocol.

P = vA.(Server|IR|!T ) (11)
P’ = vA.(Server|IR|!IT") (12)
"= yA.(Server|IR'|!T ) (13)

R and R' are readers, T and T' are tags. P preserves mutual intraceability for mobile
systems if
P~P o P=P" (14)
It is that intraceability would allow readers and tags to execute themselves at most
once. The intruder cannot tell the difference between P and P’ In BRS, we can refer to:
Tag intraceability is the same as behavioral congruence of the two bigraphs:

[ System1 =T Server |IReader|!Tag1

= (15)
[ System’] = [ Server|!Reader|!Tag"!
Reader intraceability is the same as behavioral congruence of the two bigraphs:
[ System1 =T Server |!Reader|!Tag1
= (16)

[ System’1 = [ Server |'Reader'|!'Tag!
Namely an intruder cannot recognize the difference between the two systems from
behaviors through context.

3.4 Extensions

To represent a real RFID protocol, we may add more bigraph controls. Replication
controls of Get and Send are useful in behavioral congruence.

Table 2. Replication Controls

Control Activity | Interfaces Functions

Send,, | Atomic | <0,0 {xy3=—<L @) {xyyad> | feoscaon and o send
. <1, {z}). {x, 1}>—<2, (9, ¢). {X, 7,2, | Replication ~ and  get,

IGet, ,,00 Passive 1> IX(2).P

In the RFID protocols, asymmetric encryption and decryption are always useful. In
the case of security protocols, typical function symbols include: pbk for constructing the
public key pbk(k) associated to the secret key k; aenc for asymmetric encryption, which
takes a plaintext and a public key and returns the corresponding cipher text; adec for
asymmetric decryption, which takes a cipher text and the corresponding private key and
returns the plaintext. 71 and =2 are respectively the projections on the first component
and the second component of a pair.

71(pair(x, y)) = X (17)
m2(pair(x, y)) =y (18)
adec(aenc(x, pbk(k)), k) = x (19)

We can show corresponding controls in Table 3.
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Table 3. Controls for Asymmetric Encryption and Decryption

Control Activity | Interfaces Functions

pbk, /7 Atomic | <0,(), {k}>—<1, (p), {k, pk}=> Generate public key
aency y/ 7ol 71 Passive z<}2>l(¢) ), 6 Y3=—<1, (9). {x, Y, Encrypt x using key y
adecy y/Jo/ 71 Passive z<}2>l(¢) 0 6 Y3=—<1, (9). {X. Y, Decrypt x using key y
mlyy[7 Passive | <1,(p), {X,y}>—<1,(p), {x,y}> | Projection return first
72xy[7 Passive | <1,(p), {X,y}>—<1,(p), {x,y}> | Projection return second

4. A Case Study

A simple RFID interaction for mobile RFID systems is represented with z-calculus.

P = vk.(Server|!R|!T) (20)
Server =0 (21)
R = ¢(RID).c(X;).6(X, ).€(X; ).£(X, ) . (X5).E(Xg ). (22)

If (z1(adec(x,,k)) = wl(adec(x,,k)) = xl(adec(xs,k))
and z1(adec(x4,k)) = ml(adec(Xs,k)) = zl(adec(x,k)) (23)
Then Server(0)
T =vTID.!(vn.c(x)).
If (x =RID) Then c(aenc(pair(TID, n), pbk(k))) (24)

The reader continuously emits a message (RID) and expects from a tag to answer with
its identity (TID) paired with a fresh nonce n, the whole asymmetrically encrypted with
the reader’s public key pbk(k). Moreover, the reader may send some message to the
database if it has seen two particular tags more than three times each.

At first glance, we cannot determine whether the protocol is intraceable. Representing
the RFID protocol into BRS. Based on BRS theory, we can conclude that the protocol is
traceable for both reader part and tag part.

Firstly, due to the fact that when an outside observer sees a message output on public
channel, he knows that there are two tags that have executed themselves three times each
and thus that it is not the case that each tag executes itself at most once.

Secondly, due to the fact that when an outside observer sees a message output on
public channel, he knows that there are more than one reader that have executed
themselves three times each and thus that it is not the case that each reader executes itself
at most once.

5. Conclusion

Intraceability is an important problem in RFID domain. Many research works focus on
it. A BRS-based modeling approach for mutual intraceability of mobile RFID systems is
provided in this paper. We take a simple RFID air interface protocol for mobile RFID
systems as a case study and find out that the protocol is not meet mutual intraceable using
BRS theory. This approach is the first step to verify intraceability of RFID protocols in
BRS theory. And automatic verify tools are under development. In the future, more works
can be done in automatic BRS-based verification of RFID security protocols. And more,
as bigraph is a topological meta-theory, the factors of space and time can be considered to
modeling RFID security protocols.
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