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Abstract

A sustainable business continuity management plan (BCM) is developed to adapt and.
respond to the current complex and dynamic business environment, while simu y
accommodating the key system transformations. As an integral part of I%wess
preparedness reduces the impact of a disruption to employees, y and

profitability. Additionally, BCM and disaster recovery helps sarvice pr d owners
ized energy
|saster strikes.

of critical infrastructure, such as telecommunlcatlon
utilities to resume operation within the shortest tige

The central drive of this extensive research is de @ ity /nodel for BCM/DR
for measuring the capability of BCM and disaster=récovery fonthe Kingdom of Saudi
Arabia (KSA) companies. A qualitative reseafc cheme ed by an open-structured
interview was adopted to explore the co ct of the arch topic. A customized
maturity model for the KSA ICT sect eve 0 y analyzing the existing model
and then validating the develope @ the predefined objectives. The

BCM/DR as capability instrum he,l gment is valuable to address the gap in
KSA organizations as they bq ences of their BCM/DR programs or
processes.

research demonstrated that tlge Ilshment standardized maturity model for
ss the

Keywords: Bus@ntmun nagement, Disaster Recovery, Maturity Model, ICT
Sector

1. Introd@

Organizations ar mgly facing a versatile risk landscape, where manmade and
natural dlsasters reatening to interrupt core business activities. In 2012, Saudi
Aramco was a of the first, extensively documented cyber-attack in the Gulf [6]. In
referenceqtof various cyber security experts and open media reports, an individual with

access t
netw

ompany compromised Aramco’s network by accessing to the company’s
gally. A malware, most likely via a USB stick was deployed into the network.
e line, a similar attack was launched against RasGas. When it comes to network
%T related risks, minor events for instance computer hardware/software failure in a
crivical infrastructure (CI) module can paralyses electronic-oriented business till the
hardware/software is assimilated and correctly installed or configured. Such cyber-attacks
have a detrimental impact on companies and the economy at large. It is also important to
note that disruptive and new technological concepts such as Bring-Your-Own-Device
(BYOD) also increases vulnerabilities to the existing ICT networks [7]. Additionally, as
cyber criminals evolve increases threats to the security of information assets as they have
an increased access to readily available and sophisticated network intrusion tools and
techniques that have disastrous effects on communications. In other words, despite having
security mechanisms against network intrusions, Cls and informational assets are at risk
of man-made disasters [8].
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Since the Saudi Aramco incident, one of the topics that is increasingly gaining
attention in the realm of ICT, both locally and internationally concerns business
continuity and disaster recovery. If citizens, private property and critical infrastructure are
to continue being safe, potential cyber criminals in the telecommunication industry must
be factored in the development of business continuity management (BCM) and disaster
recovery (DR) plans. Therefore, beyond preparing for disasters in the physical
environment, it is critical to assess the capabilities of BCM/DR program in ICT
businesses in Saudi Arabia. In that regard, this research will bridge the existing
information gap in BCM/DR literature by informing relevant stakeholders on measures
that should be undertaken to make improvements in BCM and DR. In this context, the
stakeholders include the government, internet service providers, telecom operators, IT
professionals, scholars and CI owners among others. As companies tackle these threats,
there is a need to improve the confidence in network and IT services security; thereby,
prevent the identified risks from materializing and simultaneously mitigate the effe
to cope with the impacts in the event that the risks materialize. This is the p
BCM is essential. 1SO 22301 defined BCM as a comprehensive manageme% ss that

iefice

analyses and identifies threats to an entity and the corresponding impac usiness
f

operations, and then use the assessment results to build tional with the
capability for effective response that protects the mte aJ Iders, brand,
reputation and value creating activities [9].

To facilitate the communication of the risk a@s outc e proposed model
should borrow from some evidence-based mogel dltlona model should also
describe the steps a company passes throudh, before g |ts BCM/DR program
measures as a vital part of their systems«@n ~Q. 0CESSES. m | that outlines these stages

can aid companies to establish the exi apab it their BCM/DR and specify the
roadmap for more |mprovement of CM/ refore, the proposed model will
anchor on the concept of m eI which mes that the path to a goal entails
several phases and a comp tt n the research topic systematically. An

Maturity Model (CMM) develo f a similar maturity model tailored for the
KSA ICT sector, Whl t function a¥’the foundation for BCM/DR assessment metric,
will mark a signif trlbut the BCM/DR theory and practice.

The goal of arch is easure or analyze the capability of BCM/DR program
within Sa an ICTgepmpanies. Based on the proposed tool, these organizations
will be abl Sess U&oility of their BCM/DR and determine the measure to take
to improve their BC programs. The established tool will be based on a maturity
model develop‘& search. In line with this research problem, the main objective of

apt example of maturity modelSin the @ software developments is the Capability

this research

e To desigg and develop a maturity model for BCM/DR programs, which can be
used to m the capability of business continuity management and disaster recovery
for KS companies.

BQ ling this objective, the paper will determine whether the existing BCM/DR
Saudi Arabia’s ICT companies are adequate in comparison to the CITC

lines and the present ISO 22301- International Organization of Standardization
Business Continuity Standard. Additionally, if there is a room for development, the
research will attempt to improve the existing models develop a more mature and inclusive
model designed for ICT companies in the Kingdom of Saudi Arabia.
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2. Literature Review

The aim of this review is to provide baseline information about the topic under
investigation. Previous studies in this area were reviewed to provide an insight on this
topic.

2.1. Business Continuity Management as Strategic Management Initiative

Since the study focuses on business continuity management (BCM), it is essential to
have clear understanding of what the term entails and its development. As of the year
2000, business continuity has gained interest in both academic researchers and
practitioners. The resultant publication supported the formalization of the BCM
methodology. Some of the areas that were discussed in these publications include
recovery resource requirements, business impact analysis, awareness and training These,

concepts were lacking or not given priority during the DRP era. As noted by Jugtti
September 11 (9/11) further modelled the practrce to encompass enterp

disasters [12]. Besides the enterprise-wide approach to BCM \coatemp
in socio-technical factors in the analysis of the causes aN
I

potential interruptions. This approach is based on ti ti

due to the interaction of technology and human sa w ere is a need of
corresponding responses to these crises. These fe alongr;%g e pre and post crisis

management actions, differentiates BCM f risk aga , Crisis management and
disaster recovery planning fields [13].

In essence, BCM encompasses ﬁ@went p sses meant to prevent severe
disruptions in the critical business pr; or p against the impact of disasters
or disruptions. In spite of the & univer accepted definition of BCM, the
available definitions encompa mber characteristics unique to explanations

accompanying the defrnltron flrst ch |st|c relates to the aim of BCM, which is
to guarantee continuity of=business a certain acceptable minimum level [14].

Consistent with Doming and Andre 4] Smit [15], as well as Randeree, Mahal and
Narwani [16] stresSe at BCM is a management process essential for the continuity of
critical assets i mpan e same context, Samson [17], viewed business
continuity man rated approach meant to help companies to respond to
any unprege %Iy and effectively. In line with these authors and BSI
Managemen e second predominant feature is that BCM initiatives should

be inclined toward al business processes [14,15,16]. Further, BCM entails both
measures desig revent disruptions or disasters and limit/mitigate the detrimental
effect on busi the event that a disaster or disruption materialises. In other words,
BCM has, fireventive, corrective and repressive characteristics [15]. Lastly, business
continui nagement is continuous process. Figure 1 illustrates the differences between

the p e, corrective and repressive measures.

o
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2.2.1. Risks

Business continuity management focuses on risks that can cause a sudden or severe
disruption. These include risks ranging from unavailability of staff to failure of suppliers
to sandstorms to internet outage [14]. Risk that meet that are either sudden or disastrous
fall within the scope of BCM. In other words, risks that are not disastrous and not sudden
fall outside the scope of BCM. Further, risks that are long-term and not sudden also falls
outside the realm of BCM. Despite the fact that such risks may have a significant impact,
a company’s management team has time to not only identity them, but to also take
appropriate measure after evaluating them [15]. An apt example of these long-term and
disastrous risks are the threats induced by competitors. Moreover, risks that are less
severe to threaten business continuity of a company also falls outside the scope of BCM.
This does not dispute that these types of risks need close attention, but business continuity
management focused on major threats to guarantee business continuity. Less severe risks

must be addressed under the hospice of general risk management in the comp W
necessary. %

2.2.2. Critical Business Processes %, 0

|nu ocesses and
operations. For this reason, it centers on critical b, rocess th n be either core
processes or critical supporting processes [14,15) tisi S%to stress that non-
critical processes must be recovered after a |s on, but thin the timeframe
defined in a BCM program. Despite their pr c n anc @ery being important, non-
critical processes fall outside the scope of ess conti & management. An effective
BCM program requires a company to |ts i process and the resources each
ion systems. However, the focus

process relies on, including informa d co

of BCM processes in not entir ﬁ& resources, largely on the critical processes. In
other words, the demand ofﬁ uld be @ed from the core requirements regarding
critical processes in a company™~Given,t \q process has unique processes, then each
company should have a /DR prog@ilored along its processes and goals [22,23].
2.2.3. Disaster Re\@

Disaster rec of core ﬁwponents entails restoring processes and systems
critical to % n usiness operations, including communications, workspace,
regaining aceess to dat tware among other core IT assets after a disruption. Figure

3 illustrates the dlff etween BCM, DR and contingency planning.

Business continuity management aims to guaran

=
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Figure 3. Business Continuity Management, Ag
Disaster Recov \n/%

Originally, disaster recovery entails restoring,any inform |§& asset or infrastructure
in the event of natural disaster, fire, system_failure or m among others. In other
words, disaster recovery focused primari @ the cong?nm or technical recovery of IT

Y\/’
Corrective .
&repressive @
2
e Plarining and
0

infrastructure [24]. It acted as a pa e pr e measure taken to secure IT
facilities. It is worth noting that DR ehli pro back systems that can be used in
the event that a system fails. Cen y plannin erged after businesses realized that
fallback systems were not%y ffectivelisyassuring continuity of businesses after
disasters. Unlike DR, continge plaqpi tends beyond IT and develops plans for
handling incidents [15]. ite of t% t that contingency planning also entails some
preventive measurg, J n focug are”repressive and corrective measures. This fact

settles on the assw at conti cy planning strives to handle risks that threaten an
S

entity and it e‘Q&Q a bro d¥focus that DR, which concentrates only on the
restoration@) and IT gfacilities. The introduction of BCM led to the integration of
repressive rrectiy, ures with preventive measure, such as security measure, to
develop a single contj anagement approach [16].

2.3.BCM Regtél'bns and Standards
According to the International Organization for Standardization (ISO) standard 22301,
ity management is a comprehensive process that identifies potential risk
the impact of those threats to business operations [28]. In the same context,
derlines the outline for developing organizational flexibility with the ability of
@ntly response and safeguard the interests of stakeholders, reputation and value
crédting activities [28]. From the standards and regulations perspective, BCM entails five
phases. The drivers and practices of these phases are highlighted in Table 1.
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Table 1. Development of BCM [12]

1 Mid 1970s — Emerging legislation Development BCP,
Mid-1990s DRP
2 Mid 1990s — Emerging standards Development BCM
3 2002 —2005 Focus and acceleration  Diffusion BCM
4 2006—2011 Breakout and competing = Local Standardisation BCM
standards
5 2012 — Present International International BCM
standardisation Standardisation

Although the significance of BC for some industries was recognized during the first
phase, the emerging standards phase stretched from mid-1990s to early 2000s, when the
first standards that brought business continuity into focus across various industriés a
globally emerged [11]. Control Objectives for Information and Related T ay
(COBIT) was introduced in 1992 by ISACA and ITGI. COBIT is on good
practices guideline for information technology management and \@C& The
guideline ensured that continuous services were incorp&/"to hi@rity control
objective of organization. The guidelines also recogniz€e asan eféctive solution
[11]. The BCM knowledge expanded from the cos€eptshin the Australidn BCM standard
HB 221, the BCl Good Practice Guidelines, % Stan%ls 25999, and the
Information Technology Infrastructure Library(TIL), which.covers IT service continuity
[29,30]. BS 25999 was divided into BS 25 nd BS %-2. The former described
the overall objectives, recommendation$ uidance, whereas the latter described the
requirement for a BCMS. Additional BS,ZX‘I was auditable; thus, enabling
companies to certify their compliancg, vi accre% authorities or third party auditors
[2]. The BS 25999-2 was ba @ e BCM policy, understanding the organization,
developing and implementirqg%3 res TBCM program management, maintaining
and reviewing BCM structures and ing BCM in an entity’s culture [2,11,30].
Figure 4 represent the six@ors that f&\' d the business continuity lifecycle.

Figure 4. Business Continuity Lifecycle [31]

The internationalization of BCM standards begun during the fourth phase of process
evolution, as national BCM standards progressively changed into international standards.
In the same context, ISO mentioned business continuity as a subset of the ISO 2700 series
of standards associated with information security. The present phase in the evolution of
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BCM is marked by internationalization of BCM standards. The phase is also characterized
by the wide acceptance and implementation of 1SO 22301 BCM standard [18]. The BS
25999 served as the main foundational pillar of the new ISO 22301, however, Australian
Standard (ASIS SPC.1), alongside the Japanese, Singaporean, equivalents were also
referenced in the development of the 1ISO 22301 [28]. As ISO 22301 became the widely
accepted and implemented BCM standard internationally, validating the suitability of the
exiting frameworks for assessing the capability of BCM and DR in ICT companies in the
light of ISO 25999 standard is justified. Before evaluating the existing BCM maturity
models, it is important to review the contents of the ISO 25999 standard for a deep
understanding of the research topic.

2.4. KSA Regulatory Environment

Business continuity and disaster recovery planning are processes that help companies,
prepare for disruptive event, which can be as simple as power outages and as d %I
as earthquakes. The government’s involvement in this process can range f V%mg
legislation, overseeing the national emergency plans, to providing su@ nd to
implementing plans during emergencies [1]. The regulatory frameworl€e iShes both
roles and responsibilities of various stakeholders, in g Cl ilities base
providers (FBPs) and MCIT for the disaster reco in\the CT\%OI? y [38]. MCIT
ensures that concerned parties, including FBPs an take necessary actions and
procedures to ensure that there is a continuous pr on of te munication services
across the Kingdom under all conditio nd circymstances. Information and
Communications Technology (ICT) sectorgi Kingdo\ Saudi Arabia is regulated
by the Communications and Informatio ology mission (CITC) pursuant to the
Telecommunications Act, the Bylaw % j 9]. As of this writing, there was
no single BC/DR-specific regulati {; aw rabia, but rather a number of more
general regulations and laws r@b mpact on business continuity and disaster

otenti

recovery plans as: the Anti- Crime 1428H/2007, which outlines a series of
cybercrimes and related enalties; ic Transactions Law of 1428H/200 that
r@tions; an uncil of Ministers Resolution no 133 of

regulates electronic
21/5/1424H, whi @etched C’s regulatory powers into the IT field. The other
important piece .OR, tegislatiog™ e Telecommunication Act, which gives CITC
PO or the KSA’telecommunications sectors, in line with the CITC’s
and & f jons, outlined in the CITC Ordinance and the
B@ . For instance, Article 37 and 38 of the Act sanctions the
ried on public telecommunication networks and deliberate
information, unless in the course of duty. Further, the Council of
nwumber 81 documented in 1430 about the use of information networks
and computérs within government agencies demands that these agencies and relevant
adminis& host their websites internally or at other government agencies networks or

thro@ ice providers licensed by CITC.

<

2.5.1. 1SO 22301 (International Organization of Standardization standard 22301)

ISO 22301:2012 standard outlines the requirements to plan, establish, implement,
operate, monitor, review, maintain and continually improve a standard management
system to protect against, reduce the likelihood of occurrence, prepare for, respond to, and
recover from disruptive incidents when they arise [28]. The requirements outlined in this
standard are generic; hence, applicable to all entities, or parts thereof, irrespective of size,
type and nature of the organization. This makes the standard widely applicable across all
industries globally. In that end, it is one of the most influential standard or model in ICT

interceptions of d
disclosure of int
Ministers deci

M/DR Models for Networks and IT Services Providers
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companies domestically and globally. As noted by [28], the extent of application of the
specified requirements depends on an entity’s complexity and operational environment.

2.6. BCM and Information Security

Having reviewed business continuity models for IT-based networks, it is important to
acknowledge the connection between information security and BCM. The first
observation is that BCM and information security overlap [25]. In other words, not all
information security measures are integral part of BCM, and nota all business continuity
measures concern the security of information systems. Information security focuses on the
confidentiality, integrity and availability (CIA or CIA triad) of information [25,40]. The
CIA Triad are dimensions of security in computer systems and network security. In most
scenarios, these dimensions’ conflict because their effective implementation is partially
intertwined. For example, systems availability can be limited by integrity and,
confidentiality. As of consequence, security administrators are compelled to ani;é%Wd
h

determine the dimensions that must be given priority to ensure that networks ces

Confidentiality is a key aspect of various sensitive for
investment strategies, insurance and medical records

data. This dimension of the CIA triad also prec. ilabi ntegrity in areas
where companies are legally obligated to protect t vacy ON involved parties [28].
These include medical testing laboratories, fi ial msUtt%u d healthcare facilities.

Under information security, confidentiality~ig ‘achieved authentication and access
control techniques. Integrity outweighs a@nllty apeyconfidentiality for critical safety

information and financial data us busi ctlon and processes involving
financial accounting, electronic fu sfer an fflc control among others. If such

critical information is deleted\o cce55| ilability is lost. In service-oriented
businesses that rely on réaktifne infor such as airline schedules and online
inventory systems, avail ty take ence. Additionally, the availability of a

network connectiQr Ithou ese information security dimensions seem simple, a
fail proof |mp on is mplex For instance, computer resources can be
|Ileg|t|matel d and corropted when they are vulnerable on insecure networks. On
the other i tegr| st when network/computer resources or information are
modified in andnticipa nauthorlzed ways [28]. For this reason, a robust security
demand flexible str, that consider the dynamics of the computing environment.
Unlike informﬁ$ rity, which focuses on preventative measures, BCM involves not

network itself is criti 1&4 ny end whose business or transactions relies on the

only preventivi asure, but also repressive and corrective measures. In this context,
preventive measure can include information security. However, not all preventive BCM
initiativ&%ﬂnked to information security. That is to say, preventive BCM initiatives
can lude physical security and personnel security. Figure 5 demonstrates the
Qver etween BCM and IT security. Given that BCM and IT security overlap, it is
iaI to tune both when developing BCM/DR programs.
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" I IT
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-
Critical processes

\/’
All processes v
Figure 5. Overlap between BCM and I'I&yrity%@

2.7. Network and IT Services Risks and Requir \/
arming. Rimagement is a vital

The success of any project depends on its p
component of the project plan which entails a is, identi ion and analysis of threats
to the project success. A risk manageme is a syst ic and analytical tool that
establishes the likelihood that a threat \ rm sta ders or assets[28]. In the same
context, a risk management plan in the i iCation of actions that minimize and

mitigate the impact of an un en even he underlying principles of risk
hat
\&nfa

management acknowledge t h rigk not be eliminated completely in projects,
enhancing safety and security tential threats can minimize the threat to

ili
the success of the projec ]. For th%&“, it is important to carry out a detailed risk
analysis and plan fclr % g the available resources.
2.8. Telecomm@bn BC % Practices
2.8.1. Secrame

Businesses are v e to internal and external network attacks. However, regardless
of from where ck source, network intrusion can seriously harm or damage
informational a@wcluding financial damage and exposure of sensitive information. In
order to defend “against network attacks, network filtering and firewalls must be used
[19,42]. A its and departments have to maintain appropriate network security controls,
policies @u configuration standards to guard information assets form such threats [4,35].

a @ pect of BC/DR best practices, organizations develop and implement their network

&

plans based on some standards or frameworks. In line with ISO 22301:2012,
nies use ISO/IEC 2700 series as the baseline of their security plans.

2.8.1.1. ISO/IEC 2700 Series

The ISO Standard is the most widely recognized framework and is suitable for any
organization. ISO/IEC 27000 series is an international standard form information security
[31]. To note, there are numerous publication that provides guidance to information
security across various industries including ISO/IEC 27005: 2011 (information security
risk management) and ISO/IEC 27000:2012, which covers the overview and vocabulary
of information security management systems.
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2.8.2. Best Practices

This section provides various items that should be included in a company’s BC/DR
plan. The highlighted points should be used in tandem with the information discussed
throughout this thesis to ensure that organizational plans address all the critical areas of
BCM and DR planning, including elements with specific communication implications. In
other words, this serves as the starting point, to ensure that business continuity
professionals have looked at and addressed both minor and major systems used to provide
effective and safe communication and to maintain the operations of the ICT companies.

One aspect of corporate security is screening. All staff in a corporation may be subject
to security screening and vetting. The vetting decisions are informed by an evaluation of
the whole person. In this effort, the assessing officers evaluate all the accessible and
reliable information about the clearance subject to assessment if the individual is suitable,
to access the corporation’s resources. Any doubt regarding the suitability of the 1%
person is meant should be resolved in favour of the interest of both the cor on%h nd
the nation. The risk to people, assets and information are managed by a corﬁ? curity
policy in conjunction with the information, governance Wbysica eclugity controls

[32]. The key measures of a personnel security policy™N e emp t checking,
separation activity and continuous suitability assessm . Employment

checking entails employment screening, securlty ndc specific checks.
An ongoing suitability assessment includes corpo emplox conditions; security
education; security clearance check and malvnce and promotion of a proactive
security culture [33]. Ideally, the pollcy establl ligatory requirements for
corporate security that applies to pers as de the core security policy;
authorised vetting agencies and class curl es. Authorized vetting agencies
include law enforcement agenues Illgen C|es

3. Methodology

The research metho y refers he procedures and techniques used by the
researcher to collect a hIS resgarc employs the iterative approach, where by the
researcher alterna Mg attention on existing theories and taking into
account emer [34] tive research entails immersing oneself in a case and
make sens‘u it, whe during an interview or at a company meeting. One of the
most effect ays of anding qualitative research is through comparison with key
aspects of quantltatl rch methods.

that seek to ex issue that is not defined clearly. In this way, the issue of effective
metrics for @ssessing the capabilities of business continuity management and disaster
recovery phans=in Saudi Arabian ICT companies is still developing. Exploratory research
usuall ‘@p ds on secondary data such as reviewing company reports and literature
C e@ e subject under study. The objective is to be familiar with the study area in
% 0 develop a solution that is tailored to address the problems faced by ICT
c anies in the KSA. Additionally, the research has a descriptive dimension, which
describes the traits of the phenomena under research. In that regard, the paper will deliver
a comprehensive investigation that facilitates understanding of the BCM/DR issue under
research.

This research employed a qualitative research design to investigate the capability of
BCM and DR for Saudi Arabia ICT business. The research will focus on the use of
archival data and primary data from interviews. The qualitative nature of this research is
attributed to the fact that some exploratory and confirmatory aspects characterises the
study. The confirmatory aspect of this research emerges from the fact that the research
must evaluate and eventually confirm or refute the research hypotheses developed after a

This study is ? plorative and descriptive. Exploratory research is suited studies
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detailed literature review[35]. These include (1) Saudi Arabia ICT companies have less
adaptive BCM and DR plans to address disasters; and (2) Saudi Arabia ICT companies
rarely shares information relevant to the protection of Cls. Quantitative research design
was suitable for this study because the research problem is clear and structured.
Furthermore, the need to generalize findings to other Saudi Arabia ICT companies also
justifies the application of quantitative methods in this research design[36]. To make
inferences and recommendations, there is a need to analyse empirical data.

3.1. Research Sample and Selection Criteria

Given that aim was to develop a practical maturity model from the proposed or
conceptual model, it was important to select respondents that had experience in BCM
from various companies. The idea of engaging various experienced respondents from
different companies was driven by the fact that data from various companles would,
support benchmarking or comparison of the maturation paths of various comp
the other end, the use of one company would have limited the research a
experiences in one company. The research sample was arrived at foy,
experienced BCM practitioners or consultants, because corgultants ork for
many companies; hence, would have experience from vﬁ BCN%tudies The
actual search for consultant was made using online sea<w gines a\y edIn. Besides

BCM, knowledge of BS 25999 and ISO 22301 sta ere as beneficial area
of interest amongst the potential respondents K

3.2. Data Collection

The data collection process malnly d th |nterV|ews with experts in field
of BCM/DR, which in this study arke ert interviews in a number of
0g

disciplines related to BCM/ R udlng t gy recovery, business recovery,
incident management and ;%c& anage . Specifically, the research entailed the
utilization of semi-structure ervie Iectmg the expert views and opinions
regarding the maturity Is and tIﬁsMN rity level of companies in the Kingdom of
Saudi Arabia. A sgmi ured iRter is defined as a qualitative form of inquiry
marked by the r r usin etermined open questions to guide the discussion
while simultan es% provid espondents with the opportunity to discuss issues
emanating Q%

d%ﬂ urther[37]. One of the advantages of semi-structured

interviews t they onstrained to the pre-determined responses, which is the
limitation of the str interviews. In contrast to structured interviews, which are
characterized by ixed question and possible answer options, semi-structured
interviews oftensfaciitate personal interaction with the sampled respondents and give the
researcher gore exibility in data collection; hence, giving respondents the opportunity to

clarify o in their answers. In the same context, the personal interaction gives
intervie @ the opportunity to clarify or explain their questions where necessary.
Add Owatly, the use of semi-structured interviews enables researchers to explore the
' toplc in detail, yielding rich research data. Consistent with its definition, the
iewer and the respondents participate in a formal interview[36]. Data analysis
Data analysis will rely on thematic analysis (qualitative data) methods. Given that there
is no single universal approach to working with qualitative approach, it is good practice to
divide interviews into themes to facilitate the data analysis[35]. To that end, the interview
data can be interpreted along the layers’ abstraction similar to the ones used in the
development of the proposed model. The utilized method of analysis was systematic and
comprehensive but not strictly adherent to thematic analysis method predominant in
qualitative studies. Each interview as transcribed from the audio recording of the
interviews with experts, followed by the dividing of transcripts into the predefined
themes. After the transcription process, the researcher re-read the transcripts and made a
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summary of the key themes in each interview by paraphrasing the respondent’s view or
perception linked to the development of the maturity model. When analyzing interview
results and when assessing the validity and reliability of qualitative data, it is important to
recognize the collected data represents a subjective perspective of a respondent, which is
largely influenced by the background knowledge and experience of BCM. For example, a
respondent with a strong background in security management is much likely to have a
different perspective about a maturity model compared to a respondent with a strong
background in risk management.

4. Case Study: Saudi Telecom Company
Saudi Telecom Company (STC), here henceforth referred to as STC is the leading
Kingdom of Saudi Arabia (70%) through the Saudi Arabia’s Public investment, Fund,
following a partial privatization in 2013 Its internationalization strategy ma s\\?e
largest telecommunication service provider in the Middle East and Northe ica
40 billion) contributing to its supremacy in the Middle East. ¥\dditiona
international presence extends to over 9 countries, inclu
Jordan, Bahrain, South Africa, Malaysia and India[38 .@Q , thékcompdény became the
leading ICT integrated player in the region, whic thates ifs\pivotal role in the KSA.
disaster would lead to unprecedented losses. Q 6
*
. . 8 O \

4.1. Business Impact Analysis \ @

Resumption of critical business\@tionsQ esses after occurrence of any

S

whereby an entity’s key productsdor seryi gside with the critical functions and their
BC related metrics [23]. is, the nsgm business continuity objective (MBCO) and
the maximum tolerab, d of digruption (MTPD) are determined. Figure 6 illustrates
us

telecommunication operator within Saudi Arabia. The company is majority-owned by the
[38].As of 2014, the company reported a market capitalization of SAR 15

Based on these facts, it implies that the failure o

disruptive event is indispensab w e busine ntinuity (BC) perspective. Business
impact analysis (BIA) is a rtwet a busi continuity management system (BCMS)
the relationship bs\ inesssitpact analysis and business continuity management
systems. Q

Risk Analysis
(RA)

vl
&S

Analysis (BIA)

T~

O BCM
@ Strategies

Figure 6. Relationship between BIA and BCMS [23]

4.2. Risk Management

In regards to the BCM/DR best practices, the researcher explored several frameworks
or models that can be used develop a comprehensive approach to regulatory compliance,
information security and BC/DR. The frameworks reviewed include 1SO and ITIL. CITC
guidelines was also discussed against the backdrop of other models. Risk management is
very essential in the success of any BCM model. As an integral part of the risks
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Key Risk Overview according fo STC risk lewel criteria _

1 Internet gateway (IGW)
2 MPLS route reflectors

3 |P/MPLS planning

4 IPTV redundancy

5 Special services satellite link
6 IMS expansion

7 PSTN & NGN (Fixed Net)

8 ATM/DDN legacy equipment
9 0SS fault management

Business Impact
Moderate

1o IN element redundancy

n Mobile core e I

12 E-SDP nd

13 Signalihg g
14 R proj
15 0 ce mail
i Highy likely lavnaﬁanm connectivity
Likelihood
\V VAS contingency plans

Figure 8. Key Risks Overview Bgs STC Ri’s& el Criteria (1/2) [39]

Key Risk Overview according fo STC risk level criteria

2 RB
2 WFMS
% 22 Doct
i g 24 MS Exchange/SMTP
% E 3 EP
a % HRMS
o ACD
VR
2 ICM
CRM
kil EAl
Highly likely Expected 2 Remedy
33 Active Directory

Figure 9. Key Risks Overview Base on STC Risk Level Criteria (2/2) [39]
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5. Results

The first theme revolved around the presence and adequacy of two capability
dimensions, namely scope capability and process capability, were effective and
reasonable for measuring the capability of a company’s BCM/DR program.
Hypothetically, the process capability was expected to be visible and accepted by
respondents, because it was expected to be similar to their perception of process maturity.
On the other hand, the researcher expected that respondents would have a significant
perception about the scope capability, because it was much likely to vary with the model
used by the respondent’s company or their understanding about the level of maturity.

As the second theme, awareness of maturity levels was linked to question related to
respondents’ awareness of their present BCM/DR capability and the corresponding
requirements. Prior to the interview, the research sent additional information to the
targeted respondents including the existing maturity models and description of maturity,
level and the graphical representation of the proposed model to prepare the re m&%
for the interview. Since the scope and process capabilities were discussed inde tly
during the interviews, the interview results were also presented in the same(co ration.

For this reason, this theme is presented in two respective %rms. @
5.1.1. Process Capability Q \/

The views of the respondents were highlighted rning \@eess maturity levels.
For instance, Interviewee 07 suggested the inclysion of an extra fewer level (Level zero)
because he was of the idea that there are so compag(’u at are not aware of BCM.
The rationale was that by having level e@f process maturity, the management team
would be prompted to pilot BCM initi creat ic and competitive advantages.

An inclusion of Level 0 (zero) in % del only prompt the management team
to pilot BCM initiatives for ¢ @ purposes,¥ut also as an acknowledgment that a
higher level of BCM capabj,m rves %trategic and competitive advantage for
companies.

In line with the san@ing, Inteb@ee 03 and Interviewee 08 were of the idea that
ents

Level one serves the. $a urposeqas tfie suggested Level zero. The same concept was
brought to other b ’ﬂ%g was no consensus. For instance, respondents 04
and 06 advocat nsion o escription of the initiated level.

The ad level z akes sense because some start-ups take time before they
initiate any\B relatﬁ}:ures. It is only until they do something that they can be
assessed as being at e (Interview 06).

The concept o %’zero was discussed in detail but there was lack of consensus for
its inclusion i oposed model. In fact there was a notion that all new companies
must be awire CM/DR because is a requirement for compliance; hence, even start-

ups must done something at linked to BCM/DR at the time they are licenced to
operate estingly, all respondents reported that their respective process capabilities

w r&amdable.
@ Scope Capability
Overall, there was consensus about the first level describing the scope maturity
dimension. The observable difference regarded when a company should transform the
unit-wide level to the enterprise-wide level. To note, respondent 01 pointed that the model
should clarify about the companies that should be in the enterprise-wide level and those
that should be in the unit-wide level. This is in line with the postulated 1ISO 22301
Compliant BCM Maturity Model [12]. The shift from to the enterprise-wide scope

maturity level mirrored the experience of some of the interviewees. For instance,
Interviewee 05 noted:
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“As our company begin helping our suppliers, we begin from the notion that they are
aware of BCM/DR but focus their thinking to enterprise-wide perspective. For example,
with the help of the suppliers” BCM/DR team, our company identifies their core processes
and criticality”.

6. Benchmarking

This benchmarking is founded in the observed and reviewed best practices in several
companies globally. Benchmarking is used to scan the KSA’s environment because it
gives BCM insights from management and experts’ perspective. For each of the identified
risk and recommendation descriptions, this research outlines good practices in line with
recommended actions. Using a scale of 0-10, best practices (10) was defined as the
highest level on protection or defense against business disruption. Some of the
telecommunication companies in KSA have achieved this level of protection, Good,
practices or peer benchmark (8) is the highest level of protection based on goo M

9

observed. The case study’s level of protection based on these researc
activities is denoted by level 6. Each diagram illustrates each of the benchifiar

help ICT companies in KSA understand the gap to good %tpractl

OQ
Network Be@narkm%

12 ‘

6.1. Networks

B} K &
8
6
4
2 I
0
ilié e Fixed Resilience Value Resilience
Networ Serwce rk Services Added Service Transmission

Networks

] Be@ces B Good Practices  Observed Level of Case Study Practices

% Figure 10. Benchmarking Networks

r@ure 10, it is evident that many peers operate Mobile Soft Switching / Mobile
ite System (MSS) in pools to improve reliability in the mobile network services.

rding the resilience of fixed networks, peers ensure that their legacy equipment are
redundant, marked by automatic failover switches. The resilience of value added services
is slightly low in KSA companies because load balancer is not geo-redundant.
Additionally, Ericsson Service Delivery Platform (E-SDP) components lack contingency
plans and are not cooled effectively. STC has initiated programs to initiate the
configuration of data quality. Observably, peers in Europe suffer from poor link
redundancy and inconsistency of the associated configuration data. STC’s main
international connection through submarine fiber network is geographical close. Peer
telecommunication companies operate independent and reliable connections for
international traffic. Regarding OSS, is observed that peers have a disaster recovery
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solution for all critical OSS. Furthermore, they operate all OSS in data centers. From this
benchmark, areas that need higher priority include OSS, transmission networks and VAS

6.2. Physical Infrastructure

Physical Infrustructure Sites

12

| I II I
0 II I II

Secuirty Access Fire Protection Cabling

oo

)]

H

N

B Global Best Practices M Peers Good Pr

r pply onditioning
Ca\v ctice

Figure 11. Benchmarkln sicald tructure
In regard to security or access |t|es access to facilities and

computer/switching, as well as ut|I| s |s using access code and badges.
To achieve level 10 as depicte |gure 11 thlrd party is escorted within the
facilities. Smoke detectors ﬁ tengv in data centers and facilities hosting core
telecommunication network onents mg BTS and BMC. To improve the fire
protection efforts, flamm material\i ved in these areas and the fire alarm system
is connected dlrectly i

rigadejalamms. To ensure continuity and prevent system
damages, commu compomﬁare kept under controlled air conditions. Level 10
is attained by e that aiﬁ%ﬂt ning systems are actively monitored and linked to
automatica [39]. Data centers are some of the high energy consumers
globally, a ir cons n is projected to increase further, propelled by the growth

in cloud computing s
current and antici

[71]. The large financial cost and environmental impact the
consumption has motivated operators and private entities to

into the enter’s highly dynamic operating conditions. Wireless sensors can be
llect data regarding the energy efficiency [41]. To reach level 10 in regards
pply, critical utilities such as data centers and NMCs should have at least two
ent power supply lines (sub-stations), ideally from independent suppliers. In the
context, ISPs should cascade their standby power generators so that secondary
backup generator can pick if main backup line fails. Cabling must be protected from
physical destruction and fire using cable protectors and fire resistant sealing materials.
Best practices entails removal of old and unused cables. In the same line, cable duct
should be separated accordingly. For instance, green cables can be used for administration
data and yellow cables for customer data.
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6.3. IT Infrastructure

IT Infrustructure Benchmarking

B Global Best Practices M Peer Best Practices M Case Study Practices

Figure 12 indicate iL/there is a sighificant gap between capabilities of the case
study’s business (Cantinuity plav%n and those of peers and the global standards.

Typically, BCP enstc tinuation of IT functions, action planning and

line with the’predefined procedure [18]. Similarly, to power supply,

a secondar d center@Qr ge area network should by synchronized with the primary
data centers 10 guaranntinuity of critical application if the event that the primary
data center or stora a network is affected. Most importantly, DRP should entail both
local and region rios, as well as a recovery plan for critical applications.

7. Fina R Maturity Model

Th osed model is based on the input in the interview result of the research.

imilar to the proposed model, the resultant model consists of two dimensions of
%mg the capability of a BCM program. Table 2 compares the scope capability
ditwensions of the proposed and the final model.
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Table 2. Comparison of the Scope Capability Descriptions of the Proposed
and Final Model

Scope Proposed Model | Proposed Model

Capability

Level

Unit-based BCM in the | BCM in the company is constrained to a single
company is | or few business units. Typically, BCM is
limited to a| limited to the IT department.
business unit or | Not all departments or business units relevant
department, but | to the company’s core business operations is

does not cover all
units relevant to
the continuity of
business
operations

included in the scope of BCM.
The focus of business continuity is narrow.

\Y

Enterprise-wide

BCM covers all

business units
(internal) and
departments that
support  critical
business
operations

\©

All internal business units and dep@r are
covered in BCM., units

Tyhically, the’c

and departmen&%port ey business
operations ?
Characteri, the \company does not
strictly requis€ its sup hain partners to
imple BCM,m%res.
Ih&tny stillﬁ on the unit-wide level if

ntinui%ﬂan of of department or
%ness \ misaligned in a manner that
\ fails to g&m the core processes across the

company

Supply  chain-

wide

to
Axr utsourai
<x suppl in
O]
an

BCM expands to

the external
envj nt

rners,
BCM

B '@gram extends to cover entities in the
tésnal  environment of the company,
Wciud

ing outsourcing and supply chain
partners. The expansion is based on the
dependency of these external entities to the
core business functions and processes.
BCM is an integral part of contract negotiation
with external stakeholders

To note

Obser@%ﬂhese levels represent the 1SO 22301 clause of the context of the company.
mpany must extend the scope of the enterprise-wide level before achieving

the sUpply chain level. The inclusion of external stakeholders in some BCM areas does
ttomatically fulfill the requirement of the third level of the scope maturity
nsion. This implies that a company must comprehensively and systematically include
external stakeholders to meet the requirements of the supply chain level. Under the
process capability dimension, the changes in the descriptions of each levels is a reflection
of the changes to the main process areas. Table 3 compares the process maturity levels for

proposed and the final proposed model.
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Table 3. Comparison of the Process Maturity Level Descriptions of the

Proposed and Final Mo

del

Maturity Level

Proposed Model

Final Model

1. Initiated " A company has = A company has
initiated business continuity initiated business continuity
management by defining the management by defining the
scope, formulating a BCM scope, formulating a BCM
policy and assigning the roles policy and assigning the roles
and responsibilities needed by | and responsibilities needed by
the BCM initiative. the BCM initiative.

. The key deliverableis | = Further, the company
the BCM initiative identifies the core business
processes
" Management ¢
demonstrates commit d
leadership comp line
with the initi
\Q%am
<'\ any outlines
Na clea f the BCM, who
O has t ence and power to
e re that BCM-related tasks
OQ q@lfilled. The BCM
* . . . .
\ | inltiative remains as the key
(o) ,\Q)dellverable
2. Planned ] The company performs

\§“

out these an
us to create y.
= BC ob es are

ermine sed on the
policy, and
nul

contl lans are

ented to achieve the
Ined objectives.
The key deliverable is a

ue print of company BCM

T any pe@h@
rlsk ass eft and T
siteg

risk assessment and BIA. The
outputs of these analyses are
used to create a BC strategy.
BC objectives are
determined based on the
formulated BCM policy, and
continuity plans are
implemented to achieve the
predefined objectives.

The confidentially,
integrity and availability of the
created documents is ensured.
The key deliverable is
a blue-print of company BCM

Owmemented

X

A company establishes
and implements BC procedures,
including BCPs and incident
response structure.

Plan are documented
and protected.

Competences and
resources required to
implemented the formulated
BC strategy are acquired and
allocated effectively.

The deliverable of this

A company establishes
and implements BC
procedures, including BCPs
and incident response structure.
Plan are documented
and protected.

Competences and
resources required to
implemented the formulated
BC strategy are acquired and
allocated effectively.

BCM awareness exist

level is the BCM as a project

and is highly promoted among
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employees. All staff members
are aware of their roles and
responsibility in regard to BCM
related plans

Internal procedure for
crisis and communication plans
exists

Validity of plans is
ensure through planned and
executed exercises or initial
tests.
= The deliverable of this
level is the BCM as a project

but not as an ongoing pr

4, Integrated . BCM is considered asa | = BCM is consi
process instead of a project. process instead 0 .
. Companies on this = @hls
level of process maturity of proc%é urit
measures, analyses and < res na and
evaluates their BCMS’s. \evalu est CMS S.
Additionally, companles Additi , companies
conducts tests and exer es on | conductstests and exercises on
their BC procedures '@SC procedures as a means
of ensuring co W|th ofensuring consistency with
BCM/DR obje% )BCM/DR objectives.
. Imp = Importantly, BCM
awaren h amon awareness is high among staff.
nw& on mot rnal " Communication plans
and extefial en |s for crisis in the internal and
a tegrateo%%g external environment is also
N 4Q Thedelivérable of this | integrated.
\\~ tage is buSimgss continuity = The deliverable of this
Q manag nedt ab a process. stage is business continuity
N\ e management as a process.
5. Optimized &/ As the final maturity . As the final maturity

Qo

of a company, the goal is
progressively improve
adequacy, effectiveness and
suitability. Management
reviews and internal audits are
performed regularly to identify
opportunities for improvement
and need for changes.
Typically, companies at this
level can used BCM as to gain
strategic and competitive
advantage. The deliverable of
this level is business continuity

management as mature process.

level of a company, the goal is
to progressively improve
adequacy, effectiveness and
suitability. Management
reviews and internal audits are
performed regularly to identify
opportunities for improvement
and need for changes.
Typically, companies at this
level can used BCM as to gain
strategic and improve
operational excellence. The
deliverable of this level is
business continuity
management as mature process.

Given that the researcher noted two distinct dimensions from which the capability of a
BCM/DR program could be determined, there was no need to add a new dimension to the
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final model. Therefore, the two dimensions were coupled into one two-dimensional grid.
In that regard, the resultant model was made simple instead of being more complex. Table
4 is a representation of the final model in 2-Dimensional grid shape.

Table 4. Final Model

Optimized O | |
> 1 Integrated O ) )
s o |_Controlled O O O
& -2 | Implemented O O O
25 Planned O O O
S g Initiated O O O
o E] Unit focus Enterprise focus Supply chain focus
Scope Capability Dimension — a |

d.’To note, the gontrolled
phase is borrower from Smit’s BCM Maturity Model In the %Ied stage is
characterized by BCM exercise and maintenance proc Il ag audivand control of
existing BCM. Consistent with the existing struct @w i Mthe scale of the
vertical axis is cumulative. Logically, a company ®anonly real\yinal maturity stage
have met the requirements of the preceding stages. Thereforgesa company that is in stage 5
not only meets the fundamental requirem@ that 18 BCM maturity, but also

meets those of the levels 1-4. The initia

a&h ge is ked by the management team’s
formal commitment to the organizati % e BC @The planned level is reached if
the company had written all the pl &e vant t %CP. Company’ must optimize their
BCM and is as a strategic instr .

In regard to the horizo xis of tn@iel, three different maturity stages are
outlined. To note, this axi determines&Q pe of the BCM/DR process. Similarly, the
scale of the horizontal is cumudlative, implying that each level builds from the

preceding stages. Fhelthtee stages are unit focus, facility focus and supply chain focus.
The illustration oﬁ\J stages. i nin Table 4. As the name suggests, the unit focus
|

centers on a r@ siness u r facility that is vital for the business continuity of a
company, es$ not 0 account all the all the assets within a company on which
its critical ssed r 7 An apt example is the IT department of an ICT oriented

company. The ente ocus not only covers one unit but all internal computer assets

that anchor critic esses. Lastly, the supply chain or network focus considers both

internal and exfe assets on which the company’s critical infrastructure depends on.

The two %e ombined to form the proposed model. The final grid depicted in Figure
e

13 has ed process quality stages (SPQS). That is 6*3, which have their unique
featurési i )o

4 above illustrates the grid.
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Optimized

Controlled

Integrated

Implemented

Planned

Initiated

Unit-focus  Enterprise focus  Supply Chain/Network focus

Figure 13. Proposed Maturity Model for Measuring the Capability of BCM/DR
Process in KSA Companies

0

8. Validation of the Developed Model ?
as an

The purpose of this research was to create a maturity model that coul
analysis tool for assessing the capability of BCM/DR prograjns.. The t|ve way
to validate whether the proposed model can be used to 9\% the cu apability of
BCM/DR program in the KSA and outlines recom ase assessed state
was to apply the model in practice. Once the res rmi d the maturity of
some companies, STC in particular, and |mp nted t\ ommendations, the

researcher was in a position to point out whe@he mod es the right reflection of a
company’s capability and where the rg dation t to improve its state-of-
preparedness. In that regard, the mode Vgnprov sed on practical experiences at
STC. Besides validating the model b its @pplicaﬁon, the researcher relied
on expert opinions. The researche used re% ndations from experts, particularly
industry consultants due to the i projects. During the interviews, the

rience C
researcher requested the inteﬁv’&ees from ;@nd other companies to give feedback on

the model, with a focus op=the requir he model. To note, interviewees from STC
served as the target g

r the ion of the developed tool because they were
either fully or par sible f e BCM/DR programs of STC. After the interviews,
the researcher se valuat to all respondents. Besides the expert opinions, the
researcher lidtated th by mapping it to the methodology used by CITC and
STC.

The ability=of the p -@ ed model to communicate outcomes with ease was validated

based on the expeﬁ@p ons of the interviewees, that is, the model’s target group. The
presentation of loped model to the targeted group hardly raised any contentions
on the model’s&re. During the interview, it was clear that the developed model was
well undegstood. A consistent conclusion is drawn from the fact that the feedback from
form was similar to that drawn during the interviews. Its clarity and
s much likely attributed to the fact that most BCM experts are familiar with
grid [16], which any company will strive to grow to the right top corner.
@ fore, the model is considered to be easily communicable.

Both proposed and final model anchors on industry accepted best practice
methodology. Furthermore, the input of the final model is derived from expert views.
Therefore, the resultant model integrates best practice methodology, which is a predefined
requirement. One of the assumptions made is that the developed model can be used to
effectively compare different companies or compare business units. Additionally, the
model cab be used to compare one company against other similar companies in the
industry as highlighted in the benchmarking chapter of this research. Similar to the
validation of other requirements, this paper used expert opinions to assed the validity of
the model’s suitability for comparison.
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9. Conclusion and Recommendations

The complex landscape that ICT businesses and government agencies operate today
demands an adaptive BCM programs that discuss an array of threats. Still the ICT sector
in KSA faces difficulty in assessing the budgets and resources that can be help them to
increase the level of DR capabilities that has thus reflected on their customers. The
possible consequences that the lack of BCM/DR program the impact is not on the
consumer sector but the whole Enterprise business sector. It is also imperative that these
BCM programs synchronize with the strategic goals of ICT businesses. A comprehensive
literature review is done to look at the present state of capabilities of BCM programs in
the KSA and the drivers for further development. Some BCM/DR programs demonstrates
strong integration with other core business functions, and robust practices for developing
and measuring program performances. However, most of the BCM programs lack in the
development and measurement areas and, as of consequence, currently fail to achieve a,
high level of organizational preparedness. While the protocols and methods fo
resilience are well documented [36] [5], business-oriented approach to %@
resilient network design is a growing field. For this reason, this research the

problem from a risk engineering perspective.
Business executives appreciate dashboards and metrl ica ey are time-
constrained; hence, needs metrics that can be re ancg\(.l derstand their
ré payinoff,ih c

performance quickly and establish if their invest ontrast to other

disciplines, business continuity practitioners are ysS dev g metrics to justify
investment and communicate their entity’s dcadiness ﬁor%asters, as well as collect
feedback to prioritize continual improvem remedia ctivities. For these metrics
to be effective in measuring the capabi h\ C R in ICT companies, they must
have quality metrics. In this perspect'@, essengi iew attributes of quality metrics
and support the argument that busi contin nagers should report mote on the
BCM activities they mana&parin%e results of the BCM & DR planning
process to company’s approv cover wes

As noted by [22], ma
hence, limit their cap

ntities u that fall short of the desired quality level,
0 comgu e accurately about their quality management,

risk management,* , Crisis communication, supply chain, disaster
recovery, and s eaIIy abilily models should attempt to eliminate subjectivity
and providg~e at pictur : entity’s performance against the predefined goals.
Additional’ metrlc should be easy t to use by the targeted audience by
using commufiic easurement techniques that are present in their place of work.
In this context, commended capability or maturity model should utilize
communication surement techniques that are familiar in the ICT world.

This researc eloped a maturity model marked by two dimensions along which a
company%{res. The maturity of business continuity management capability within a
company= ermined by the considered scope and process quality. By outlining unique
phas@oth vertical and horizontal axes, the maturity model forms squares terms are

ocess quality stages (SPQSs). It follows that the greater the area of squares
%ed, the higher the maturity of the company. Additionally, the model offers a growth
strategy that can be used to establish an ideal growth path for a company. Academically,
this thesis forms a significant contribution to the existing literature of business continuity
management. More practical information regarding BCM, including methodology and
models is highlighted. Further, theoretical concepts about BCM are also highlighted
sufficiently. This thesis provided a simplified a simplified maturity model that can be
employed by ICT companies in Saudi Arabia. Besides the thesis contribution to the
academic knowledgebase of BCM, the resultant maturity model also serves as a valuable
disaster preparedness tool for companies. From a business perspective, the developed
model can be used by a company to provide an insight in the maturity of its disaster
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preparedness. The insight can be complimented by comparing the results of the thesis
model with other existing models in the industry.
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