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Abstract

An image encryption method was built based on Lorenz chaotic mapfi
finite field theory. First, original image information was divided |

Q.

matrix by using Lorenz chaotic mapping. Second, five step S Were
finished about these two image matrix in the finite fielc Eomb%w of chaotic
mapping and computing in the finite field, the ne yptio has a good
effect and a fast speed. And the new encry thod eall the balance of
speed and effect. Experimental results show he pro method has good
encryption effect, attack resistance, the id eed oj ution.
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1. Introduction

With the rapid develop f comm '@n technology, the demand of large data
file transmission is grow » image file transmission is a very common
communication needs [1 the pro f image data transmission, people have high
demands on the S&Q image lpformation, that promotes the rapid development of
image encryptlon lo e encryption is a method which can map original

image inform to ciphe age information by using all kinds of encryption
methods. I‘ ryptio make the attacker and the translator not obtain the original
image info on. At ginning of the image encryption technology development,

stream cipher and rambling were used more[3-4]. But these encryption methods
are so simple th ption process is vulnerable to decode by attacker. This makes
more complex ption processing technology be introduced into image encryption
field. Image enchyption technology based on chaotic theory had been applied in recent
years be haotic mapping has a complex process and is sensitive to initial value.
These s make encryption safety greatly improved. Raiput used chaotic mapping to
r c@le and layout the original image information, and built a new image encryption
@ m by using special treatment of initial sensitivity. This new encryption algorithm
g good encryption effect [5]. Chen set up a dynamic vector update mechanism to the
process of image encryption based on chaotic mapping, in order to achieve the purpose
which can improved the speed of image encryption and decryption[6]. Wen built a image
encryption method that its security is very high. He combined Tent mapping with Hyper
mapping, and further strengthen anti-attack performance of chaotic encryption. The safety
performance of this method had been verified by 6™ CNN attacking performance test [7].
Rohith used logistic to further dispose the key of encryption algorithm, and set up a linear
transformation mechanism to further improve its security for image encryption algorithm
based on chaotic theory [8].
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Image encryption method based on chaotic theory has a strong advantage on the
security, but its speed is generally slower. Therefore, a new image encryption method was
built by combining finite field theory with chaotic theory.

2. The Proposed Algorithm

2.1. Encryption Process Design

The image encryption algorithm has built in this paper. It is combined the binary
arithmetic on the finite field with chaotic encryption, and it can give full play to the
advantages. That is, security and rapidity can be highlighted for image encryption at the
same time. For this reason, the encryption process of the encryption method is presented
as shown in Figure 1.
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OO Figure 1. Encryption Principle and Encryption Process

@haotic Scrambling Process

In the processing of the chaotic scrambling disposal, simple and effective chaotic
mapping was used in order to accelerate the speed of encryption. Here, Lorenz chaotic
mapping was used and it was shown in formula (1).
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4 3 1 2
Here, we put the original image information as X, into the formula (1), and generate

other three variables X,, X,, X,by using Lorenz chaotic mapping.

We dispose X, and X,to make it just map between 0-255, in order to satisfy the
demand of numerical range of digital images. Specific treatment method is shown in

formula (2). ¢
{A: (x, *1000) mod 256 ?\/

2
B = (x, *1000) mod 256 @)
By above process, A and B had become an one-dime oﬂ%sﬁque In order to
satisfy the requirement of the matrix operations on the &fl will map into
image matrix, shown as in formula (3).
AM><N =

*

B - (3)
O(\ \co

2.3. Finite Field Process

Use I1 to express the origin ge, respﬁ% y execute additive operation and
multiplication operation m& anI eld. Then new image 12 and 13 will be
obtained as follows:

| I 4)

3 (5)
Where, “® ”e dltlon w%wte field, « e express multiplication on finite field.
Use transpos ratlon\‘ta the new image 13, as shown in formula (6).

14=13 (6)
Image IQ respe executed addition operation and multiplication operation
with B on the finite fi w image 15 and 16 is obtained as follows.

I5=14@®B )
(Q 16=15eB (8)

2.4. De jon Process Design

@) receiver of encryption image transmission, you need to use the decryption
to get the original image information. Here, receiver need to use the same

Lagenz chaotic mapping function and the state of initial value with encryption end, and
corresponding chaotic sequence to complete decryption. Rest of steps are equal to the
inverse transformation of encryption process.

The first step, set the initial state according to the Lorentz mapping.

The second step, generate chaotic sequence A and B according to the Lorentz mapping
and the original image information.

The third step, converts A and B to 2D image matrix.

The fourth step, make image 16 and B to execute the inverse operation of multiplication
on finite field to get image I5.
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The fifth step, make image 15 and B to execute the inverse operation of addition on
finite field to get image 14.

The sixth step, make the image 14 to execute transposition process to get image 13.

The seventh step, make image I3 and A to execute the inverse operation of
multiplication on finite field to get image 12.

The eighth step, make image 12 and A to execute the inverse operation of addition on
finite field to get image I1.

3. Experimental Results and Analysis

In order to verify the effectiveness of image encryption method based on fusion of
chaotic scrambling and finite field, test and analysis is executed on encryption effect.
Barbara image and Bahoon image is selected as experimental image, experimental results
are shown in Figure 2 and Figure 3.

a) original image

Figure 2. f Barbara Image

a) original image b) encryption image c) decryption image

Figure 3. Encryption Effect of Bahoon Image
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3.1. Gray Histogram Evaluation

Observe gray histogram original image and encryption image, it is also an effective
safety evaluation method. In general, image texture feature is more obvious, the gray
scale distribution is more concentrated. After encryption process, the distribution of gray
histogram is more homogeneous. The better Homogeneity is, the better encryption effect
is. Histogram effect of Barbara original image and encryption image is shown as Figure 4.
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Figure 4. Gray Histogram Evaluatio
*

From Figure.4, we can see that gray &m distrm%n of encryption image is
getting very uniform. So it can prove ryp;[' n@urity of the proposed method is
higher. K s&

3.2. Three-Way Correlati ation* 6

Three-way correlationefers to th r§tion of image pixels among the horizontal

direction, vertical dir and diag direction. The correlation no matter which
direction is highy ‘it Wil make dgege date easily to decode. Therefore, to measure
X is gode o) the most direct way is evaluating the correlation of

encryption perfo 0‘1
these three direCbions. When, the ®0rrelation is calculated, statistical formula are generally
used as fol e @

EW= 3% ©
N @ D() =+ 3% - E) (10)
O cov(x,y) = =3 (x, ~E((Y; ~ E(Y) 1)

Q) . cov(x,'y) 12)
Y JD(x) x/D(y)

By using above formula, three directions correlation coefficient are calculated on
Barbara image, and results are shown in Table 1
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Table 1. Correlation Results

correlation coefficient Barbara original image Barbara encryption image
The corr_elatlon c_oefﬁ_ment of 0.9250 0.0021
horizontal direction
The correl_atlon.coefflment of 0.9550 0.0016
vertical direction
The correlation coefficient of 0.8890 0.0017

diagonal direction

From Table 1, we can see that correlation coefficient of three directions are very
low. The results show that the proposed method has a high safety.

3.3. Execution Time Analysis
For Barbara and Bahoon images, the execution time of the proposed method are W,

as in Table 2. ?‘
Table 2. Execution Time 0

L'\
Image size Encryption time (second) N\ e%rypti

Barbara image 0.084 N\ 0.
Bahoon image 0.092 /‘\Q \9685

4. Conclusions .
In order to get better image encryp‘t'\d ect an e%&yption speed, a new image
an é;

encryption was built based on the finit dL haotic mapping. In this method,
original image information was m Q&tes, and final encryption result can
be obtained by all kinds o on the fi field. In the test experiment, we
analyzed the encryption eﬁeqif gram tion effect, three-way correlation effect,
and execution time of this imental results show that the encryption

effect is good, anti-atta rformarﬁgf; trong, and the execution time is fast. The
ec

proposed method giv lay to racteristics which the chaotic encryption effect
is good and the op\Q\ speed j on finite field.
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