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Abstract \/
Focusing on solving the problems of increasing certificate counterfeiti eovel
certificate management system based on two-dimensional Jbarcode t was
developed in the present work. The system, which compl@ng JAVA
programming language, can achieve the two-dimensi oding and
decoding for plain texts, images and information i in a certifi (the combined
information of texts and images). To improve the tyinp x@fappllcatlons the
scrambling algorithm and watermarking eperyption al th were added, and
accordingly, the security of the information aied |n ensional barcodes can
be ensured. The whole system consists ree '%Jw ncoding, encryption and

S

decoding. To be specific, before enc t es g transformations should be
performed on the certificate |mage l& crambling transformations is
adopted as the secret key. Wit r to the generated two-dimensional barcode, we
can embed the existing bih{& ges or, ignature messages of the certificate
holder on this platform into the Space \ contributing to a significantly enhanced
anti-counterfeiting perfo@nce of b%Se?tificate. The certificate information and
watermarking info;m@q re extracted“during the decoding process, i.e., only when
the number of sb;@ ing ations is accurately input, the watermarking
information ca racted a ed for identify whether the certificate is counterfeit.
The simula‘ Its indi that, by combing with digital watermarking technology,
the securit he twm sional barcodes and the included information can be
greatly improved w anti-counterfeiting of certificates can be indeed achieved.
Finally, with the %s certificates as the example, we performed simulations on the
whole system. &be concluded that the developed system can be promoted in the
other applicEtio ields only when some appropriate changes are made.
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@ roduction

o-dimensional barcode is characterized by large information capacity, high
information density, strong coding ability, low cost of application and easy operation.
The information such as pictures, texts, fingerprints and signatures can be encoded with
QRcodes, while the database is unnecessary during decoding[1-2].0wing to their
excellent advantages, the QR codes are quite applicable for certificate management
systems and anti-counterfeiting systems, which now have also been becoming the
development tendency. With the use of QR codes, not only can the certificates be
automatically recognized, but also the counterfeits of certificates can be effectively
avoided [3-5].
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The specific procedure is to create a QR code by encoding the personal information
(such as name, serial number, address and etc.) and the photograph of the
certificate-holder which are generally printed on a certificate, and then to attach the
generated QR code on the certificate. During the inspection of certificates, the related
information can be extracted from the attached QR code on the certificate, so that the
authenticity of the certificate can be verified and a more-efficient certificate
management is achieved [6-7].

Currently, in the applications of QR codes, we mainly take full advantage of their
large storage capacity as well as favorable anti-counterfeiting and secrecy
performances. Strictly speaking, the two-dimensional barcode technology is not an
anti-counterfeiting technology in principle but just a simple bitwise XOR operation;
i.e., with regard to the QR codes, their own anti-counterfeiting characteristics were
used[6]. Once the criminals master encoding principle of QR codes, they can
counterfeit the identical QR code according to the information included in\the
certificate. Likewise, the barcodes can easily to be identified. Accordin
two-dimensional barcode technology, although exhibiting the anti-c rigiti
function to a certain degree, is actually not a specialized infor t@curity
technology and thus cannot be regarded to be outstandin 'N&fcf anii-géunterfeiting.
Aiming at achieving wide applications in security field g\t -dimen | barcodes
should be combined with the other anti-counterfgitsigshniques. Imags”watermarking
technology refers to hiding the information in ital im%ﬂvhile the hidden
information can be extracted from the host media. The combination of two-dimensional
barcode technology and digital watermatking carr, Sighificantly improve the
anti-counterfeiting performance of two-djrgersional barcc)es, which has also become
an emerging technology and a research%got ins field[8-9].

In the present work, by combifin With% watermarking technology, an
all-purpose certificate manage @ tform baseéd on two-dimensional barcode was
designed. Using the studen% cate a evelopment model, the while system
includes three steps: encoding,~decodi encryption of QR codes. In encoding
process, the hybrid wg whic tains both text information and photos is

achieved. At the begi “the scramblivg transformation should be performed on the

certificate photos, e numberef scrambling transformations adopted as the secret
key. The existir&y imag ﬁu thée signature messages of the certificate holders are
then emb into

anti-counte

domain of generated barcodes, by which the
e of the certificates can be significantly improved.
process, the information included in certificates and
extracted. For one certificate, a clear certificate photo can be
the number of scrambling transformation is accurately input.
Accordin t xtracted watermarking information, we can identify whether the
certificat&%ue or counterfeit. Using the developed software, the plain texts, images as

rtificate information (the combined information of texts and images) can
ded with QR codes and decoded. In order to improve the security of practical
ons, the scrambling algorithm and watermarking encryption algorithm are
and thus the security of QR codes can be ensured. Besides, since it was compiled
by using Java programming language, the software is characterized by favorable
cross-platform property and good security. Moreover, the software is easy to learn and
simple to operate, exhibiting bright application prospects.

watermarks are ¢
acquired only

2. Design of the System Application Platform

The while system can be divided into three steps, namely, the encoding of QR codes,
the decoding of QR codes as well as the embedding and extraction of digital
watermarking.

110 Copyright © 2016 SERSC



International Journal of Hybrid Information Technology
Vol. 9, No.10 (2016)

2.1. Encoding

In a QR code, the information including more than 1000 characters can be stored.
When applied in a certificate, the information of the certificate including texts, digits
and images are all contained in a QR code ., With regard to the texts and digits, we
should design a table according to the main contents of the certificate, mainly including
the related information of the certificate holder (such as name, date of birth, address,
gender and etc.). With regard to the image information, the certificate photo of the
certificate holder is input. Aiming at improving the anti-counterfeiting performance of
the certificate, we should perform scrambling transformations on the images before
encoding, while the number of scrambling transformations N is set by the certificate
holder. In decoding process, only the accurate value of N is input, the clear image can
be extracted. Finally, the QR codes are generated by encoding using QR code generator.
Figure 1 displays some interfaces for encoding, in which the parameters of QR codes
are configured, mainly including the version number, correction capacity fqQr e

o%’ﬁe

codes, encoding modes, the setting of number of scrambling transformati
generation of watermark images, and etc.

EEX

File Edit “iew Help

Option @ Encode ) Decode

Dhject format Certificat... |«

Version Number:40 | - |Correction Capacity for Error Cudes:"
&

Scrambling and Encryption | Embedded Waterm?im
2

Input of Encode | Certificate System

Number 20140606 The date of is.

Name chen musheng [Sex

Birthday 158480 Mative place ujian N
College GAuanzhaou profi I |physics

Addr Quanzhou

&cme Image
source %, Open source ... |CiDocuments and Sg

fSave Save file CiEt
O DecodeDeco... Exit
% Figure 1. Student Card Management System
2.2. Decoding

If the secret key is accurately input, the related information and images of the
certificate can be extracted and regained from the generated QR code. Moreover, the
watermarking information can also be extracted from the generated QR code, which is
used for identify whether the certificate is true or counterfeit.
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2.3. Embedding of Digital Watermarking

In order to improve the anti-counterfeiting performances of the QR codes and the
included contents, the digital watermarking technology is applied. There are two
methods to generate digital watermarks, one is to firstly generate digital watermarking
embedding for the contents to be encoded and then to generate the QR code by
encoding; and the other is to perform embedding of digital watermarks for the
generated QR code ™. The latter method is adopted in the present work. For the
embedded watermarking information, there are two choices; one is the images with
special meaning imported by system, and the other is the personalized signatures by
certificate holders. The digital watermarking platform is displayed in Figure 2 while the
developed personalized signatures platform is displayed in Figure 3. Figure 4 shows the
watermark images containing the signature information, which will be embedded in QR
codes.

The image to embedded

The result image which Embedded Watermarki

Make Watermark

b ez@
g{;natu res

3. Watermal@ Embedding and Detection

In the ithm, for watermark embedding, the QRcode image is divided into
sub-im and then one bit of the watermark information is embedded into each
Eg e repeatedly by quantization. For watermark detection, the watermarked image
S

Figure 3. R Figure 4. Watermarking Image

Ided into sub-images, and then one bit of the watermark information of each

mage is obtained by majority rule from watermarked QRcode. The algorithm is
simple and detected rapidly, the quantity of embedded watermark information is large
and the original image is not needed for watermark extracting[10].

3.1. Watermark Embedding

This digital watermarking technique inserts an mxn invisible watermark W into
an mkxnk original image X , the watermark embedding is shown as follows:
(1)The  original  image X is  partitioned into mxn blocks
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X; (i=1,2,L ,m; j=12,L ,n), the size of the sub-image X is kxKk.
(2)One bit of the watermark information Wij was embedded into the sub-image Wij
accordingly; the follow equations show the watermark embedding method.

Py
A; = round [g‘j D

1
(ﬂ,u. _5]5'% +w; =1(mod 2)

ij =
(ﬂ,u. +1J5,2,U. +w; =0(mod2)
2
)

Here , p; is the image intensity values of sub-image X;, /1 is the quantlz ion,*
values, J is the quantization parameter, round denotes the round operation
integers to the given number), P ; Is the resulting encrypted block.

(3) Each bit of the watermark information Wij is emb mto th age X
accordingly and repeatedly with the step 2, and all w of P,J\vmned

(4) All the blocks of F’IJ are incorporated and t termark \(ge X is gained.

3.2. Watermark Detection OQ \6
Watermark information is detected t@lont .m@m watermarked image.

(1) The  watermarked éq partitioned  into mxn
bIocksX..' (i=12L ,m;j=1%,

(2) One bit of the Waterm k | n is obtained by majority rule from
watermarked sub- |ma , the fo equatlons show the Watermark detection
method. \\

o° o
, 1, ﬂ, _1 mod2

j = 4
0,4; =0(mod2)

or equa given number), ¢ is same value as the watermark embedding, Wij' is the

Here, gotr (ﬁ% the floor operation (defined as the smallest integer smaller than

a@mge of A ,A; W, isthe matrix with size of kxk.

We recite numerals of “1” in binary image W.. , if the number of “1” larger than

ij !
half of the total numerals (k?/2), the detected watermark information VViJ.' =1,
elseW, =0.

(4)The detection method is used for each sub-image Xij' repeatedly with the step 2

and step 3, and given all the watermark informationW. , and the detected watermarked

ij !
imageW ' is gained.
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4. Results of System Simulations

Owing to its strong security, platform independence, hardware structure
independence, concise language, object-oriented properties, Java possess incomparable
advantages over the other programming languages, which is thus selected in the
development of certificate management platform in our study. Figure 5 and Figure 6
display the developed software platform. To testify the validity and reliability of the
platform, we selected the student’s certificates and performed simulations. During the
simulations, the input texts and the added pictures as shown in Figure 1 were adopted as
the encoding information; the number of scrambling transformations was set as N = 12;
while the generated QR code (i.e., the signature of the certificate holder, as shown in
Figure 4) was embedded in the watermarks. The experimental simulation results as
listed below. Specifically, Figure 5 displays the watermarked QR code by encoding;
Figure 6 displays the decoding results when the input of the number of scramiling .
transformations was 12 while the extracted watermark image is shown in Fi l&/
When N = 10 was input, the image of the certificate holder cannot be ;I?My
identified, as shown in Figure 8. The results indicate that, using the developgd orm,
the watermark image can be accurately extracted while the décoding r correct
only when the number of scrambling transformations %: rately ingu hen the
input of N is incorrect, the decoding of certificate imag not worg; ie., the number
of scrambling transformation can be employed i yption key for
certificate images. On the other hand, when tf atermar Image was partly
damages, as shown in Figure 9, the certificatiﬂaforma‘rjo presented in Figure 6 as
well as the watermarked information as ed in Fig\g can still be accurately
extracted. Conclusively, both the certi wi adoption of two-dimensional
barcodes and the encrypted Water@ on t\&@sional barcodes have strong

shearing resistance performance. @

Certificate System
umber 20140606 The date of is... (2014
Mame chen musheng [Sex male
Birthday 1930 Native place  |Fujian
College Guanzhou professional  |physics
Addr Ruanzhou

Figure 6. Decode Result of N=12
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% (It g e, !
Figure 8. Result of Flgure 9. QR Code

= *
Watermarking N=10 with Partly DamaV

O

5. Conclusion %
Owing to their excellent characteristics such as hig tlo en , low costs
of applications, easy operation and desirable securi

Figure 7. Extracted

wo-di | barcodes are
fairly suitable for the applications of certificate gemen%ﬂntl -counterfeiting
systems. By embedding the digital watermarkipg informatiop int two-dimensional

barcodes, the certificates can possess do anti-cou ing functions, i.e., the
anti-counterfeiting performance of the ce €s can ehEmflcantly improved. In the
present work, the digital watermark cryp; nique and two-dimensional
barcode technology were combme appll \ e certificate anti-counterfeiting
system, which will pose a act on t urrent certificate management and
anti-counterfeiting systems tIy, the developed platform exhibits a
broad application prospect. | ure, ake some appropriate changes on this

platform so that it car@ appllca\ or the other systems with high security
requirements such as yste
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