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Abstract

Relay protection and safety device are regarded as the sentry of safe and reliable
operation of the power grid. It plays a very important role in the power grid, and can
determine whether the normal operation of the power system. This article considers the
influence of the fuzzy uncertainty of relay protection failure rate to power system on the
basis of Markov model, and researches the dynamic fault tree analysis method in the case
of fuzzy failure parameter. A dynamic fault model has been built. The triangular fuzzy
numbers are used to express the failure rate of the components and system, after which
the fuzzy Markov model has been established based on the dynamic fault tree model
obtained before. The fuzzy reliability curve and fuzzy failure probability on given degree
of membership could be obtained. Finally, the fuzzy Markov model based dynamic fault
tree analysis method is used for reliability modeling and analysis of relay protection. The
results show that this method can conduct reliability modeling and quantitative
assessment effectively for systems which have dynamic failure characteristics and
uncertainty of failure rate.
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1. Introduction

At present, the analytic method is widely used in reliability assessment, Such as the
Markov space conversion method [1, 2] and the fault tree analysis method [3, 4] etc.
They have different strengths. The Markov model [1, 5] is a state space method which is
commonly used. Since the model is a kind of global state space model, the computation
of which would happen state explosion with the system scale growth. Therefore to adopt
this method is not desirable directly. Traditional fault tree analysis (FTA) method is an
effective tool for system reliability analysis. But in the reality, failure systems often have
dynamic characteristics, and the traditional FTA as an analysis method of static logic or
static failure mechanism is unable to describe the dynamic behavior based on system
failure.

Aiming at the drawbacks of fault tree analysis method, some scholars have put
forward the hybrid method combining analytical method and simulation method. Rao [6]
presents a simulation method based on Monte Carlo, the method can be used for failure
distribution under non exponential distribution case, and can also handle the dynamic
logic gate in a cascade. Bobbio [8, 9] puts forward a kind of method based on Bayesian
network to simplify the process of solving the dynamic fault tree. In most system
reliability analysis process, which relay protection is in normal work or failure state is
regarded as the certainty. In other word, it is sure that the probability of relay protection is
in both two states. But the engineering system is not always certain in practice. Owing to
various factors, the state and probability of relay protection system are often fuzzy. The
above several analytical methods have not considered the fuzzy uncertainty problems in
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the system.

In order to solve simultaneously these two problems of dynamic feature and fuzzy
uncertainty in the systems, this chapter presents a dynamic fault tree analysis method
based on fuzzy Markov model. The dynamic fault tree establishes the reliability model of
system. Triangular fuzzy numbers describe the fuzzy probability of the bottom events,
and describe the transfer rate between states in Markov model. The membership function
of fuzzy failure probability on the fault tree top event is calculated by extension principle
and parameter programming method of fuzzy numbers. Finally, the correctness and
effectiveness of the method are verified through an example.

2. Dynamic Fault Tree Analysis Method

2.1 The Dynamic Logic Gate

One of the main disadvantages of the conventional fault tree analysis method is not
modeled on the order of correlation in the system. In order to solve this problem, Dugan
[10-12] proposed a new method for reliability analysis—Dynamic fault tree analysis. The
method introduces a series of dynamic logic gates to describe the failure behavior of the
system on timing rules and dynamic. These four kinds of typical dynamic logic gate
mainly include Sequence Enforcing Gate (SEQ), Functional Dependency Gate (FDEP),
Priority-AND Gate (PAND) and Spare gate (SP) etc.

(1) Sequence Enforcing Gate (SEQ)

SEQ has n input events, only when all events occur with the order from 1 to n
sequence, the output event occurs. As shown in Figure 1 (a).

(2) Functional Dependency Gate (FDEP)

When the trigger event T occurs and causes events A, B to occur, the top event
happens. Or any of the basic events A, B alone occurs, the top event also occurs. As
shown in Figure 1 (b).

(3) Priority-AND gate (PAND)

When the basic events occur as the order from left to right, the output occurs. For
example, the two inputs A and B, when A firstly occurred before B, the output of system
occurs. Therefore the PAND is a special case of the SEQ as when the number of the
bottom events is two. As shown in Figure 1 (c).

1 1

FDEP A
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(c)

Figure 1. The Dynamic Logic Gate (a) Sequence Enforcing Gate (b)
Functional Dependency Gate (c) Priority-AND Gate

There are usually a main input and one or a plurality of backup inputs in Spare gate
(SP), spare parts and the main parts have the same function and failure rate. According to
the different failure mechanisms, spare parts can be divided into three categories: Cold
Spare gate (CSP), Cold Spare gate (CSP), Warm Spare gate (WSP), Hot Spare gate (HSP).
The graphic symbols as shown in Figure 2.

(4) Cold Spare gate (CSP), if the main part A is in normal operation, the cold spare
parts S will not run. Only the main part A fails, and the cold spare parts S also fails, the
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top event would occur.

(5) Warm Spare gate (WSP), when the main part to work normally, warm spares in
preparatory work state, when the main part and the warm standby parts are failure, the
top event occurs. But the failure rate is very low.

(6) Hot Spare gate (HSP), hot spare S and main parts A also are all in working state,
similar to the parallel. S could not be the only one. Only all of the parts fail, the top event
will occur.

1 1 1

CSP WSP HSP
4 4 4
{ IT ! IT ! IT
2 A3 2 A3 2 AS
(a) (b) (c)

Figure 2. Three Kinds of Spare Parts of the Door (a) Cold Spare Gate; (b)
Warm Spare Gate; (c) Hot Spare Gate

2.2 The Markov Model

In the dynamic fault tree, the occurrence probability of the sequence cut sets contains
not only with combinations of events related, but also with order of the basic event occurs.
Thus, the Markov model is used to simulate the process of failure and evaluate the
reliability of the dynamic system.

Assuming that T is an infinite set of real numbers, if every and X(t) is a random

variable, {X(t),teT} will be called random process. When a random process satisfies the
following conditional probability relation, the random process is called a Markov
process.

P{X (t,) = Xn| X(t) =%, X(t,) =X, X(t, ;) = Xn—l}

= P{x (tn) = Xn| X (tn—l) = Xn—l}

Where x, €S, Sis the state space of the stochastic process, and t <t, <---t, , <t,.

Pattern (1) reflects that Markov process has no memory, it is expressed that random
process at probability of in depends only on the state of which has nothing to do with the
previous time state. Under normal circumstances, the state space and the time parameter
of Markov process can be discrete or continuous. Markov chain is the Markov process
whose time and state are the discrete.

In a dynamic system, the failure process of the system can be described as the Markov
process.

Assume that the system has n state s;(i=12,---,n), the failure process of the system

is described by Markov process {S(t),t 20} . Where s, eH, the H is the state space

Markov process.

The transfer rate of the state i and state j is expressed by 4 ;, The failure process

of the system can be described by the state transition diagram as shown in Figure 3.

D)
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Figure 3. The State Transition of Markov Model Diagram

In Figure 3, s represents that the system is in good condition; from s, to s
represent the intermediate states of system failure process; s, being the system failure
state.

Assume p,(t) is the probability of every state s, during t of the system, where
i=12,---,n. The differential equations of the above Markov model correspond to the
following:

M?m(t)iﬂu
dt -
i-1 n
dpi(t)zzpj(t)jﬂ_Zpi(t)ﬂ,‘j, 1<i<nt>0 (2)
dt =} Ry '
dp,(t) &
“ta\ (A
" ;p,() i

pl(o):]'
p,(0)=0(i=12,---,n)
To solve the above model can get the probability p,(t) of n states, which

corresponds to the probability of top event of the fault tree, it is failure probability of the
system int time.

The initial conditions of the model being: {

2.3 Dynamic Fault Tree Conversion to Markov Model

As the fault tree includes one or more dynamic logic gates, the fault tree is called
dynamic fault tree. According to the graphical advantage of the Markov model, the
dynamic logic gate converts to the Markov model, which can effectively solve the
problem of solving the dynamic logic gate. The combination state of the dynamic logic
gate input event used as the basic state of the Markov model, at the same time, the state
transition probability of Markov model is set as a fault probability of input event, which
can convert dynamic logic gate for the Markov model. The following will introduce how
some typical dynamic logic gates are converted to Markov model.

(1) PAND: The two input PAND is converted into the Markov model as shown in
Figure 4.
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Figure4 the PAND Converted into the Markov Model

In Figure 4, “00” represents that the two parts A and B are in the normal state; “10
“represents that part A is failure, but part B is normal; “Fail” represents top event occurs,
the system fails. 4, and A, respectively represent failure rates of A and B, correspond

to these two transfer rate in the Figure.
(2) FDEP: FDEP is converted into the Markov model as shown in Figure 5. 1, and

Ay respectively represent failure rate of input parts A and B, A, is the failure rate of

the triggering event. “000” for the three parts are all in the normal state of the system;
“001” for the only part B of the system fails; “010” for the only part A of the system fails;
“Fail” for the system fails. As shown in Figure 5 the transfer between states.

1

FDEP

 ®

Figure 5. the FDEP Converted into the Markov Model

(3) SEQ: Like the previous two kinds of dynamic logic gate, The A represents the
failure rate of sequential input event A . The process of SEQ into Markov model is
shown in Figure 6. The meaning of its every state is similar to the one before in Markov

model.
2 2 ‘N
SEQ
=

Figure 6. The SEQ Converted into the Markov Model

(4) Spare gate: As shown in Figure 7, CSP, WSP and HSP are converted into Markov
model. Which A being the basic input, S being the space. 4, and A respectively
express the failure rate of the operating state of A and S, The meaning of every state is

same with the Markov model of the PAND ( two input ) in the state. According to the
failure mechanism of all three kinds of spare gates, the space of the WSP also has a
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certain failure rate before the basic input failure, which expressed as A_, and also A, < A, .
When A fails, S will be fully working, and 4, = 4, . For the HSP, the spare S is always in
working state, so A, = A, .

1

CSP

(a)

Figure 7. The Space Gate Converted into the Markov Model (a) the CSP
converted into the Markov Model (b) the WSP Converted into the Markov
Model (c) the HSP Converted into the Markov Model

3. The basic Concept of the Fuzzy Sets and the Extension Principle

3.1 The Fuzzy Set

In the reliability evaluation of complex engineering system, there are two kinds of
uncertainty, random uncertainty and epistemic uncertainty. Zadeh proposed a system of
mathematical theory (fuzzy set theory) to handle a kind of cognitive uncertainty in
practice—Fuzzy uncertainty.

Given a set A on the Universe U, for any ueU, a real number u; () e[0,1]

which correspond to u, which determines the membership degree of a set A of elements
u. Set A is called fuzzy set, 1;(u) is called the membership of the fuzzy set A

corresponding to the element u. This mapping can be expressed as follows:
u;:U —[0,]]

U| — iz (U)
For the fuzzy set A, if it is normal and convex fuzzy sets, it is called the fuzzy
number. Triangular fuzzy number, the normal fuzzy number and trapezoid fuzzy number
are the most common fuzzy numbers.
The typical triangular fuzzy numbers defined by its membership functions, as shown
in formula (4):

@)

>

QD
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as<x<b

(=2

_a,
1 ,x=b

Hi = X — (4)
—— b<x<c
b_
0 ,others

The graph expression of typical triangular fuzzy number is shown in Figure 8.
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Figure 8. The Membership Function of Triangular Fuzzy Number

3.2 The Extension Principle

Zadeh proposes the concept of fuzzy set and fuzzy numbers to express and quantify
the fuzzy information. In addition, Zadeh also proposes that the extension principle
defines the fuzzy operation among fuzzy numbers.

In a series of fuzzy number X, on the Universe R given, x R is the

corresponding variable of the universe R, and fuzzy number X, . They is a variable in
real number field R. f(x,X,,-+-,X,) isa mapping from variables x, to variablesy.\We
can use the mapping f(x,X,,---,X,) to induce a new fuzzy number Y with the aid of
fuzzy number X.. Which i=1,2,---,n. The extension principle can obtain the

membership functions of it are as follows:
U (y)= sup  min(ug (x),uy (%), Uy (%) 5)

% R, (i=1,2,+-,n)
y=1f (XX, %,)

According to the extension principle, cut set Interval of the Fuzzy number is as
follows:

Y, (y) =[min £ (6 4 (%) 2 @), max £ (6 4 (%) 2 )] (6)
So, to solve the lower and upper bounds of the fuzzy number can be transformed into a

programming problem which solves a set of parameters. Parameter programming is
constructed as follows:

Y =min f(x,%,, -, X,) YY =max f(x,%,,,X)
subject to X, <x <X subject to X <x <%
~L U gL U
Xy, <X, <X, Koy S Xy S X5, (7,8
vin U ViR U
Xna S Xn S Xna Xna S Xn S Xna

According to the above extension principle, interval boundary can be easily obtained
in different cut set of fuzzy number.

4. Dynamic Fault Tree based on Fuzzy Markov Model

Combined with the Markov model and the fuzzy set theory, it is presented a new
method for reliability analysis—dynamic fuzzy fault tree analysis method to analyze and
model the reliability of the system with the dynamic failure and fuzzy uncertainty.

In this method, the dynamic fault tree model of the system is established according to
the failure analysis of the system, and then the dynamic fault tree is converted into the
Markov model. In the transformed of the Markov model, the fuzzy number represents the
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transitions rate among states, thus transition rate matrix of the model state becomes fuzzy
state transition rate matrix. The form is as follows:

| e
Zn,l /{n,z /{n,n

The fuzzy state transition process is shown in Figure 3.
So, the Markov model corresponding to differential equations which is formed by the
fuzzy transition rate is following:

dp,(t) _

i A C )Zﬂi,
dp (t) Zp A, - i P4, » 1<i<nt>0 (10
dpn(t) <

P LICE

Using the initial conditions p,(0)=1and p,(0)=0(i=1) to transform the above
equations by means of Laplace-Stieltjes, The linear equation group obtained is as follows:

Sﬁl(s) -1=- Q(S)Zn‘,ji.

i-1 n
Sﬁi(s)zzpj(s)ij,i — Z [N)i(s)/iij , 1<i<n (11
=1

j=i+l

n-1 -
sP.(S) =D B;(8)4;,
j=1

To solve the above equations, the functions on are obtained, then it is to inverse
Laplace-Stieltjes transform, the probability distribution of the system state on the time
comes out in the end. The Upper and lower bounds of the fuzzy number can be obtained
by the extension principle, namely the fuzzy failure probability of system.

5. The Example Analysis

According to the constitution and characteristics of the relay protection system, the
dynamic fault trees of relay protection subsystem established. At present the main
transformer protection and line protection device generally adopt double CPUs, CPUL1 is
to protect the CPU plug-in, and is the core plug-in, which mainly complete Protection
action judgment, software and hardware self-test etc. CPU2 is to launch the CPU plug-in,
which complete start and locking of protection function etc. When inadvertent operation,
both CPUL1 and CPU2 modules are malfunction, and CPU2 needs to precede CPUL.
PAND is suitable to express this relationship. When refuse operation, As long as either
CPUL1 or CPU2 refuse operation, Protective devices are immovable. The conventional or
gate is suitable to express this relationship. The failure of DO, DI and Al Plugs in relay
protection may result in inadvertent operation and refuse operation, and their failure rates
are equal. PSU failure may also lead to these two kinds of conditions. But because of its
own with corresponding protection circuit, only refuse operation of the PSU is considered.
The dynamic fault tree of relay protection system failure is shown in Figure 9.
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Figure 9. The Dynamic Fault Tree of Relay Protection System Failure

Dynamic fault tree analysis generally becomes static sub-tree and dynamic sub-tree. In
Figure9 the inadvertent operation of the system is an example, its static sub-tree and
dynamic sub-tree is shown in Figure 10.

Figure 10. The Sub-tree of Inadvertent Operation (a) The Sub-tree (b) The
Static Sub-tree (c) The Dynamic Sub-tree

The static sub-tree is solved by the BBD method. The decomposition process diagram
of BBD is shown in Figure 11. The probability of the inadvertent operation is as follows:
P(H)=P(H,)+P(H,H,) + P(H;H,H,) + P(H,H;H,H)) (12)
As for the dynamic sub-tree, the Markov method is generally used to solve. The C
diagram is a PAND in Figure 10, the analysis about it can get corresponding Markov
chain as shown in Figure 12. “00” indicates that H41 and H42 normal; “10” said the H41
fault; “01” said the H42 fault; “F2” said H42 firstly fault, then H41 fault; “F1” said H41
firstly fault, then H42 fault.
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Figure 11. The Decomposition Process Diagram of BBD

Hyg
()" (")

{0 (®)
H41

Figure 12. The Markov Chain of PAND

Considering H41 and H42 failure are independent of each other, the probability of
failure of H4 is following:
P(H,)=P(H,)+P(H,,) (13)
With a type relay protection of 220kV circuit as an example, this example has
collected some data about the operation of relay protection, which is based on the actual
operation experience and the statistical obtained in various fault. The specific parameters
are shown in Table 1.

Table 1. Triangular Fuzzy Number to Represent the Failure Rate Data

module inadvertent operation refuse operation
fuzzy failure rate(x10°h)  fuzzy failure rate(x10°h)

CPUL  (14.1270,16.6200,19.1130) (14.1270,16.6200,19.1130)
CPU2  (14.1270,16.6200,19.1130) (14.1270,16.6200,19.1130)

DO (7.9135,9.3100,10.7065)  (7.9135,9.3100,10.7065)
DI (2.7965,3.2900,3.7835) (2.7965,3.2900,3.7835)
Al (8.5765,10.0900,11.6035)  (8.5765,10.0900,11.6035)

PSU 0 (10.0810,11.8600,13.6390)

When t=10000h, the membership functions of the fuzzy failure probability is shown in
Figure 13, and according to this figure the median of fuzzy probability is 0.4212.
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t=10000h

r r r r r r r

0.36 0.38 0.4 0.42 044 046 048 O.B
the failure probability

Figure 13. T=10000h the Membership Functions of the Fuzzy Probability

At a fixed level cut set, the reliability curve of the system as shown in Figure 14. The
data line represents respectively the fuzzy reliability curve in cut set a=1, and the upper
and lower limit curve of the fuzzy reliability in a=0.
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time/*10000n
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Figure 14. Fuzzy Reliability of the Cut Set in a=0 and a=1

6. Summary

Whether the relay protection system is reliable for fast and accurate action is directly
related to the safe and stable operation of power system. According to the structural
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property of the relay protection system, the paper use these advantage that dynamic fault
tree establishes the model, qualitatively and quantitatively evaluate in the system of relay
protection. Fuzzy Markov model for reliability evaluation is established on the basis of
the analysis of system structure and on the failure analysis, and gives full consideration to
the effect which uncertain failure rate impact on system reliability evaluation. The model
truly reflects the actual protection system, Simple modeling, easy to realize
modularization and is suitable for different sizes, different protection systems. Through
the application of Markov, it not only reduces the difficulty of Markov state division and
the solution of the fault tree, but also plays the advantages of the two. The above example
analysis shows that the model not only can effectively evaluate the reliability of relay
protection system in the case of uncertainty, but also be applied to the reliability
evaluation of different protection system.
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