International Journal of Hybrid Information Technology
Vol.7, No.5 (2014), pp.257-272
http://dx.doi.org/10.14257/ijhit.2014.7.5.24

SIP Flooding Attacks Detection and Prevention Using Shannon,
Renyi and Tsallis Entropy

Reihaneh Haji Mahdizdeh Zargar” and Mohammad Hossein Yaghmaee Moghaddam

Department of Computer Engineering, Ferdowsi University of Mashhad (FUM)
Mashhad, Iran
re.mahdizadeh@stu.um.ac.ir, yaghmaee@ieee.org

Abstract

technology, the related security issues become of particular imfortance.
isposal, there

this technology in different environments with numerous
arises an increasing need to address the security e@ eing and playing a
signaling role in VOIP networks, Session Initiati@o col s the invaders use
weaknesses of the protocol to disable VOIP servicés=@ne of th t important threats is
denial of service attack, a branch of which i is article have discussed as flooding
attacks. These attacks make server resource d and depgive’it from delivering service to
authorized users. Distributed denial of attac nd attacks with a low rate can
i n thi \@Ne introduce a mechanism which

mislead many attack detection mecha

not only detects distributed denial ervice at and low rate attacks, but can also
identify the attackers accurately. revent flooding attacks in SIP protocol using
Shannon (FDP-S), Renyi (FDP*R)jand Tsalli -T) entropy. We conducted an experiment
to compare the percentag detectio e of false alarm messages using any of the
Shannon, Renyi and Tsaklj ropy as asure of disorder. Implementation results show
that, according to etric re of the Renyi and Tsallis entropy, by changing the
parameters, differ ntages and false alarm rates will be gained with the

possibility to tite sensitivity 8fthe detection mechanism.

P netw@ looding attacks, Entropy

Keywords:

1. Introductio§>

DoS attacks aim to disable a service or application by sending offensive messages or
a high v of useless traffic. In 2005, the National Institute of Standards and
Technol of America introduced DoS attacks as a threat to VOIP network
infras ure [1]. SIP protocol is commonly used as a basis protocol for signaling in
\@ works. Unlike closed architecture of PSTN networks, SIP networks have been
de ped on open IP stack being vulnerable to a lot of security attacks such as DoS
attacks. There are proposed different types of DoS attacks on SIP networks, the most
basic of which are transport layer DoS attacks and IP network. These attacks have
already been known and studied for many years. In addition to these attacks, there are
presented new attacks that are targeted directly at SIP in the application layer. The
design of IP protocol architecture has a direct impact on the security features of SIP
protocol. IP protocol and Internet have been designed to aim at open source being
extensible. This, along with its many benefits, provides a suitable ground for attackers
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to get right into the network [1]. DoS attacks on SIP networks can be divided into the
following three categories:

1. Manipulating the SIP packet payload.

The attacker can put harmful content to a message (entering wrong or pointless data)
aiming to overflow a buffer in the destination. These messages can also be used to find
the target vulnerabilities.

2. Manipulating the flow of SIP messages

In SIP real time communication networks, a communication is created between two
users in a conversation by which the content is transmitted continuously between the
two sides of the conversation. An attacker can fake up this relationship by s@ng

targeted messages.
3. Flooding Attack in SIP messages E

When DoS attack is talked about, its main branch is Io%lg attacKs

overflow
the victim's resources. The main sources of the SIP flo tacks i : bandwidth,

CPU, or memory [1].

a) Bandwidth: A goal with many messa at thex k is able to manage
can be attacked. This kind of atta does not waste*victims™ resources, but
through the occupancy of cap the c through which the server

is connected to the network‘ y makes the server fail to work.

b) CPU: Since SIP is a pr ﬂ&ch received message has to be
analyzed first. A spe ase is CPU is waiting for a message
from the database § serve nother method by which an attacker can
restrict the serve proces N e authorized requests is to forward the
high volume gfymessage messages requiring a lot of processing to

the server U occup . Forwarding the Register messages in the

wrong4f ven if~& number of messages is not great, can have a
deva impa he)server.

c) ‘ t number of requests makes a session be created at the

ation a server accepts a SIP message, it should store some

informati out it. Preserving time depends on the type of server

(whet server is Stateful or Stateless). When a transaction begins, its

rel information will be kept in memory until the transaction is

completed or the time is out. These messages occupy the server resources
\ﬁvmake them wasted and the server will not deliver service to the
horized users [2].

e@re definitive solutions for the first two attack categories, i.e., manipulating
d d the flow of SIP messages, but there are few comprehensive approaches on
lo

flooding attacks. There are seen a lot of articles and researches carried out on this type
of attack (i.e., Flooding) in the SIP networks, but with existence of several methods of
detection and prevention in this area, it is still considered as an open research topic.

Flooding attacks on SIP protocol can be divided into the following four categories:

1. SIP Registration Flooding Attacks
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An attacker can forward a large number of Register messages with a fake ID and
incorrect password and address to the SIP server. In response, the attacker will receive
401 UNAUTHORIZE message. And ignoring it, the attacker will send more messages.
Processing address, ID and password will waste server resources and server will fail to
response the authorized users.

2. INVITE Flooding Attacks

After registration as an authorized user, the attacker will send INVITE messages to
the server. Since the server sends the message to the destination and must wait a period
of time for each INVITE request and during this time it keeps information related to the
request, this high volume of unanswered messages takes server resources and therefore
server will be unable to respond to the authorized users.

to the server. These messages can terminate the authorj essmns requesting
for session termination by authorized users and sud Iar e of sessions

will be disconnected unwontedly.
4. Combinational Attacks O

3. BYE Flooding Attacks Y\
In this type of attacks, an attacker attempts to send messages of seis ination

A smart attacker can generate attack traffie@uding.a blnatlon of SIP packets to
bypass some attack detection mechanis ese atta an be classified into the
category of combinational attacks whi ca Iace by an attacker or multiple

attackers (distributed DoS attacks)
Flooding attacks can have s v&auses F \I can be a planned attack aimed at
damaging the designed networ hes ks occur without any intention and the
reason is defective device rong lementation. For example, consider a
REGISTER Flooding aft wer faul,@dewces try to send REGISTER message at
the same time. Also, f esign o EGISTER time scales may result in such a
case. However, d ’K same 5o§equences for the two states, detecting and fixing
the problem in ases \Qﬁ datory. Clearly, it would be easier to detect
unintentionalattasks’since real attackers will consider measures to evade detection.

The rema of thi eJ is structured as follows: In section 2 we discuss briefly
the related works done%lhis field, section 3 will describe the attack detection and
prevention system il discuss about threshold computing, sketch structure and
entropy formula,i ion 4 the implementation method and results will be discussed,
in section 5 we discuss about future work and section 6 concludes the paper.

2. Relat@korks

g@eneral classification, attack detection techniques can be divided into two

C les: signature-based techniques and behavior- or anomaly-based techniques. In
signeture-based techniques, attack patterns are recorded as a signature while the
recognition is based on pattern matching between the current traffic and signature. But
this technique is not suitable to detect flooding attacks at a low rate, because the
attacker can choose different strategies to generate attack traffic and thus makes it
difficult to produce a signature.

But in the anomaly-based approaches, by monitoring traffic and anomaly
investigation, we detect the attack. Among the anomaly-based methods, we refer to
method that presented in the paper [4] as a lightweight method to detect flooding
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attacks on SIP protocol. In the approach presented in this paper, based on each host, the
rate of incoming traffic is limited. Subsequent messages sent from the host will not be
processed for a limited time. In the same year, the authors of [5], offered a mechanism
for flooding attacks by detection of active SIP sessions. In this attack detection
mechanism, attacks will be recognized based on message rates relation of connection
setup (INVITE) and positive responses (200 OK). So, when the rate suddenly changes,
the change will be considered as an indication of Flooding attack.

Sengar et al., in 2006, presented a statistical method to detect flooding attacks named
vFDS based on Hellinger Distance, which is actually the developed method of Reynolds
[5]. Authors of the paper in the same year (2006) presented another attack detection
system called vIDS. The system is based on the protocol state machine that can detect
the SIP messages of tampering attacks and flooding attacks. Flooding attack of essage
INVITE can be detected by counting the number of messages compa
threshold. In 2007, Rebahi et al. presented a method to detect DDoS Flgedin tacks
on VOIP networks and IMS systems based on change-point detectio @ USUM
algorithm. In this method [7], an attack detection syste d‘on d g has been
proposed in order to detect multiple attacks. This me ase signature and

on anomaly detection.

One of the weaknesses of most of the approac@ken is ck with low rate. In
the low rate flooding attacks, an attacker begins tack w Iow rates and over
every stage, the packet transmission rate incées whid mcrease is negligible and
can be done over time. Although the att te is ver all in the beginning, over
time it will bring a waste of network ce productivity. In paper [8], it

attacks with low rates. In anoth ch, the al of [9] presented, in 2011, a method
based on a signal processmg ec calle velet being able to rapidly detect changes
from the attack onset. In the sam ethod for protecting UAs against Flooding
attacks in SIP was presentgt» This me c be implemented for both proxies of Stateful
and Stateless. Each user ing th r rces at disposal, responds to a certain number of

has been pointed out that entropy- basE hods % le method for detection of DDoS
ar, i

requests per time i In 2011 a et al. did a research on the selection of appropriate
features for detec mﬁe acks. u ors believed that the first step to detect attacks of
unauthorized into net s to select an optimal set of features of network traffic
among all fe . Optima v@[ure selection was done using a decision tree algorithm and

the entropy of Shanno yi and Tsallis as a criterion in rate calculation in a decision tree
[11]. In [12], the a @used techniques of Least Mean Square and Pearson Chi-square
divergence on th ollected to detect the attack. In paper [13], the generalized entropy
measure was use etect DDoS attacks with a low rate. This mechanism is presented due to
the cooperati f routers while having complete control over them in networks. In another
criteria of Hellinger distance and the Chi-square divergence were compared in
cks detection. Factor of comparison is the rate of attack detection and rate of
messages. The results show, despite a higher rate of false alarm messages, HD can
looding attacks faster while the Chi-square can show these attacks more clearly (with
greater changes in values before and after the attack). In 2012, the authors of [15] presented
an entropy-based method to detect the attacks of unauthorized entry in to network and analyze
an IDS alarm message. The authors of this paper achieved their goal by Shannon entropy
which is calculated based on five features. In the same year, in [16], an anomaly-based
detection mechanism of flooding attacks in high speed networks was presented. This
mechanism has been implemented based on Jensen-Shannon method. Paper [17] has proposed
a method similar to that of the previous article except that it has the Power Divergence
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criterion. In another method, authors of [18] used Chi-square criterion to detect network
anomalies. This criterion is applied on incoming packets at a specified interval. In [19], a
method is presented which uses the Hellinger Distance technique to detect the attacks and the
packets sent by the attacker while preventing damage and denial of service. It is noteworthy
that this approach is the extended version of the proposed method in the paper [20] by the
same author. In another mechanism, authors of [24] used a fixed threshold to prevent
flooding attacks on mobile UAs. They proposed a stateful rule tree, and checked for
flooding attacks during parsing packets by rule tree.

3. Attack Detection and Prevention System

We used entropy criteria for traffic analysis related to SIP protocol sighaling packets in tue
network. In order to take advantage of the entropy criteria; we would need,_a
infrastructure. Compressed summarized table of packet data (Sketch) provides |table

r{ b eeded to

proposed

infrastructure for us. With the help of Sketch table, we can prowde the infornfat
detect the attack at a constant volume. Figure 1 show osatlo
mechanism.

3.1. Entropy
Entropy is a criterion to measure uncer ncertam\of a random variable.

Entropy of a random variable (X) with a probat)\ |str|but|on Pi= P1, P2, ---»
P, is defined as follows: 6

HX) = — ?11?1 @ (1)

This entropy known as Sha o opy has \ the basis to define other entropies.
The value of S set entrop&h |mum en the probability of all its members
becomes equal (pi=1/n). I entropy is considered to be maximum

when the uncertainty is imum undancy in the set S is minimum [22].
Another type of ent Renyi mtroduced by Alfred Renyi, which is a
generalization of on entr xpressed in parametric form. Renyi entropy of

order a is define@
: O((Xéflogz1 1P, a=0,a#1 (2)

where, @'
@1 pi’ =1,limg,; Ry (X) = HX) (3)
Softphone

Ok
IP Phone @ G
QL TEEEEE

L
i EDBS VoIP Gateway

Figure 1. Proposed System Location

As is clear, when a approaches 1, the value of Shannon and Renyi entropy will be
equal. When o approaches o, if Ro(X) = 0, the probability density is located in the
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maximum concentration. Indeed, the role of o is to increase the deviation between
different probability distributions. Tsallis entropy is another generalization of Shannon
entropy which is defined as follows:

Sa®) = = (1-XZi,pf) (4)
where,
a > 0,limg; S, (X) = HX) (5)

3.2. Three-dimensional Compressed Summarized Table of Packet Data

We used Sketch in order to create the conditions required to apply entropy a%n.
The table is presented in [23] as a suitable structure for gathering networks ed
to perform analysis on network traffic. In order to cover different ty of the SIP
protocol signaling packets (including: INVITE, 200 OK, ACK and nd avoid
being misled by the combinational attacks, we have used a.;,%aé—di ngtonal Sketch.
The first dimension of Sketch table is considered tossepgrate the analySis of different
types of SIP protocol signaling packet, and for any theSe packet s we will have a
two-dimensional structure (Fig. 2), which is pro with of hash functions.
To create the three-dimensional Sketch, after the packet is_recébved, the type of packet
will be extracted; then, by applying the hasii%fuhction o %SIP address of the sender

(SID), the packet is placed in one of the~§ Sketch.

The two-dimensional Sketch for fog@ packet types, in addition to
improving the efficiency of detectiQ chan combinational attacks, increases
extensibility of the proposed s a@. Fixed vol of these tables makes optimal use
of resources available in dg%ﬁ mech @1 It is noteworthy that only in attack
prevention phase, we need to Maintai ses of incoming packets over the same
period and there is no n@o maintag igh volume of addresses while the address

will be kept only un;il? rt of the neW period.

For detection, need. t re the number of packets in every cell of Sketch.
In other words, i we will store value of 7L, V,, where V,, is the
output of h ction f ID,, and m is the number of received packets in this

interval. We ﬁ e value of V,, to be 1 for the cell that packet is placed in
it and O for all othe " In the choice of hash functions, we have to consider two
factors of low co ional overhead and least overlapping of functions relative to
each other.
O& : :
% SIP Packets (INVITE, BYE, .) "}QC,@ =] " : 5
CRCECECECE / ; >
- %, i I s
T s I I
[ T T T

K Sketch Entries

Figure 2. Sketch Structure

262 Copyright © 2014 SERSC



International Journal of Hybrid Information Technology
Vol.7, No.5 (2014)

3.3. Detecting Attacks

The first step of our proposed mechanism is attack detection. We consider this
assumption that at the beginning of this process, the network traffic is free from attack.
An interval (length d ><n seconds) is considered to be the first interval of training. After
the data collection of SIP protocol signaling packets in this interval is done, the Sketch
structure can be formed on these data. The Sketch is formed based on SIP address of
packet sender by applying a hash function on it. After the Sketch table in the first
interval of training is completed, the value of entropy on the structure will be
calculated. In the next step, considering the next interval of length d seconds as the test
interval, we will constitute re-structuring Sketch. Calculating the value of entropy in the
new interval (the test interval) and comparing it with the entropy of the previous

interval (interval of training), we will achieve a difference amount. The differe il
be compared to a dynamic threshold. If the difference is not greater than the?s old,
the mechanism continues propelling its training period (adding test int\i@ training
interval and deleting the first d seconds of training interyal), whic ntinue to
work and repeat the same process.

Otherwise if calculated difference is not tolerateti@ , a warning of
flooding attacks will be announced. When the is wo processes of
keeping the training interval and the threshold d and preventlon will be
executed. In the process of fixing training val and d, proceeding training
interval will be refused to avoid attack t@termg nterval and the threshold
value will not be updated. This proce§ ntinueey until the attack continues or in

other words, the entropy difference b tra testing intervals is greater than
the threshold value. ?\J
echan re

After the attack termination t rns to its normal state and intervals
of training are updated wit ttack- fré\ ing intervals. Also we update threshold

at the end of each periods. \\9
3.4. Preventing A%
An mportant% t mu @ lemented is to prevent the attack. In this part, we
n

get help ofg rent ctions that we used in Sketch tables for the test
intervals. ling t rent hash functions and by intersecting between SIP
addresses of Sketch

obtained, we will i

from which the largest amount of change of entropy is

ify SIP address of attacker and the packets related to these

addresses are di ; also, having informed the server of these addresses, we prevent
their being serviced or limit the transmission rate for them. The attackers™ list is
dynamic a ch member, in the absence of anomalous behavior after a specified time
interval, removed from the list. Through this mechanism, even if the addresses

are fa elated to the victims of attacker, our aim at protecting the SIP server and
0 authorized users can be achieved.

3.5.

One of the most important parameters of the proposed mechanism is taken to be the
length of both training and testing intervals. Selecting the appropriate length for these
intervals influences the time of attack detection from its onset and identification of
network behavior. One of the most important factors for selecting length of these
intervals is network traffic volume and the dynamics of network traffic. Selecting a
short time for testing interval in a network with low traffic volume will lead to an

ength of Training and Testing Intervals

Copyright © 2014 SERSC 263



International Journal of Hybrid Information Technology
Vol.7, No.5 (2014)

increase in false alarm messages. However, increasing the length of the test period will
increase the time required to detect the attacks. In contrast, a short training interval is
adapted to the network traffic rapidly, but a longer training interval will provide a more
appropriate view of the network status in the long-term. Thus, according to network
traffic conditions, we must create a proper balance between these factors.

3.6. Detection Threshold

Because the network traffic is dynamically changing, the threshold needs to be
updated corresponding to the changes. Failure to update the detection threshold can lead
to the increase of incorrect alarm messages in addition to reducing attack detection rate.
At each period, we update threshold regarding to three factors of the previous perrod
threshold, the mean and standard deviation.

The new threshold is a combination of its previous value and the current n if
we do not detect the attack. In order to calculate the mean and standard of the
new phase, the technrque of exponential weighted moving a rgge (E as used.

Suppose u, and o?, respectively, are the mean an red sta deviation in
period k. To calculate them, the average of those revious period
(ur—1) and the calculated entropy difference bet nter s of training and
testing in previous period (D;_1) was used: \

He = Brgr + (1= B)Dy \9 (6)

In order to calculate the standard devi e wil

®.

ok = Boi—1 + (1 k‘ﬁ\ (7
Eventually the new thresho @Id be ombination of the average and standard
deviation which is calculate the equ\ elow:

Thresl@ Ur—1 +® (8)

We performed Xperl to obtain the suitable value of B as 0.75 and the
value of A as 2. ral value of B increases the effect of the previous
threshold val nerate reshold and A is responsible in the regulation of the
sensitivity c@ old o nges Selecting the appropriate value for A will have a
significant i tonre the false alert messages.

4, Implementg@esults
4.1 Expen’%ts est Bed

The t d consists of four main sections: Call generator, SIP server, attack
d attack detection and prevention mechanisms of Flooding attack. We
-o various experiments with different users and scenarios to investigate the
ance of the proposed mechanism.Given the importance of training and testing
mterval lengths in the attack detection rate and speed, we set d = 10 and n = 10 for each
period. Actually, given the training interval length to be n*d seconds and that of test

interval to bed seconds, for these two intervals, 100 seconds and 10 seconds,
respectively are obtained.
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4.1.1. Call Generator: In the first section, call generator, we use the Spirent server as
the producer of VOIP network normal traffic. Spirent server with the ability to produce
calls with different distributions with the help of SIP server can provide us a local
VOIP network with thousands of users. This server provides a wide setting which can
produce the calls with different distribution and scheduling. Defining VOIP network
users in Spirent server in the source and target groups; the server makes calls between
the two groups with the desired duration.

4.1.2. SIP Server: We used Asterisk server as the SIP server in the experiments
Asterisk server is one of well-known open source servers in VOIP networks in the
world, and now most of the existing IPPBXs have been produced based on these
servers. Asterisk server is based on the C programming language installed onayarious
platforms such as Linux NetBSD, OpenBSD, FreeBSD, Mac OSX, Solaris,

In addition, there are some versions of this server which are able to insta@

OS.

4.1.3. Attack Generator: To generate attacks, Sipp sof
of producing different attack rates, was used. By,
this software, we can generate the required atta
combination of these packets. Attack scenari@

variou ck scenarios for
ing a Wnaling packet, or a
een des and implemented by
4.1.4. Flooding Attacks Detection ga\geve ti echanlsms This mechanism

*
5& Qrm%‘he possibility

QD

a separate team.

consists of three main modules in g col nformatlon of packets module,
module of attack detection a@@ ment ack prevention module.
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Simultaneous with the start of network, data collection module provides the required
information of packet that contains the time of receiving packet and sender's address
and restores it in the file. Packet collection module, depending on the type of SIP
signaling packets, filters the incoming traffic and stores packets of each type in a
separate file.

In order to control the volume of stored files and facilitate to manage them, the
useless files are transferred to file server of packet information archive. Keeping these
files provides the possibility to perform more statistical analysis for giving more and
better services by the SIP server. In order to maintain the privacy of users™ information
obfuscation algorithms are used.

Attack detection module sets out to analyze the data collected from the packets, with
the help of entropy criterion, and if an attack is detected, in addition to forwardigg e
warning message, the module will also activate the attack prevention . To
compare different types of entropy in the attack detection, every e iment was

repeated with three types of entropy, Shannon, Renyi andT&JI'Ls. Q
p 4
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T N T
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08 4
LA O
J \ ’
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4.2. Scenarios of Attacks

In order to cover different types of Flooding attacks which we mentioned, the design
team of attack scenarios, depending on the type of SIP signaling packet, designed the
single and combinational attacks with different rates. Attack Scenario 1 consists of a
single type attack using INVITE packets with rates of 15, 20 and 30 packets per second.
In Scenario 2, the team used combinational attacks with rates of 50, 30 and 20 in
seconds and in scenario 3, the single type attacks were generated in a distributed form.
In Scenario 3, multiple attackers simultaneously start sending attack traffic to the
server. This scenario evaluates the efficacy of the proposed mechanism aga'nswpo’s
attacks. \7\

4.3. Experiment Results .
Spirent server, which is responsible for the call geng % divides members into
two groups and generates actual calls betweeg depean the selected

distribution. Figure 3 shows INVITE packets f S Wocol in a 200-user
experiment.

(0]

0.18

Threshold
Entropy Difference

016

0141

Entropy(Shannon)
= o =
=1 o = -
g 8 450

=
=
=4

=
=t
=

0 H@M 0 Y
0 500 2000 25 30 3500 0 500 1000 1500 2000 2500 3000 3500
Time(seconds) Time(seconds)
FigurQ Sha é&nder Figure 12. Shannon under
attack (A= .75) attack (A=10, 3=0.8)

As shown in@e 3, the incoming INVITE packet rate was changed between 1 to
40 packets per Second. In the attack-free intervals of VOIP network traffic, the
calculated,e y was varied in a certain specified interval. Figure 4 shows the rate of
Renyi e with a = 0.8 for INVITE packet in attack-free VOIP network. As can be
se i@igure 4, the value calculated for the Renyi entropy (a = 0.8) of a training
i% Is at least 1.2453 and at most 1.2455 approximately, which indicates very little
chaige in the calculated entropy during normal activity of VOIP network.

Figures 5 and 6 show, respectively, the value of Tsallis entropy related to the
INVITE packets with a = 0.1 and o = 0.9 during 3300 seconds in attack-free network.
By increasing the value of a towards 1 in Tsallis entropy formula, the intensity of
changes is reduced. Variances of data sets in Figures 5 and 6 are 2.24889E-09 and

5.1622E-10 respectively. In other words, data scattering is reduced when we close up a
to 1.
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Figures 7 and 8 show, respectively, the Renyi entropy difference calculated for a =
0.1 and o = 0.9 between the test and training intervals compared with the threshold in
dealing with a single attack with rates of 20 and 15 packets per second with duration of
5 seconds. A significant change in the entropy, during performing an attack, provides
the attack detection possibility simply. As shown in Figures 7 and 8, by increasing the
value of o toward 1, data scattering will be reduced and also we received fewer false
alarms. In other words, the sensitivity of detection mechanism (the mechanism reacts to
changes in traffic) and the probability of false alarms for o = 0.9 in comparison to the
values obtained for the Renyi entropy at a = 0.1 will be decreased. Implementation
results show that we have up to 600 percent reduction in false alarms in a = 0.9 in
comparison to o = 0.1. So we can set o according to our needs of detection mechanism
sensitivity. Figures 9 and 10 show, respectively, the Tsallis entropy di%e(nce
calculated for o = 0.1 and a = 0.9 between the test and training intervals co ith
the threshold in dealing with 5 single attack sets with rates of 20 and m%s per
second with duration of 3-5 seconds. As shown in figure 10, by incredsi , Tsallis
values will be increased more significantly with the inte\' ofatta%

‘ . . 07 ‘ N L . .
Threshold B \V Threshold
Entropy Difference Q 06k Hellinger Distance

025

015+

i&apee
/4
Q

Entropy(Shannan)

005¢

i,

1 1 1 I
0 500 1000 1500 2000 2500 3000 3500

Time(seconds)

Figu@nnon uhder Figure 14. HD under attack
att 2,8:979) (A=2, B=0.75)

Of course, alonw an accurate criterion such as entropy, we require an
appropriate thres reduce the number of false alerts. As noted above, we update
the threshold a h period to respond this need. For calculating threshold in each
period, We@d set three constants (B and X). By increasing the value of B the effect
of the prewi threshold to generate new threshold will increase. Also A is responsible
in the&ion of the sensitivity of threshold to changes. Figures 11 and 12 show the
e these constants on threshold values. As shown in Figure 12, setting A=10

AU ot eticial
500 1000 15@

m threshold to react more aggressively by traffic changes. When we are faced with
an ever changing network, A helps us to reduce false alarms.

With the increase in the value of a to 1 in Renyi and Tsallis entropy, the results will
be very close to the results of similar experiments with the Shannon entropy. The
following table (Table 1) shows the percentage of detecting flooding attacks for
different attack rates. Based on these results, we see that entropy criteria can detect
attacks with low rates by a significant detection percentage.
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We also implement our proposed mechanism based on Hellinger Distance (HD)
which is used to detect flooding attacks in [19] and [21]. Implementation results help us
to compare our proposed mechanism more accurately with previous approaches. As
shown in Figure 14, HD is more impressionable than Shannon entropy (Figure 13) in
dealing with network traffic changes. Implementation results show that Hellinger
Distance achieves a good detection but with higher false alarm ratio. Furthermore, FDP-
S makes a better view of network traffic and its value increases more significantly with
the intensity of attacks (Figure 13). We run both approaches (HD and FDP-S) on the
same data sets with different flooding attacks rates. Attack team used single type
flooding attacks with 15, 20 and 50 packets per second rate and three different data sets.
We used Spirent server and Asterisk SIP server to generate these data sets. Figures 13
and 14 show one of our experiment results. As shown in figure 14, although att k team
generates 5 sets of attack during this experiment, but HD approach generat
alarms. It means we received 5 true alarms and 3 false alarms. But F v;?erates
exactly 5 attack alarms without any false alarms.

Table 1. Detection Rg&* @

ctlon etect Detection
Scenario | Attack Rate Detection Number of ab|I| XP Probability
Number (Per Sec.) Threshold Experime ty R(e= | (FDP-T (o=
(FDP S)
| +CAy 0.1-09) 0.1-0.9))
15 (kfzy ?sirBI;S) ’\Q) 958 %> (99.1-95.8)% | (99.1-95.8)%
bl . y o 4
R hJ
Scenario 1 20 (x:Dg ’1‘3""’3'55) {“Oso ‘W@ (99.4-98.3)% | (99.4-98.3)%
Dynami hd
30 428 ! 2 . 100% (100-100)% | (100-100)%
20 QMS) " 93.4% (98.6-93.4)% | (98.6-93.4)%
’nam.ic N
Scenario 2 30 820.75) \ 0 95.2% (99-95.2)% | (99-95.2)%
5 . 4
(xEy”am'Sl\ 20 97.9% | (99.5-97.9)% | (99.5-97.9)%
‘ Di’% T 95.8% | (99.1-95.8)% | (99.1-95.8)%
N\ p-075 ' . .
Scenario( 20 }5 Y ﬁarg';s) 30 98.3% (99.4-98.3)% | (99.4-98.3)%
30 (szy %3’3'35) 20 100% (100-100)% | (100-100)%

Table 24shows™*false alarms rate for HD and FDP-S. Experiment results show that
FDP-Sc t attacks with high accuracy and lower false alarms.

4, T@/Iemory, Computation and Delay Overhead

n that the our proposed mechanism acts online and Sketch tables keep only data
for the same interval at constant volume in each period, the memory consumption of the
proposed mechanism will be fixed and minimal for the SIP server, but it is noteworthy
that we can implement this mechanism individually on another hardware, in which case
no overhead in terms of memory and computation will be imposed on the SIP server
and only the delay discussion will be considered.

Since the delay in making the call cannot be accepted by any service provider, due to
the provision of secpurity in phone networks, minimizing delays will be an important
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factor for the proposed mechanism, since the proposed mechanism acts in parallel with
the server, it doesn’t create significant delays in server services.

4.5. Required Time for Detecting Attacks

Another important factor for flooding attack detection mechanisms is the time
required to detect the attack from its onset. The maximum time required to detect the
attack by our proposed mechanism is one and a half times the testing interval. It is
noteworthy that the attack length would not be effective on detecting time and the

attack detection percentage. .
Table 2. False Alarms Rate ?\/
False alarms rate Q

Da’zla set Numt_)er of Hellinger
0. Experiments Distance (%) \%t%)
Data set 1 20 142 NN N
Data set 2 20 2NN 2, W
Data set 3 20 1w RN
\v
*
5. Future Work . Q \%

Our proposed mechanism uses thre tants nd A) which are responsible for
determining its sensitivity in floodin S de& Choosing suitable values for these
constants helps us to achieve tectlo atesand fewer false alarms. We set them
according to experiment resu‘%r chievi se goals. In the future work, we plan to
propose a module which is settin thes s dynamically according to network traffic
and server needs of sensi . This WI|| control constants to achieve even more
flooding attacks detec' e and fewe false alarms by changing constants in suitable

situations.

6. ConcluQ Q\Q

In this paper, we pro dsedda method based on Shannon, Renyi and Tsallis entropy to detect
and prevent of rood@nttacks on SIP protocol. Entropy criterion provides possibility to
detect changes in paét traffic accurately. Therefore, compared with other distance metrics,
it can perform better in detecting attacks. We used the sketch table of the packet data to
collect the ired packet data at constant volume. In order to increase attack detection

false alarm message reduction, at each period, the attack detection threshold
ted due to network traffic in the previous interval and calculated threshold in all
iods. Since each type of SIP signaling packets is individually assessed, in addition
asing the extensibility of the proposed mechanism, the probability of being misled by
combinational attacks is greatly reduced. Parameters included in the calculation of entropy in
FDP-R and FDP-T provides adjustable sensitivity for detection mechanism. With the
decreasing value of the parameter o on the FDP-R and FDP-T to 0, mechanism sensitivity is
increased and consequently the rate of false alarm messages will increase. Whatever o value
is closer to zero, the network traffic changes will have a greater impact on entropy value in
that interval. By increasing a value towards 1, the sensitivity of detection mechanism will be
reduced and the experiment results will approach to the results of FDP-S. Due to the dynamic
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nature of the attack detection threshold and training interval information, the proposed
mechanism is compatible with network behavior and can be used in networks with different
distributions. In comparison to HD-based approaches, we achieve a good detection, but
with lower false alarm ratio. Furthermore, FDP-S makes a better view of network traffic
and its value increases more significantly with the intensity of attacks.
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