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Abstract

In Jesang's subjective logic, the consensus operator will hadye
the evidence with high conflict; the base rate (a) and non-i i
not change dynamically. This paper proposed a dyn' it i sulgjective logic piodel that expand

and rich the theory of Jasang's subjective logic. the
coordinate system and using line / curve fitting algo to outli e dynamic track of the
opinion, it can more intuitively observe the chal nd deyel nent tendency of the opinions
in different observation periods. At the tlme ac ing to different application
environment, the dynamic function of the a) non-informative prior weight (C)
were given. The subjective logic was e @ and the consensus operator was
improved. The new consensus oper t only m% ommutative and associative but also
was consistent with cognitive r %the strict mathematical proof was given.
Finally, through the simulati xperimen results show that the subjective logic

improved more reasonab nd eﬁe@ could be better adapted to the changing
environment.

Keywords: subj ogic; @@Welght the line / curve fitting
1. Introdu.

With the develo of large-scale distributed systems, such as the cloud
computing, Ad@ work, the security and reliability of the systems are more

concerned. Bec these systems have open, dynamic and uncertain characteristics, the

corresponding mddel theories put forward higher requirements. At present, the trust
relationshjpNg™mainly expressed by the trust model. According to theoretical basis, the
trust mo an be divided into: trust model based on fuzzy logic; trust model based on

re @ ; trust model based on subjective logic and node behavior; analytic hierarchy

and fuzzy logic combined type [1]. Among them, the trust model based on
subjeCtive logic proposed by Jgsang is more suitable for modeling the trust of dynamic
uncertainty object. Josang learned from the D-S evidence theory, put the uncertainty
into the model and proposed the subjective logic theory. Jgsang put the uncertainty into
the model for building the trust relationship and achieved good results. However, there
are some issues that the base rate (a) and non-informative prior weight (C) can't
dynamic changes in Jgsang's subjective logic and the consensus operator may have
unreasonable results in the situation that the evidence with high conflict. If we can
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solve these problems, it has a role in promoting the development and perfection of
Josang's subjective logic theory and rich the trust model.

2. Related Work

In recent years, the research on the Josang's subjective logic trust model has achieved
fruitful results. Subjective logic proposed by Jasang et al., [2] can express subjective
uncertainty, and it has achieved gratifying results [3-8]. Its Beta trust model, which
successfully applied in the open community of the trust management, has become one
of the classics in trust management field. Ref. [3] uses subjective logic for trust network
analysis, however, the discounting operator will lead to trust value decline too fast in
trust transfer process. Ref. [4] reviews the current trust and reputation systems. Ref. [
uses conditional reasoning to extend binomial opinions to multinomial opini or
improving and perfection the subjective logic, but the multinomial fusion % still
does not meet the commutative and associative law and lead to the fusipn It is not

unique in the fusion of three or more opinions. Ref. [6] %ts out eatures of

Bias's reputation system, which is applicable to differ oblems and
environmental. Ref. [7] designs the cumulative fu 09 rator th¢ average fusion
operator for improving the subjective logic, w iss enttoned above is still
exist. Ref. [8] redefines the mapping from the coadition to by using subjective
logic. The subjective logic provides the oretical dation of a good trust
representation and reasoning for trust ma ent, so udy of subjective logic is
gradually valued by researchers. Ref. ented time related trust and extended
subjective logic, but the model can m this paper proposed. The ref.
[10] proposed anomaly detection bjective logic. Ref. [11] proposed
a trust model based on subjedgi the’ risk mechanism. Ref. [10, 11] are
general applications of subjcttiye logic, e the issues proposed by this paper are
still exist, the accuracy of=the result t By these model is poor. Some scholars have
pointed out that the co @s operato some cases will produce unreasonable result
[12], and the cons erator modified. But it does not consider that the three

i h\g additi ofi probability, the modified consensus operator does

tuples must be sa
not meet t rét H Zhou ] et al., pointed out that the discounting operator
o™ t

increased u inty i tl@mration the consensus operator problems. It proposes a
@‘
U

weight meth o imp
operation in the cal

the consensus operator. But it carries out the discount
of trust value b, the relative uncertainty increases slightly.

In ref. [12, 13], th€uhproved consensus operator does not meet the commutativity law
and associativi w when fusion multiple opinions. This limits the practical
applicatio

This p %oposed a dynamic subjective logic model and extended the theory of
Josan @jective logic. The main work includes :(1) According to the different
a 'c@n environment, were given the dynamic function of the base rate (a) and non-
i tive prior weight(C).At the same time, using the line / curve fitting algorithm
outlthe the dynamic track of the opinion, can more intuitively observed in change and
development tendency of different observation periods shown. It not only obeys
mathematical rules, but also can better reflect the objective reality. (2) The subjective
logic is extended to five tuples and the consensus operator is improved. The consensus
operator improved to meet the commutativity law and associativity law. It also accords
with the cognitive law and gives a strict mathematical proof. (3)Carry out the
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simulation experiments and compare with Jgsang's method and the method improved by
the ref. [13].

3. Jesang’s Subjective Logic

Josang's subjective logic is based on describing the Beta distribution function of two
events' posteriori probability. It proposed a certainty probability density function
computing by an observed positive event r and a negative event s, and on this basis the
probability trust level of each event produced among entities is calculated.

Josang defined a triangle that can be used to graphically illustrate opinions as shown

in Figure 1.
A\ V2
Uncertainty
.._"‘_} 0
Pr&_}tk\w
\ 1Belief
0 4 5 4 1
— Iﬂ (?XIS&/\
Flgure 1. Trlgle ith » ,as Example
Research finds that Jesang’s model ow limitations:
1. The trust value h onsid re e Varlablhty of base rate, while the subjective
trust is founded 0 perlenc h the process of time;

2. In evide 1ng func s, the uncertainty factor C is a constant. In fact, it is
not posmblé @to set C as a constant in the dynamic and complex
situation;

Wang Jin et al., i ed the consensus operator, but the improved operator does not
erty, which is b+d+u=1, especially for the design of u is not
reasonable. Flrs ,*take an example in [12]. Suppose that four doctors denoted by
nose a patient. The patient may have the disease meningitis (M) or
). Doctor Al thinks that the patient gets the meningitis with large
hile the other three doctors concluded that the patient had meningitis and
ility is very small, that is to say, they think the patient gets brain concussion

t
v&%rger possibility. Their diagnosis results are shown in Table 1:

Table 1. A Case that the Consensus Operator of Subjective is Unreasonable

A A, ~ A, Consensus of Subjective Logic
b 0.9 0 0.9
d 0.1 0.9 0.1
u 0 0.1 0
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From the Table 1 we can see the diagnostic results from doctor A; and A, ~ A, They
are significant differences. The results by consensus operator in subjective logic tend to
trust the doctor diagnosed A, but not trust the other 3 doctor's diagnosis. This is not
consistent with logical thinking.

4. The Expansion of Subjective Logic

4.1. The Dynamic of the Base Rate a

In the same identification frame X, the base rate a will change with the space-time change

to the
the

dynamically. Considering the influence of the previous N base ratesa,, (=1, 2,...,

N+1 base ratea, it should be the shorter the distance in the time axle the

+1

impact. Figure 2 is the diagrammatic sketch based on the observation nce. a,
farthest from the N+1 observationa, ,, so, the 1nﬂuenc ﬁnal nce of the
former N base rates are increasing. In the different frame ron ent, ¥can be designed
for different functions according to the actual situati i¢h is SEQ |gure 3:

Linel can be understood as the early observati the ¢ ase rate a, , is less

affected, while the larger effects of recent obse
time requirements may apply. Such as, brand tion valu

Line2 can be understood as the effec ar lin hange, with the time increasing,
recent observations on the current bas influ }?\@ggen and the general systems can
be applied.

Line3 can be understood as th t obse ion on the current base rate impact is very
big, suitable for use in syste real-tim 1rements of very high. Such as, security
defense system.

We design a linear % funl or inear function fun2, in addition, the former N

observations oplnlox\ nsus Vv. w' ® w? @ .. ® oV ,Iitsexpectation

x K x K x K
asa. . shownd ction fun3 a

i+1
funl Z(b +u§

@a )ea[(u DTNy
fun3 : Q:; Nk +a . xul,

ion, the §y@ that is not high on the real-

i

@Natloncycles 1 2 3 ... N N+1

| | | | | | R
to ta t t3 .. [N TN+1

Figure 2. The Diagrammatic Sketch based on the Observation Cycles
Distance
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Line 2

A The influenceto @

Line

Line 3

v

to t; t t: e Tae1
*
Figure 3. The Influence of the Previous N base Rates %/ (i=1,2,...,N) t +1
Base Ratea, ,
4.2. The Dynamic of the Non-informative Prior Weight * @

C should be increase with the problem size k (t ity ynom1a1 opinion),
while decreases with the increasing evidence N (ob ion tln@ (time). Therefore, it
could design linear function or nonlinear functigg according to thévactual situation. such as

fun4 and funS. r is the adjustment coefficie n4, ah« role in the regulation of C
decline rate. 6

fun4:C (N k) = rk / N (0<r<I) &6 Q&Q

fun5:C, | = ke

4.3. The Rectangular Coordinate Sys
According to Josap triangle graphics, the rectangular coordinate system is shown

in figure Figure 40\\ Q
O 6@ UncTaimy

Disbelief Belief

O 0
o

Figure 4. The Rectangular Coordinate System of the Opinion

Director

Projector

We give the function equation of Projector and Director and the coordinate of the opinion
@

Projector: ¥ = 2 /(1 — 2aj[x — (b + ua)]
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Director: y = 2 /(1 — 2a)[ x — a)]

The coordinate of @ : (P + v / 2, u)

Subjective logic is mainly used to trust quality distribution of the opinion, while the trust
varies with time and space environment. Breaking away from the time and discussing trust is
of no significance. So, we increase in time dimension on the basis of the rectangular
coordinate system and establish the three-dimensional coordinate system through periodic
observation of the opinion? , see in Figure 5.

* opinion
— - —the trajectary of the abservation opinior

Figure 5. Three- dn{@\b%ﬂ(x@late System

4.4. The improving Consensus A or
Leto ={b',d" ,u’ a’yandw, @} be opinions respectively held by agents

A and B about the sam osition X. = T

that
leB_(W b A+ b )/(W\Q/ 2d/P =W, dl+W_ d ) (W, +W,)
=W, a +W,a, )/(W +W,)

,a."°} be opinion such

X

A,B

3u _(+Wl?i +W,) 4 a,
w, andw_ be we spectively had by agents A and B such that bothw, andw , €

A

(0,1). Then w@a led the consensus between o and o, representing an imaginary
n

agent [A about x, as if she represented both A and B. By using the symbol ‘@ ’
to design. operator, we definew " * =0 ® o'

sus operator in Jgsang’s subjective logic is not meeting the associativity law,
he multiple opinions fusion algorithm. For meeting the associativity law, we define
ulation method of the "consensus weight". For example, the consensus weight of the

opinione [ *is W, ; =W, +W
Supposing that the opinion of iy, observeris o, ={b,,d},u},a.} i€[2,N], N opinions
are fusion by the new consensus operator,

I bl =(CW, b)) W, ) 2 d =(ZW, d)ATW,)

i=1 i=1 i=1 i=1
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N N N N
3oul =W uAY W, )=1-b-d" 4 a =(3XW, a)(>W,)
i=1 i=1 i=1 i=1
Discovered by the research on the consensus operator above, when two observers hold the
same opinion value, through the calculation of the new consensus operator, the fusion result is
same with the opinion value. But by intuition, it should reflect a cumulative effect. In the new
consensus of the calculation process, the change is reflected by "consensus weight". In
another words, to the same opinion value, the consensus weight reflect the cumulative effect.
Therefore, we put the consensus weight into the » , and expressed as 5 tuples:
o, ={b, ,d ,u_,a W }.

X

Commutativity Law Proving: \/o

Due to the symmetry of the new consensus operator design, can be prove et the
commutativity law, this proved slightly.

Associativity Law Proving: %
Without loss of generality, to three pornt@ example
A:{bj’ xA‘ :’a:’WA} 6() _{bx’ x ! x’ x’ W }are

the opinion of the agents of A, B, C to the X. Egovrng that assoc t1V1ty law only needs to

prove the followmg holds, here, take b as an ex

0 =0 ® 0, ® o, 0] ® 0] )® wc\@ea,sgdi 9)

—(ZW b)/(ZW ) andb ™ é@+w LW,
b @b’ = (W ®+w B¢ W,

=(wAbj+wBbB+w€\%& +W ?é):(zw.b‘)/(zwi):bx“

§ i=1 L i=1
b ®b Q BC X A WB,C)
=(W,b, +\/‘ +W + W, )—b bxc:be

Q.E.D. The same ¢ 1d for a, d, u satisfies the associativity law.

5. Example IS
ExampI% still take example in [12] as an example. Analysis the results using the new

consensu tor in case that the doctors with different weights. The results are shown in
Table
%Ie 2. The Judgment Value in the Same and Different Weights Situation
Experiment N Al’weig  A2’weight  A3’weight A4’weight The result {b,d,u}

ht
1 0.8 0.8 0.8 0.8  {0.225, 0.7, 0.075}
2 0.9 0.1 0.1 0.1 {0.6, 0.367, 0.033}
3 0.8 0.9 0.6 0.7 {0.24, 0.687, 0.073}

Experiment 1: When the four doctor weights are same, we use new consensus operator to
calculate subjective logic value d=0.7. Judging from the results, it expressed that the patient
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had meningitis are less likely to have cerebral concussion in A2 ~ A4 point of view and the
possibility is larger. It conforms to the intuition of people and accords with the actual
situation.

Experiment 2: It is a more extreme example, when Dr. Al's weight is very high (as the
authoritative expert clinicians) and A2 ~ A4 doctor weight is very low (as the interns), in this
case, the result b=0.6. The viewpoint expressed by authoritative experts doctor A1l that the
patient gets meningitis with high probability. This is conforming to the intuition of people and
according with actual situation.

Experiment 3: When the four doctor with difference weight but not big, in general, judging
from the results, d=0.687. On A2 ~ A4 viewpoint, namely in the doctor's weight is not very
different circumstances, it conforms to the intuition that the minority is subordinatg to the
majority. B‘V

6. Simulation Experiments

The experiment data set is selected from the KDD(ﬁ %36000~42000
records from the corrected data as experiment data. Assu ecords in each

observation period and then there are 10 observatl 600 records were
given by 6 observers separately, that is to say, each o er is p& 100 records. In order
to use the new consensus operator, assume tha bservers ghts are {0.5, 0.9, 0.7, 0.6,
0.8, 0.8}. The statistical positive event n for cal g the ® coordinates, the
description see Table 3. The initial a = 0. 1 e ua funl and fun4, in our model, a, C
will change dynamically with observati 10ds O 5, C=2 in Jesang's model. This
paper has also carried on a, C static ant expe , 1. e a=0.5, C=2. And compare with

a, C in the dynamic change of sit

Table 3. &O Reco \Posmve Event Statistics
4

cycle 1, 3 4\' 5 6 7 8 9 10
observer 4
B1 \, ¥86 78 93 88 88 82 0 60
B2 86 8 66 88 92 90 90 0 67
B3 Qz 8 88 88 93 87 76 54 48
B4 8 75 90 91 82 95 60 73 61
B5 89 72 91 90 88 86 3 59 35
B6 94’ 71 92 96 90 86 0 62 0
N

Ta 4. The Coordinates of ? in Three Kinds of Model
OE the

a=0.5,C=2 the coordinates of  the

@O a, C dynamic changes value coordinates of @ in coordinates of

and the coordinates of @ in ® 1in our Josang’s @ in [13]’s
our model model model model
Observatio
n cycle
number a C B+UR2 U B+UR2 U B+U2 U B+UR2 U
1 0.5 10 0.877 0.127 0.887 0.020 0.907 0.020 0.893 0.033
2 0.82 5 0.883 0.066 0.874 0.020 0.879 0.020 0.891 0.033
3 0866 3.3 0.797 0.045 0.794 0.020 0.734 0.020 0.799 0.033
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4 0826 25 0835 0.034 0832 0.020 0.892 0.020 0.837 0.033
5 0.838 2 0.905 0.027 0901 0.020 0.922 0.020 0.907 0.033
6 0861 1.67 0.889 0.023 0.884 0.020 0.879 0.020 0.891 0.033
7 0869 14 0.882 0.019 0.877 0.020 0.866 0.020 0.884 0.033
8 0873 125 0.499 0.017 0.497 0.020 0.190 0.020 0.497 0.033
9 0791 1.1 0418 0.015 0417 0.020 0.581 0.020 0.415 0.033
10 0.715 1 0.441 0.014 0440 0.020 0.239 0.020 0.439 0.033

In order to observe more convenient, in the three-dimensional coordinates, Wx axis
represents the ® of the horizontal coordinates b+u/2, Wy axis represents longitudinal
coordinate u, T the time axis represents observation cycle; After curve fitting;\the 10
observation cycles trajectory of our model and Jesang and paper [13]are showy™ 0.6.
Through the Fig.6, it can be directly observed that the network state is stabl former 7
times observation period and the value of b changes little. The trajectory a elopment

trend in the three models are consistent, while in eighth tion, t ues decreased
dramatically, it indicates that the network state decreas ly and likely to come
under attack. The reaction of the eighth observatlo or th 6 ords is consistent.
However, when the network state changes, because gs not t account the effect of
the previous observation in Jesang’s image, the pectatlon value ®f the opinion has a very
great change. The b value is too sensitive, from down to 0.1899, which is
inconsistent with the facts. While the a a 1 1 change amically in our model, it can
reflect the change well and not too se ; 1t G @uore accurately reflect the actual
situation of the network, espec1ally i tuatl t e network has an obvious change,

for example, the third cycles an cycl s, theimage in Josang and our model is quite
different. As our model an hag c%dered the effect of weight in consensus
operation of the opinion, as s i 1gure is basically the same, but on the

computational complexity, model he scheme ref. [13] proposed is much smaller.
Our model meet the ¢ s operator the associativity law, to ensure that data reordering
does not affect the i imes of observation, while the other two did not meet

this, namely the ot’'unique. The consensus result depends on the order of

Figure 6. The 10 Observation Cycles Trajectory of @ in Three Models
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Figure 7 is shown that the comparison of a, C static and dynamic changes in the trajectory
of ten observation cycle, the changes of a, C values are shown in Table 4, found that, when a,
C are static, the uncertainty of @ is not change, namely the longitudinal coordinate (u)
remains unchanged. Due to the actual situation, with the increase in the number of
observations, the uncertainty should be gradually reduced. Therefore, the dynamic changes of
a, C are more able to adapt to changing circumstances.

.
S et the trajectory in this paper when a.c are static
*

[
the trajectory in this paper when a.c are dynamic change

Figure 7. The Comparlson of tlc ynamlc Changes in the
Traiect %w i del

7. Conclusion A

This paper proposed a mic subj Q@glc model that expand and rich the theory of
& lishment of a cartesian coordinate system and

Jasang's subjective log ugh the
using line / curve f orlthm%thne the dynamic track of the opinion, it can more
1ntu1t1vely observ chang velopment tendency of the opinions in different
g At the e according to different application environment, the
dynamic fun of the Eﬁ e (a) and non-informative prior weight (C) were given. The
0

subjective logic was ext to five tuples and the consensus operator was improved. The
new consensus operat nly met the commutative and associative but also was consistent

and effecti an better adapt to the changing environment. We are going to work further on
discuss h et the weight of scientific and reasonable.
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