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have been studied for many years in the field of communi any art ave given the
meaningful results. However, almost no consequent * r bound E has been given

Abstract
The security performance problems of broadcast Cha% |th an Qper (BCE)

by previous work, especially, no significant result Deen g \{ this paper proposes
and proves an outer bound of BCE by using inforntation entr& d further proves this
outer bound is tight in the cut-set bound by maxéw min- cu%rem It illustrates the outer
bound is meaningful. Finally, by contrasting @ iety of exi results, we can get that the
outer bound in this paper include (tlght) 8 existi @r bound of BCE in the case of not
considering the eavesdropper. K

Keywords: Broadcast changﬁggdropp\e@ter bound; max-flow min-cut theorem.

1. Introduction

Due to the broadc acteristics Of wireless network, the wireless communication
security can’t be gba ed irﬁs&ﬂaditional methods of communication security are

baSed on application layer. However, such technologies
n’t'achieve perfect secrecy, because they are all assumed that
OhC3 sdropper is limited.

The information t ecurity is different from traditional secure communication
methods. It belongs sical layer security and can be effective against the eavesdropper.
Therefore, it is W@konsidered to be the most stringent secrecy concept.

The concept orN\information theory security was first proposed by Shannon in [1], and the
condition o%&ct secrecy had been given by Shannon: the mutual information between the
informati eived by eavesdropper and sent by transmitter is equal to 0. After that Wyner
introd e concept of wire-tap channel in [2], he proved that the perfect secrecy can be
etween the legitimate communication parties only if the eavesdropper’s channel is
ded version but not key-dependent. Then, Csiszar and Korner extended Wyner’s work
in [3], and they proved that if the legitimate transceiver channel is better than the
eavesdropper’s channel, the perfect secrecy can be achieved rather than having to ensure that
the eavesdropper’s channel is a degraded one. Here after Leung-Yan —Cheong and Hellman
researched the Gaussian wire-tap channel with eavesdropper and proved the secrecy capacity
of communication system is equal to the difference of channel capacity between the main
channel and the eavesdropper’s channel in [4].
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This paper considers the broadcast channel with eavesdropper (BCE). The achievable
security rate region of BCE was first proposed by Ghadamali Bagherikaram et al. in [5] and
[6]. We focus on proving the achievable security rate region which has been proposed in the
following part of this paper.

The remaining paper is organized as follows. System model will be described in Section 2.
Section 3 will then focus on the proposal and certification for an outer bound of achievable
security rate region of BCE. Through comparing the cut-set bound by max-flow min-cut
theorem, we will elaborate and prove the significance of the outer bound in section 4. Section
5 will give the consequence analysis of contrasting the existing outer bound of BCE in the
case of not considering the eavesdropper. The conclusion will be given in Section 6. Concrete
proof will be completed in the appendix.

2. Preliminaries
The system model of BCE is shown as Fig.1l. m  m, and M, |nd|c me ssage
variables which have been sent by the transmitter. , |s the f mput % f channel.
e

y,, v, and z are the finite output alphabets of receiver 1 r 2 an avesdropper’s
channel respectively. p(y, ,y,,z|x) is the transiti b bilit fu tign of the channel.
Suppose that o -{1,2,.w,} is a publi ssage ng - {2,.w3 and
o, ={1,2,..w,} are private message set of us and user spectlvely M, M, M, are
the message variables which correspondm@ he mess &S v, s w, o, That is

M, cw,,i=0,1,2"
A codeword ((2"" dlscré&bmoryless broadcast channel with

eavesdropper is composed by m@eleme

An encoder:

fo{L,2,...,2" {1, 2,..., {1,2,.

Two decoders: @

g,: y1 — {1, 2, %
ty, = {1,2, %{1 2,

The avera robabl is defined as:
YY) =M, M DU g (v,)) = (M ML)

It should be noted t ner introduced the concept of perfect secrecy in [2]. It is that the
eavesdropper can’ ve any confidential messages which have been transmitted.
Therefore, the p crecy means:

1(Z" . M)=0< HM,)=HM,|Z")
% 1(Z".M,)=0<= HM,)=HM,|Z")

1(Z" . (MM ,)=0= H(M,  , M ,)=H(M ,M,|Z")

3% Outer Bound of BCE

We will propose the outer bound of achievable secrecy rate region of BCE in this section.
It is as following,
Theorem 1:

Let & _ represent the region constituted by all of non-negative rate triples (x &

which satisfy the following conditions,
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R, =min{I(V: ;Y), I(V;Y,)}F—1(V;2Z)
R, +R, < TULY [V)=TUZ|V)+min{I(V;Y), 1(V;Y,)}-1(V;2Z)
R, +R, < 1U,;Y, V)= 1, ZIV)+min{I(V;Y), 1(V;Y,)}-1(V;Z)
R,+R,+ R, <1 (U Y, VU, )+ 1MUY, [V)-1U,U,;Z|V)
—TU UL V)Y +min{I(V;Y,), 1(ViY)I-1(V;2Z)
R,+R, +R < I(U,:Y, VU )+ 1(U;Y, [V)-1U,U,;Z|V)
—1TU UL V) +min{I(V;Y), 1(ViY,)}-1(V;2Z)
1)
In (1), v.,u,u, are auxiliary random variable, random variable group
V.U, U,, X,Y,.Y,,Z) obey,
PV, UL U, XY, Y, 2) = p(V)p(ug,u, [V)p(XTuy,u,)p(Y, Y, 2]x) .
That is « .,u,u, x.v,.v,.zy Which satisfies the Markov @Men

vV -UuU, > X —> Y)Y, Z"

From theorem 1, we can know that & _ is the outer bound&tpe sec@@vable rate

ot N
: (\Q N
S

Define the following equation,
z, U J”:Yn(?)Ylei):
25 N
& z |(Yl&\2 Tt

@ * W2 [ M oYZ Zi);
A ’1\%
3%
The lengths of all v% e as:sz be n in (2). Similar to the above defined type,
Ad
M

We Use M M., M3 ™ replace ,, in (=, =;) respectively, then we can
getacorrespond@ressio@zz,z’;),(23,2;) and (=,,=7) -

Lemma 1:Q
Forany ; —%=% 5 4.t D

i
XU (X, X,

Please refer to Appen@or the proof.

4. The Signifi e of Outer Bound on BCE
We kno the obtained outer bound may be different by using different methods.
Therefore iven mode of outer bound is also a variety of way. As a result of giving an
“we must determine whether it makes sense. While the minimum standards of
g whether the outer bound meaningful is that it at least be included in (tight in) the
‘@ bound which is obtained by using max-flow min-cut theorem. The following theorem
guarantees the outer bound (given by Theorem 1) meaningful.
Theorem 2:
The outer bound which is given by Theorem 1 tight in the cut-set bound which is
given by max-flow min-cut theorem.
According to max-flow min-cut theorem we can obtain its corresponding outer bounder for
the joint distribution of p(x)p(y,.y,.z|x) as follow,
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R, +R, < I(X;Y)-1(X;Z)
R, +R_<1(X;Y,)—-1(X;2Z)
R, + R, +R_=<I1(X;YY,)—=1(X;2Z)

©)

Please refer to Appendix for the proof.

5. Consequence Analysis

Currently, the representative outer bound of discrete memoryless broadcast channel is
proposed in the literature [8], [9] and [10] respectively. These conclusions have summarized
the outer bound which has been proposed earlier in [3] and [7]. From the following remarks
we can get that the outer bound in theorem 1 include (tight) in the existing outer b ng of
BCE in the case of not considering the eavesdropper. v
Remark 1:

If removed the eavesdropper in the model of literature [8], acgording tothe cteristic of
mutual information, we can easily prove that the outer bo*&theorer@lude (tight) in

the outer bound of BCE which has proposed in [8].

Remark 2: Q/

It has been proved that the outer bound in [9] is s tlght i uter bound which has
been proposed earlier in [3] and [7]. If remov eavegd er in the model of literature
[9], we can get that the outer bound in thgo nclude N in the outer bound of BCE
which has proposed in [9] just by S|mple
Remark 3:

It has been proved that the oute |n [10] i y tlght in the outer bound which has
been proposed earlier in [3] and remov he eavesdropper in the model of literature
[10], the outer bound in theore consister the results given by [10].

6. Conclusions

This paper foc the ca%umcatlon system of broadcast channel with an

the definitions of achievable secrecy rate and

of BCE by mform ntropy theory and we compared it with previous results to
determine its meaning.

Since we proved th@ser bound of BCE in theory, so the experimental procedure does not
exist, Section 5 gj omparison with other outer bounds, which illustrates the validity of
our results.

In the fu ork, we will study the outer bounds on different communication models.

7. Ap@x
7@00f of Lemma 1

Similar to the proof of lemma 7 in [3], we get,

eavesdropper, an acco
equivocation ropo Qaan proved an outer bound on achievable secrecy rate region

= YL MY, T Z) = S S LY Y MY, )
i=1

i=1 j=i+l

noi-1 ~ *
ST T Y, MY Y 2)_z|(v LY, IM Y, 2y =2,

i=1 j=1

(4)
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Using the same method we can get,

T =3 ,i=2,3,4.
According to Fano inequality, we can obtain,

H(M M, |Y,")Y<ne /2,

H(M ,M,|Y,))<ne /2.

(%)
7.2. Proof of Theorem 1

1) Weanalyze g, firstly, as the security condition r, > r, — #_ /2, SO that,

nR, <nR_ +ng, /2=HM |Z")+ne, /2 Q

(MY, 1Z"Yy+ H(M |Y,"Z ") +ne, /2

(a) n
<MY, 1Y, 2+ e, &
=Z['<M0Y5*:Yn|zi)f I(Yl”:mzw@ \\/

(b) n
<Z[I(M Y”Y'”Y z)- '*1@ 7\%
_ZI(M Yy |2)@ Yl,u\\@)mg

(c) n . .

=> (M, Y'Y” | Z+ns
; &
(d) n

<ZI(M Yélv |2)@
\\Q ﬁ 1'“Z)+Zn|(|v| Y'lY'+1Z|Y)+ng

In (6), ( Ids b the chain rule

(6)

(M OJYl“ |z n) _ zn: 1M Y, |Y1i—1zi) and Fano
inequality + (m | < ns, 12 (D) holds because it enlarge the inequality by removing

L vy 12 (c) holds because the definition Z Ly M vz s (d) holds

because i ge the inequality by removing _x . In the same way we can get,

n n

O NR, <> 1(M Y,/ 7Y, Y, ) = > 1 (MY, 7y, z )

i=1 i=1

3 (M Y)Y Z Y, )+ ne,

i=1

()
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nR, < min{3 1(M Y, 7Y, v, )03 1 (MY, YY)

v 2i
i=1 i=1

n ~
i-1,, i+1
=S MY TY Tz
i=1

+min{S TM YT, Z 1Y) S iV Y TY T Z Y,
i=1

— i1

+Nneg

n

(8)

2) Analysis R+ R, due to the security conditions g >~ r_+ R, — &, /2, SO that,
n(R, +R,)<nR,, +ng [2=H(M M, |[Z")+nes /2

" "
=HM |Z")+H (M |M_ Z")+ns /2

\,‘
HM1Z)Y+ 1M Y, IM ZY+H M M Y"2")

+ne /2 0

(a)

SHM, 2D+ 1M Mz g \ e

In (9), (a) holds because Fano inequality, it has n ™M Oyﬁ\\)s/ng /2

To the right side in (8), the calculation of (i) i an beob@ed in the proof from 1), then
we calculate (j) term as following, . \

(a) n

TV Y, M2 = 5 @M Mi@
=3 @ IM oYIHZ.&YZM:Yh IM MY, "z )]
IIA *
=X My “ww(\ Do Y IM M Y )

9)

i=1

i1, \1
- Y, 5Y MY Z)
=1
i-1, i+l
Q :Z|@i| qu Y2 Zi)+21_22
i-1
N ~ " N ~
1;Y1i | M oYllileHl) - Z (M 1 Z| | M oYllilelﬂ)
i-1
@Z LM GZ MY, Y e, - xy
i-1

(10)
(a)ﬁjs because the chain rule; (b) holds because the definition
2 y. Combine (i) and (j) terms in (9), and

MY, 72, 03 ey M My,

i=1

into (10), we can get,
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(R, +R,) < min{S 1M Y, Y, Y00 1My, 7Y, 0

i-1 i=1

—ZI(M Y, Y'“ z)

i=1

+m|n{z (MY, Y'*1 z |Y)ZI(M Y, Y'“ Z,.1Y,)}

i=1 i=1

+z (MY, MY, Sy iy - ST M Z M YY)

10 10
i=1

[N

+ZI(M 1Z M LYY, Y e,

i=1

11)
Similarly, we can obtain,

, i .
n(R,+R,) < min{z LMY, YY), z LMY, 7YY, ‘V

—ZI(MY Yz

+m|n{z (M, Y"Y'+1 z |Y“)ZI \A z,1Y,, )}

+ZI(M Y, MY Y'”) @ZlM\V
+z I(Mz;zilMuY1HY~Q(n %
SIS

3) R, + R, + R, Situation, the dern@iq IS smﬂ@ so the details are omitted here, we

can obtam
R +R +R )<

(12)

mln{ ZI(M Y”Y'”Y O3

i=1

ZI(M \A l\('“ z,)

OQ +n®(M Y”\('*1 Z,1Y,), zn: (M, Y”\('*1 Z, 1V,
62%

@ +ZI(M iZ,IM Y"Y'“)+Z|(M Y, M, MY”Y'”)
i=1 i=1
n n

% Y M LZ MM Y”Y'“)+Z|( iZ,IM MY'lY”l)+nsn
O i-1 i1

a%O

YlMYIlHl) ZI(M ZlMYllYHl)

1010

(13)
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n(R, + R, + R,) € mingY 1(M Y, ¥, "5v,), 5 1M v, ™, v,03
i=1

i=1

_Z (M oYlHYlM;Zi)

i=1

FmindS T Y20 T T Y Yz, 1,0

i=1 i=1

20 20

FX MY IV Y D - 1Mz My Y
i=1 i=1

+z|(Mz;z,|MuY1"‘Y~Z“‘)+Z|(M YL IM MY Y )

1 i
i-1

S UM Z M MY Y 1T M, M MY e,

i-1 i1

Y
We introduce random variable « , « independent from m m m, ®?~ and

subject to the uniform distribution of 1,2,

n}Let1 @
VUM YN kU, UM \@A \/V
XUXK'Y1UY1K’Y1UY® V
\ (15)

Obviously, the above-defined variables s@ rk\&ldltlons
v @\Za ‘x%@z
Put (15) into (8), (11), (12%% (14), \% get the result (1) which have been given
in Theorem 1. This completes oof \
7.3. Proof of Theorem 5&
First we consi% *

(u YL IV)— 1 (U ,5Z V)
O +min{lI(V;Y), 1 (V;Y,)}r—1(V;2Z)
6 < IU Y, IV)—1(U,;Z V)

® +1 (VY )—1(V;2Z)
=1 (VU ;YY) — 1 (VU ;Z)
@ (16)
Noteth%
O (VU X ;Y))=1(VU_;Y,)+ 1 (XY, |[VU)),

I(VU,X;Z)=1(VU_;Z)+ 1(X;Z|VU)),

O (17)
%s we substitute (17) into formula (16),

R,+R, < 1(VU;Y)-1(VU;Z)
S T(VU X 3Y) = T(VU X 5Z) = 1(X;Y, [VU )+ 1(X;Z [VU))
= (XY = 1(X3Z) = T(X;Y, VU )+ 1(X;Z [VU))

(a)
<SHXGY,) - 1(X52)

(18)
In (18), (a) holds because according to the security conditions, there is,
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L(X5Y, VU )= 1(X;Z |VU))
The same way, we have,
R, +R_< 1 (X;Y,)—1(X;2Z)

(19)
Finally, we prove,

R, +R AR STUY, VU )+ TULY V)-TUUZV)-TUU,IV)
+min{l(V;Y,), 1(V;Y,)}-1(V:Z)
STU Y, VU )+ TU LY V) =TU U ZV)=-TUSU, V)
-HV3Z)+ 1H(VY)
=1U,Y, [VU)+I(VUY)-1VUU,Z V -1U U,V
STUYY, VU )+ HVU YY) =T VYU, Z:V[-) U (U, V|

<SIVUU,YY,)-1VUU, Z V -1U U, V ?“
X
Note that, Ao @
I(VU,U,X;YY,) = 1 (VU U, YY)+6J\ VU U ),
U,X:2z)= A | ) V

IVU U, X:;Z)=1(VUU,;Z)+ )
o O \Y% @
Thus we substitute (21) into formula (20),

.
R,+R,+R_<1(VUU, QQZZ\/%
(X

U,)-1U,U,IV)

=1(X;Z|
-1 (VU 6)+I(V \
uu,) &\WUU) 1(U,;U,|V)
Q@J-W@
X5YY,))-1 ; I(Ul;U2|V)
< 1(X3Y, Q(\;Z)
& (22)

In (22), the Ia% equallu,%hold because base on the perfect security, there

IS 1(x;v,y,|vuU,)> uu,) ring the proof procedure we repeatedly used the

Markov prop, X 5 v,v,z of random variable group v u,.u,. x.v,.v,.2).
pletes

So far, thi f that the outer bound in theorem 1 include (tight) in the cut-
set bound which is ob% using max-flow min-cut theorem.

o~

@O (Mg, M, M;,)
Eavesdropper

Fig.1. Broadcast channel with an eavesdropper.

(Mg, M,)

p(Yll YZl z | X)

Encoder Y,' Decoder2

(Mg, M)
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