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Abstract \% ¢
Mobile readers are used more and more remarkab ersistengcopnection between a
backend server and mobile readers cannot be anteed brifigs higher security
requirements for RFID systems. RFID search protocokwhich is u find specific tags has

many applications such as inventory manag(E@;pmy chaifmanagement. In this paper, a

hash-based RFID search protocol for mobi ders is sed, it can meet all known

major attacks in RFID systems, and it a\ otect t@rivacy of mobile reader holders
especially. Ké *%
Keywords: RFID; Search P&@Aobile %der
1. Introduction \Q\
ation ( ?[}'

Radio Frequency 4 is a technology which is used to automatically
identify objects by VW scaQnj hout manual intervention; it has been used in various
real-life applicatign\{ields such supply chain management, transportation, e-payment
system, pati ical carg
advantages. cal RFJE

Key feature of RFII2
on wireless commupical
many security agfae
resources, gmsll sterage capacity and faint power supply of low-cost tags, it is difficult to

ems is a lack of physical contact between readers and tags, based
; signal broadcasting, the existing RFID systems are vulnerable to

apply an ordi and complicated but safe cryptographic algorithm to a RFID system and
these fac e hindering the rapid spread of this technology [1]. So designing an efficient
a@oa security scheme for RFID systems becomes a challenging and important
r bject.
ently, combining mobile technology with traditional RFID systems, through the
integration of reading chips, PDA, and mobile devices, hence mobile RFID, such mobile
readers are used more and more remarkably [2-5], so a persistent connection between a
backend server and mobile readers cannot be guaranteed, it brings higher security
requirements for RFID systems.
Many RFID security protocols have been proposed recently. Usually, beyond RFID
authentication protocols, the requirements for RFID systems from various application fields
call for more cryptographic protocols, for instance, RFID search protocol. RFID search
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protocol which is used to find specific tags has many applications such as inventory
management, supply chain management.
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Figure 1. Wireless RFID enV|r

The main contribution of this paper is to propos h ase R arch protocol for
mobile readers. The rest of this paper is organlzed ows. | seeond section, security

requirements for RFID search protocols deaga are “generalized the third section, the

4(

related research work is introduced. In the fokth“Nsectiomn hash based RFID search

protocol is proposed. In the fifth section, propert}Q f the proposed protocol are

analyzed. Finally, the conclusion of thls prov@ the sixth section.
2. Security Requirements @D Sear&rotocols
Mobile RFID systems are nted wﬂh@ kinds of security threats than fixed RFID

systems, for a search protocal of mobil ﬁ& ystems; it should meet security requirements
as follows: K

(1)Tag untraceal "Q&Q

If responding message from a Iways contains a changeless value, namely the response
are linkable @ ch oth istinguishable from those of other tags, an adversary can
recognize and%ecate the ntercepting and analyzing. That is to say, the location privacy

of the user (human be% nimal, or article) that attached by the tag can be traced [7].
(2)Reader unt

rﬁ >1
The privc of robile holders should be considered. Since users commonly handle mobile
readers while{RFID-tagged objects are attached to goods or products in RFID tag search
systems 'b eover, the signal strength of a reader is much stronger than that of a tag. So a
messa om a reader can be more easily eavesdropped than a message from a tag [8]. If
@g message from a mobile reader always contains a changeless value, an adversary can
recoghize and locate the reader by intercepting and analyzing. That is to say, the location
privacy of the holder that attached by the reader can be traced.

(3)Tag information protection

A tag is always attached to an article, or a human being, or an animal, so through all the
execution access of a search protocol, an illegimate user should not acquire the legimate
holder’s detailed information.
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(4)Replay attack

Such an attack in which an adversary repeatedly launches a message that obtained by
eavesdropping or intercepting from a regular communication between a reader and a tag
during a normal search access.

(5)Denial of Service (DoS) attack

According to whether the backend server and a tag update the identifier or not in an entire
authentication access, RFID authentication protocols are divided into dynamic ID mechanism
and static ID mechanism. For the protocols based on dynamic ID mechanism, in a execution
access of corresponding authentication protocol of this RFID system, if an adversary disturbs
the communications between a reader and a tag by means of intercepting or blocking
messages transmitted, the secret value that shared between the server and the tag canno be

updated successfully in this authentication access, it would cause losing sync ization
between the backend server and the tag, if this RFID system search for thi§'s ic tag at
that time, the search process maybe fail, so the design of a seagch, protocgf s solve this
problem.

(6)Privacy of search result
The other privacy requirement to be considered is@earch r \\Ofa mobile reader. It is

undesirable to reveal the search result of a ile reader<n some circumstances to an
adversary, it might be useful information w mobile r holder found a particular
0

tag or not [8]. So a well designed search pr shoul@ tett privacy of search result from

an illegal user. % .\
3. Related work A@ . s\
Presently, for the reason of c venie%?? and cost, lightweight methods like Hash,
F

PRNG and CRC are used y in desi ID security protocols. Especially, hash-based
protocols have been g wildl

To solve the se nd pri roblems in RFID tag search systems, many search
protocols have be osed re [8-17].

3.1 Review @n et aIQ D search protocol
ed

In 2008, Tan et al. server-less RFID search protocol [16].
However, ther 0 shortcomings of security and performance in Tan et al.’s
mechanism as fo

DIn the*gl of Tan et al.’s server-less RFID search protocol request message from a
reader aI ontains a changeless value R;, namely an adversary can recognize and locate
the re By intercepting and analyzing. That is to say, the location privacy of the user that

the reader could be traced.

(2YLow-cost passive tags have constraint requirements of limited resources, using less
hardware cost is an important research object, we can see that using pseudo random number
generator in tags leads to extra hardware cost, usually, about 700-800 logic gates is needed to
implementing a pseudo random number generator. More seriously, these two protocols use
two hash functions each. So it is unpractical for low-cost RFID systems.

3.2 Review of Ji et al.’s RFID search protocol
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In 2008, Ji et al. proposed server-less RFID search protocol [17].
However, there are two shortcomings of security and performance in Ji et al.’s mechanism

as follows:

(DIn Ji et al.’s server-less RFID search protocol, request message from a reader always
contains a changeless value R;, namely an adversary can recognize and locate the reader by
intercepting and analyzing. That is to say, the location privacy of the user that attached by the
reader could be traced.

(2)Low-cost passive tags have constraint requirements of limited resources, using less
hardware cost is an important research object, and we can see that using pseudo random
number generator in tags leads to extra hardware cost.

A typical server-less search protocol [8] in 2011 is introduced as follows:

3.3 Review of Chun et al.’s RFID search protocol

A\
X

. . *
Table 1. The notations used in ction
Symbol Meaning P~
® XOR operator ‘ VV
ID The unique identifier of a tag (The len I)
RID The unique identifier of a reader, length i is 1)
PRNG() The pseudo random number tor (The len @utput islg, Ir<1)
N+ Random number of tag ¢
Ng Random number of rea
Ti Secret value betwee and ta
SE= (E,D) A symmetric encr a gorlthmx
Ex(m) An encryptio m associated to @key K
Dy(m) A decrypti m ass a key K
Server Q Q&ader Tag
PR i\\ Q PRNG() PRNG()
p1 Eip(RID; @ Ng), Ng
® Step 2
RID, ID,T

"

RID,ID
T

>

ooy

142

Insecure channel

Exi(ID @ Nr), Ny

Step 3
Ki = Ex(RID; @ ID) @ Ng

Insecure channel

Figure 2. The original search protocol

1D, =Dip(Eipi(RID; & Ng)) @ N

Copyright © 2013 SERSC



International Journal of Hybrid Information Technology
Vol.7, No.2 (2014)
The execution access of the original search protocol:
Stepl: Server—Reader: E1i(RID;® 1D))

The server chooses the ID of specific tag(ID;) and calculates Er(RID; ® ID;), then sends
E+i(RID; ® ID;) to the reader (RID;).

Step2: Reader—Tag: Eipi(RID;® Ngy, N

After receiving E+i(RID; @ ID;, from the server, the reader would store E+(RID;® IDj) in its
memory and generate a random Ng, then calculate E,pi(RID;® Ng) and send Epi(RID; © Ng),

Nr to tags. \/o

Step3: Tag—Reader: Ex;(ID © Ng), Nt

calculate RID;” = Dip(Eipi(RID;®Ng) ®Ng, then calc P = i’ @1D) ® Ng,

After receiving Epi(RID;®Ng), Nr from the reader, eac: ta.g near h@er should
subsequently generate a random Ny and calculate A I @N@Wend Exi(ID & Ny),

N+ to the reader.

After receiving Eqi(ID®Ny), Nr from ea@g, the %er should calculate Ki* =
Eri(RID;® D)) ®Ng and ID’ = Dy( Ed @R))@ . IINID; = ID’, the specific tag is

searched, or the tag is not the specific t@ he s Id search.
This protocol is simple and cl r@ ere are tgo}oblems as follows:
(1)Losing synchronization ﬁxen the se’rvi datag

In a execution access Of@espondi@enticaﬁon protocol of this RFID system, if an

adversary disturbs the unicatioris between a reader and a tag by means of intercepting
or blocking messa smittame cret value T that shared between the server and the
tag maybe n pdated successfUlly in this authentication access, it could cause losing

synchronizat tweenﬂ kend server and the tag, so in this search protocol, T; in
E+i(RID;® ID;) is not g T stored in the tag, the legitimate tag cannot be searched by the
backend server agai %’

(2)Computatic® of a tag is high

protocol, the encryption method between the server and a tag use
symmet#i ncryption function like AES. Usually, the one-way hash function has lower cost
etrical encryption function, so this search protocol and its corresponding
ication protocol are not suitable for the low-cost RFID system.

For solving these two problems, we propose a new RFID search protocol for mobile
readers based on one-way hash function.
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4. A New RFID Search Protocol based on One-way Hash Function

4.1 Notation
Table 2. The notations used in this protocol
Symbol Meaning
@ XOR operator
I Concatenation operator
ID The unique identifier of a tag (The length is I)
RID The unique identifier of a reader (The length is I)
H( An one-way hash function, H: {0,1}" —{0,1}' (The length of output is I) V‘
PRNG() The pseudo random number generator (The length of output is I, usually Iz
Sold Old secret value v
Shew New secret value 0
Nt Random number of tag *
NRrold) Old random number of reader \
Nr(new) New random number of reader Q V
Npg Random number of server databases O 4 % »

4.2 Assumptions

readep§s assumed insecure for wireless
and at sumed insecure either, we assume
%q i

(1)The channel between the server
connection, and the channel between
that an adversary could observe and ulate co cations between insecure channels.

(2)The resources of each pg;& tag are IS ined. In this protocol, each tag only needs
to have a one-way hash fupetion H(), ration capability and concatenation operation

capability. . Q
(3)A tag is not le tow ised with an adversary, that is to say, the adversary
cannot acquir inrter informatiow’of the tag.

(4)The on hash @ H() is secure enough ageist brute exhaustive search from an

adversary. @
43 |nitia|ization®%

In this $&,~the backend server needs to have a one-way hash function H(), A pseudo
rando er generator PRNG(), and stores Table RID, Table ID; A reader needs to have a
0 ’bash function H(), A pseudo random number generator PRNG(), and stores its own
R tag needs to have a one-way hash function H(), A pseudo random number generator
PRNG(), and stores its own ID and secret value S.
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4.4 Search protocol

Server Reader Tag
H(Spew.; @ 1D; @ RID)

PRNG() H(gi, e 0 ) | PRNGO PRNG()
HO H(Ssa,©1D) HO | H(Syon 01Dy o ori,| 1O
Stop 1 H(H(Sws 1 1D) @ Ng) @ RID,
RID,ID Ng
Soig Step 2
S RID; ID,S
Nos H(SeID e RID) @A,
Noew H(S eIDeRID") @4,
Nr VQ
Step 3
A = H(Ng @ ;)

< > )
g A d
Insecure channel nel

Figure 4. The proposed ' @l

The execution access of the proposed protoc %

Stepl: Server—Reader: H(Spey .(—BID & }, ID), H(Soq i ®ID;®RID)),
H(Soia_i ® 1Dy)

The Server chooses the ID of. ific tag(ﬁSQ\and calculates H(Spew i ® ID; ® RID;),

H(Shew i ® I1Di), H(Soq_i @ ID; éﬂ% Soid ¢ , subsequently sends H(Syew_i ® ID; ® RID;),
H(Shew i @ 1Di), H(Soia_i @ ID; ® RID;), H( i) to the reader (RID)).

r) ®RID;, H(H(Soiq_i @ ID;) © Ng) ® RID;, Ng

, H(Shew i ® 1Dj), H(Soig i ® IDi ®RID;), H(Soi i ® ID))
from the serve der woul re H(Spew i ® ID; ® RID;) and H(Syq i @ ID; ®RID)) in its
memory anda e are "«U N, then calculate H(H(Snew i ® ID;) © Ng) @ RID;, H(H(Soiq_i

new_ I

Step2: Reader—Tag:
*
After receiving i D1

@®ID;) ®Ng) IRID; and ﬁ. H(H(Snew i ® 1Di) @ Ng) ®RIDj, H(H(Soiq_i @ ID;) © Ng) ®RID;,
NR to tags.
Step3: Tag— "H(S@®ID®RID’)® X, HS®ID ®RID”) ® A, Nt

After reegg,g H(H(Shew i ® 1D;) ® Ng) ®RID;, H(H(Soia i ® ID;) ® Ng) @ RID;, N from the

near the reader should calculate H(H(S @ ID) ® NR) firstly, then calculate
RID’ (S®ID)®Nr)® H(H(Spew i ®1D;) ®Ng) ®RID; and RID” = H(H(S @ ID)
(H(Soia_i © 1D;) ® NRg) @ RID;, subsequently generate a random Ny and calculate A =
®©N7), HS®ID®RID’)® L, H(S®ID®RID”)®A, then send H(S®ID ®RID’) ®A,
H(S® ID ®RID”) ® A, N+ to the reader.

After receiving H(S®ID ®@RID’) ® A, H(S® ID ®RID”) ®A, Nt from each tag, the reader
should calculate H(Nr © N+), then calculate a = HINRr®N7) @ (H(S® ID ®RID’) &) and =
H(NR®Nr) @(H(S@ID® RID”)®1). If a = H(Snew i® ID;®RID;), the specific tag is
searched, or the reader checks whether f = H(Sqq i ® IDi®RID;) or not, if B = H(Sqqi®
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IDi ®RID;), the specific tag is searched, but in the previous authentication access, the tag has
not updated S successfully for some reason. If o <> H(Spw i@ IDi®RID;) andf <>
H(Sqiq_i © ID; ® RID;), then the tag is not the specific tag that the server would search.

5. Security Analysis

We would analyze this protocol to evaluate whether it meets the security requirements as
follows:

(1)Tag untraceability

An adversary could eavesdrop the response message H(H(Snew i @ ID;) @ Ng) ® RID;,
H(H(Soa_i ®1D;) ®Ng) ®RID;, Ng from a tag, and analyze the information carefullyzand tfy
to detect the user’s location privacy by tracking the tag. Because the tag gene
random number Nr during each access, so the adversary cannot diﬁerentiat% tag does

the response from the message H(H(Snew i © ID;) © Ng) @RIDJ, (H(Soiq i r) ®RID;,
Ng. So this protocol can meet tag untraceability.

(2)Reader untraceability Q

Each message from a mobile reader is changed ery se?ﬁg\ﬁnce a mobile reader
generates a fresh random N, in each session and of the ile r@ader is not transmitted in
plaintext. So an adversary cannot trace the m sofa' reader holder.

(3)Tag information protection

Because the information of an | o) is \ in the backend server and is not
transmitted through the channel back ver to the reader, an adversary cannot
acquire the information of the is pr %an meet tag information protection.

(4)Replay attack

In each session, me&e reade wo d generate a new random Ng and a tag would
generate a new ran% T sr@attack can be prevented in this protocol due to the
message trans ith each access/is Uifferent. Different value of H(Ng © Ny) is utilized in
individual aa dN a key role in providing different value of H(Ng © Ny) to
conceal H(S ©¥&'® RID’ ® ID ®RID”) of the tag. An adversary cannot acquire H() so
as to calculate H(Ng % 0 it is impossible for the adversary to perform replay attack.

(5)Denial of S@(DOS) attack
This pr is based on dynamic ID mechanism, for solving the problem of Denial of

n a execution access of corresponding authentication protocol of this RFID
ared value S,4 and S, between the backend server and the tag should be
, SO H(Snew_i @ID;® RlDJ), H(Snew_i ® |Di), H(sold_i @ID;® RlDJ), H(Sold_i S lD.)
ha een calculated, H(Spew i®IDi®RID;) and H(Seq i@ IDi®RID;) are regarded as
authentication secret. Even if the backend server and the tag have lost synchronization for
some reason in previous authentication access, the tag can be searched successfully.

(6) Privacy of search result

This protocol can protect the search result of a mobile reader. Because all tags nearby the
mobile reader respond to the request, an adversary cannot learn whether the mobile reader
found a specific tag or not. Even if the specific tag itself cannot know whether the mobile
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reader wants to find him or not. Since T;does not know the identifier RID; of the reader, T;
cannot decide whether the RID’ or RID” which is extracted from the received broadcasted
message is correct or not.

Table 3 indicates a comparison of results among our search protocol and the related
search protocols [8, 16, 17] in terms of security.

Table 3. Comparison of security

Security requirement [8] [16] [17] New
Tag untraceability 0o e} O o}
Reader untraceability o} X X o}
Tag information protection o} o} O )
Spoofing attack o} X X o} V’
Replay attack 0 o o] o
DosS attack X ] (0] ]
Privacy of search result 0 X X o 0
Based on dynamic ID X X X
‘O’ denotes satisfied, ‘X’ denotes not satisfied *‘

6. Conclusion QQ \>/
Mobile RFID systems suffer from more privagy and security préblems. Therefore, in this

paper, we analyze security requirements for RFAD $earch p. Is firstly; then pointing out
the shortcomings of one typical RFID seaé @ otocol; basethon the analyzed result, a new

RFID search protocol which meets th Irements mobile readers is proposed. The
careful security analysis shows that thig pretocol h% ecurity properties.
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