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Abstract
With the development of urban rail transit, the wisdom subway inform em based
on the technology of wireless sensor network and RFID s%d at thé\rjght, moment. This

system trustworthiness in detail. We develop a at provides a new
method for measuring the software trustworthin d a plat used to measure the
software trustworthiness of the information syst

Keywords: the wisdom subway mf& e@software trustworthiness, set of
software trustworthiness indices, SAF ‘y\
1. Introduction A

As the promoting of urbagization p%\ e operation of rail transport achieves rapid
d integration do not reach a high level. In order

development. However rmatizat
. . *
to maintain a gooE ansport %:wronment and avoid major security incidents, the
t

paper analyzes the framework of the wisdom su ation and studied the
es‘

intelligent subw:. ormatio which revolves about the Internet of things
technology, @ gt less sensor network technology and RFID technology arises
at the historic ent. TWmation system collects all kinds of information along the rail
transit and then sent t the information platform for processing. The intelligent subway
in the Internet environment, it is not safe for hostile attack which
t ‘any time. In addition, there may be software vulnerability and defects
which Willbﬁ,instability during the development of the system. This decreases the extent

an trust their software, so there is an urgent need for reliable ways to measure

to which
th@u@)r hiness of intelligent subway information system.
yst

IS paper, we studied the trustworthiness measure methods in subway information
S and propose a new trustworthiness measurement model. We also develop a
trustworthiness measure platform of intelligent subway information system and we will
introduce it in detail.
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2. Related work

2.1. Analysis of intelligent subway information system

As the points of focus of trustworthiness are different with the difference of the types of
systems and software, we should perform detail analysis for a specific software system. In
this paper, we aim at measuring the trustworthiness of intelligent subway information system.
First of all, we make some analysis of the system. The function of our intelligent subway
information systemis collecting environment information parameters along the rail transit and
performing real-time monitoring for the safety status of tracks and bridges. The system
includes the perception layer, base station transport layer, data process layer and ap Iicati(ln
layer, and capable of sensor data acquisition, data analyzing and storage, data t n&@on
and data processing. Therefore our intelligent subway information syste 's%d of
information management software. &

*
2.2. Software trustworthiness research & @
ru

Currently there's no unified definition and stand ftw Qﬁrthines& Different
experts and organizations have different understanding=to "Trust". \tsted Computing Group
(TCG) defined the "Trust" as follows: An entity4js trusted 4 %ehavior is always achieving
the desired goals in the expected way [1].*H in-Wang defined the "Trust" as follows: We
say software is trusted when its system's@ior is\ the expected behavior and results
consistent with the users [2]. \

According to the research Q the‘d inition of trust previously, we give a new
definition of trust in this paper: \

Definition 1: Software worthin Q&rs to the software system can make sure the
operating results congis ith user’ é(Z%ﬂ:t&l’[ions and win the trust of users in the objective

in a certain environh% Q
3. Key Tet@o y @

3.1. The establishmeu@ e software trustworthiness indices set

Based on exisfi esearches [3-5], in this paper, we establish a new set of software
trustworthi i

g5 indices. We provided the definition of software trustworthiness, and divided it

meeting the demand of both explicit and implicit functional, as well as the capacity of being
understood, learned, used, and transplanted.

Reliability: In the specified conditions and within the stipulated time, the capacity of
operating without failure.

Security: The ability of ensuring the confidentiality, integrity, availability and authenticity
of date and information for a software system.
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Maintainability: The ability for software product of being modified, being improved, or
adapting to the environment when operating environment or the functional requirements
change.

Survivability: The ability of against attacks to guarantee important functions running and
restore the service within the required time when the software is under attack or unexplained
failure.

Specific system of software trustworthiness indices is shown in Figure 1.

3.2. Stepwise-AHP-Fuzzy

The processing of measuring software trustworthiness is a relatively subjective method that
is restricted by the existing research and technology, so the process still unable eWIIy
objective. As the software trustworthiness has social nature at the same timeg=s0 ould
conduct a comprehensive analysis of the software to be measured and usin t@ ematical
theories and models to minimize the effect of subjective This resents a new
software trustworthiness measurement algorithm: Stepwiﬁ\ uzay (S
The SAF is divided into four steps: Step 1, A n@ f ex scowng for the software
according to the established software trustworthine dex set pe of software, then
screen significant related indices by using stepqse regressi Igorithm; Step 2, Calculate
the index weight vectors by using AHP aceo 0 the sele indices and software; Step 3,
Establish fuzzy relationship matrix by usi zzy c‘x nsive evaluation method; Step 4,
Software trustworthiness measurement results aﬁq} Ined by weight vector and fuzzy
relationship matrix. The proceﬁ@uring software trustworthiness is shown in Figure 2:

\Q
\,
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Figure 1. System of software trustworthiness indices
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STEP1.Expert scoring for the software According
to its type, then screen significant related indexes
by using stepwise regression algorithm

v v
STEP2.Conduct fuzzy comprehensive STEP3. Calculate the index weight vectors by
evaluation according to expert evaluation using AHP according to the selected indexes
Stablish fuzzy relationship matrix ‘ ‘Weight vector of indexes ‘

v V
STEP4.results are obtained by weight
vector and fuzzy relationship matrix. O

Figure 2. Flow chart of measuring @ are trL\tw\}Nﬁness

trustworthiness measurement model propose 0as [6]

Q=aR+bP+cF +dSa+eSe+ fT +®w
Where Q expresses the trustw @ of softws%and R, P, F, Sa, Se, A, T, M represents
tiq]e&n

the reliability, property, faul secu\ onfidentiality, availability, testability and
maintainability respectively; a, b indicate the weight of trustworthiness index.

3.2.1. Screening index of stepwise regr@algonth@ordmg to the software

It follows that the softwar tworthm be linearly represented by the trustworthiness
indices.
The new trustwow me t model proposed in this paper is as follows:
TW = cSa + d eL+y 2

Where TW expres
availability, reliabili
the weight of corr,

trustworthmess of software, A, R, Sa, M, L represents
rity, maintainability and survivability respectively, a, b, c, d, e is
Ing trustworthiness index, which are unknown attributes.

The Iechators of trustworthiness can also linearly represented by the secondary
indicator

@%a AX, (i=1,2,--,10) 3)

Among them AX, as secondary level indices of availability, for example:

comprehensibility, easy operation etc. «;as the corresponding weight coefficient of indices.
Similarly available:
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R =Zn:ﬁini (i=1,2,,10); Sa=_anZiSaXi (i=12.-,10) ®

M =3 6MX, (=1.2--8); L= 6LX, (i=12,--,6)

i=1
Here, RX;, SaX;, MX;, LX; as secondary level indices of reliability, security, maintainability
and survivability respectively. /3, 7, 9, & as the corresponding \ejght coefficient of indices
respectively. The type (4) into type (2) we can get:

TW = alzolaiAXi +blZO:,Bi RX, +clz°:;(i3axi + dzglé‘i MX, +e§6:gi LX, +y

i=1 i=1 i=1 i=1 i=1 *
=aq AX, +--+aa, AX, +bBRX, +---+b B RX,, +Cx,SaX, +---+Ccy,SaX,, \/

measurement model, before the stepwise regression algori eeningWadicss, put forward

the following 4 conditions: Q

Condition 1: Software trustworthiness can be sed b ipdicator of centralized
indicator linearly.

Condition 2: Software trustworthiness@ set i%@s not significant indicators
which Impacts on the measurement model.’\

Condition 3: The number of exp %\o do %g{y indices selection is greater than
the size of the software trustwort\fi ices set.

softwam@)ility focus indicator is not bigger than it in

+do,MX, +---+dGMX; +eg LX, +---+egLX, + ¥
In order to ensure the correctness and rigor of soﬂ;arg trusﬁo ipess indices

Condition 4: The correlati

software trustworthiness itse:f. Q
Hypothesis1: E)iis% are Suss%ue thiness indices set contains all known software
int

trustworthiness indic . if the re unknown indices, representation used in the
measurement mod hands\@n ference.
step, t umber of scoring experts k is greater than the indices set

In expert
number n. ThatAs, n+1

trustworthiness TW

ight each expert score, a total of k experts. The software
dependent variable, is K x1matrix. The indices set as the

XN matrix.
ise regression algorithm is a relatively mature statistical algorithm [7];

it has alre integrated in many mathematical statistics software. We use stepwise
regressio ithm function stepwisefit () in Matlab for computing. The function format of
stepwi

~, ~, inmodel, ~, ~] = stepwisefit(x, y, 'penter’, 0.1,'premove’, 0.2)

Where input parameter Y is the dependent variable, namely TW, is k x1 matrix; X is the
independent variables, the set of indicators scoring, Kxn matrix; penter: significance
probability limit of regression equation significant parity, the independent variables are
introduced into the equation’s biggest significance probability; premove: regression equation
significant calibration’s significant probability limit. The output data, the corresponding item
value is 1 in vector in model, said the indices is significantly linearly, the indices were
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screened. The corresponding item value of 0, Said the indicators no significant linear, has
been dropped out of the equation.

Assume that there is a total of n software trustworthiness indices, after stepwise regression
algorithm selected p of n, p <n, remember to FS (Filtered Set). FS is a 1x p matrix. That is

FS =[FX, FX,---FX_], among them FX; is an item in n indices, a total of p.

3.2.2. Fuzzy comprehensive evaluation:

1. According to the first step in the hypothesis selected the FS, which is divided into five
remark factor set [8], respectively for the collection of secondary indicators of the availability,
reliability, security, maintainability, and survivability. Assume that software rellablllty
remark factor set is U = {uq,u,, us, uy, us}, among themu, u,, uz, uy, us Said

reliability, security, maintainability, and survivability remark factor setb mong

them,u1Uu2Uu3Uu4Uu5=FSandulnuznu3nu4n§ @

2. Determine the comment set

In the process of fuzzy comprehensive evaluaﬂo@
into five grades: very low, low, normal, high, and igh. Na

set V = {vy, v,, v3, 14, v5} = {very low, low,n , high,w igh}. For example, expert 1
may think “very low “the score is exprees@s 20, but ex 2may think it is 40, that is
comment set membership degree class n for xpert is not consistent. So we
should score comment set mem 9

usmg§q§ riangular fuzzy number to show
membership, to do comment set rt scorl Assume that A = (I, m,u) is the triangular
fuzzy number, represents mem ip[9], asf\ on (9) shows

(x= - I) I<x<m
\\Q(x) )/(u m),m<x<u (6)
, other
Among t@ wer, m represents most likely values, u represents upper.
According to ments bership, set up Table 1,

’@; - Scoring Tables of Remark Set Membership
Comment; set

Expert 1 Expert m
(0, 20,30) (0, 10,20)
O (30,40,50) (20,30,40)
@1 (50,60,70) (40,50,60)
H (70,80,90) (60,70,80)
VH (90,100,100) (80,90,100)
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Put Table 1 into comment set membership degree of normalized processing, using the
weighted average algorithm, as follows:

AL = Zm:(lvu My vuvu) m= (EL , rﬁ\/L'UVL) (7)

i=1
We can get the average membership function of evaluation set isA;, Ay, Ay, Ay, then
according to the blur function (7).

8 = Yla, + 3 +(1-1)a,] (8)
Assume that decision makers risk aversion degree scale A = 0.5, said policymakers to risk
a neutral attitude. We can get defuzzification function: \/

A.=m/2+(+u)/4
Put the average membership function into formula (9), we,can get t value set
corresponding to comments set V. which is * Q
V ={V,,V,,V,,V,, V. } > A

At this point, the use of triangular fuzzy nu%s estab &tlon set is complete;

we get a set of accurate numerical Acorrespo the c set V.

3. Fuzzy Comprehensive Evalua

Experts judge the individual ele |n the reﬁx ctors set, first, based on the remark
factor set U, establishing expe rema form; there are m experts, to evaluate p
indicators.

Availability, for exam assumem emark factors set u;={Comprehensibility,
Operational ease, Easy |on} A ng remark sets, to constructs the fuzzy relation
matrix R;. First, !%smgle tor remark vector of comprehensibility. Expert I’s
comment on co ensibilit i Yjis j-thin comment set(i=1,2,..,m;j=12,..5).
Assume that pwgihy,; ¥s the numb&“which n experts’ remark of comprehensibility, thereby

establishing ¢ @ factor Er@ vector of comprehensibility.

Ru = (numll /'m, num12®

Similarly we cangefive:

Single t@%emark vector of operational ease:
< (@21 /' m, num,, / m, num,, / m, num,, / m, num, / m)
Si

factor remark vector of easy installation:

m,; / m, num,, / m, num, / m)

R,; = (numy, / m, num,, / m, num,, / m, num,, / m, num,, / m)

Copyright © 2013 SERSC 7
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We can get availability fuzzy relation 3*5 matrix Ry by Ry, Rz, Rus,

num, num, num, num, num;

R ==|num, num, num, num,, NuMm,
m

num, num,, NumM; Num,, Num

Repeat the above steps; you can construct fuzzy relation matrix of reliability R,, fuzzy
relation matrix of security R, fuzzy relation matrix of maintainability R,, fuzzy relation
matrix of survivability Rs.

4. AHP to Determine the Weight
L 4
This step is the use of analytic hierarchy process (AHP) to make sure the de@%/el

indicators among availability, reliability, security, maintainability, survivabilj make
sure the weight between every first level indicator and its secondary level indiCater.

Grading way using the Delphi method with the method of aRonymou ts, through
multiple rounds of survey that experts view the establish ofjudgmen ix, after much
consultation, summarize, modify, and finally aggreg tovexpert Wus, as final result
of the two-two judgment matrix. b

Assume that after using the Delphi method, exp unified on final result of the
two-two judgment matrix, established a first le dicatoss @ment matrix of availability,

reliability, security, maintainability, surviwﬁ@ \
Assume that first level indicators Ju?g a@s a ma}trix of P55 compare the
importance of each indicator for soft iabili K proportional scale method 1-9 for
3 4 ]
2 3
1 2
1
/

scoring. Suppose the results as follo
A 1 X
@ [
. Q P=N\1/3"1/2
\\ Q\ 4 1/3 1/2
Q 5 1/4 1/3 1/2

Then calculate jud eéxatrlx P’s largest eigenvalue A,,,, and the weight vector W by

using the Specificati sted average method. W is the weight coefficient of each index
allocation result

5
4
3
2
1

1/

Specific%%;of Specifications listed average method are as follows:

n

n
c@lumn vector of P normalized W, =a; /> a; , and then sums each roww, = > W, ,
i=1 j=1
n
normalization of the sumw, =W, /Zv”vi, and the vectorw=(w,w,,---,w,)" is the weight
i=1

vector. Calculate the largest eigenvalue as follows:

1S (Pw),
_Hi;—wi (10)
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Then according the AHP consistency check method, use C.R to verify whether the
consistency of judgment matrix is passed. C.R=C.I/R.I, whereC.l =(4,, —n)/(n-1),

R.1 is the average consistency checking value, which can be gained by checking Table 2. If
C.R<0.1, we consider P has passed the consistency check, otherwise, it needs to be adjusted.

Table 2. R.| Reference Table
N 1 2 3 4 5 6 7 8 9

R. 0 0 0.58 0.90 1.12 1.24 1.32 141 1.45

matrix of the secondary indices, W, is the availability weight vector, W, is _th ility
weight vector, W;s is the security weight vector, W, is the maintainability welfg tor, and

W5 is the survivability of weight vector. ﬂ:
5. Get the Judgment Results through the Fuzz i ght Vector

of av w reliability, security,
ectively, we have also

Similarly, we can get the weight vectors and perform consistency check of th jﬁ?&ﬁt
gE{n I

After the step 3 we can get the fuzzy relation
maintainability and survivability, represented b 1

2

gained the weight vectors W, W,, W eacho by step 4. Then we will
combine the weight vector W with the atlonshlp rix R. The fuzzy operator is
indicated by the weighted average opera =B=(b,b,,---,b,), then

b. = 3 r.=min(l, r @ 0,1

= an =mint. > ,)k m r@ ]

We can get the comp@@’ve evalua@ various factors. Namely
*

\\ “W R (i=12,345) (11)
Combine j@esults of edelf Levels index:
@ RI :(BpB ,83,34,55) (12)
R, is the relationshi y matrix of levels indices. By combining Rjand W,, we can get
the fuzzy compre ive‘evaluation results G of software trustworthiness.
G=W, R =(9;,9,: 95, 94, 9s) (13)

Then que%ed the comment set V*s precise set of values A as follows

@O S=> 0/A (14)
ally we can get the result of metrics for software’s trustworthiness indicated by S .

The S we get before is a hundred mark numerical result, which can get the level of fuzzy
comprehensive evaluation according to maximum membership principle. Namely that
evaluation result G is an item of the comment set V.

Copyright © 2013 SERSC 9
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4. The Overall Design Scheme of the Platform

4.1. System architecture design

The main function of the platform is to screen out the software trustworthiness indices
which have a significant impact on the software trustworthiness. Screening is based on the
intelligent subway information system software category that is information management.
Then the experts perform fuzzy comprehensive evaluation of the selected indicators,
obtaining the results of software’s trustworthiness indices measurement and measurement
report to measure the intelligent subway information system. According to the platform
requirements, we choose MyEclipse and Matlab as the development tools, the programming
language are Java, Matlab, HTML, JSP and JavaScript, the underlying database use MySql.
Based on B/S architecture, we use the MVC pattern of development, Struts2 + HW&B
technologies.

4.2. System function design . O

Software Trustworthiness Meas%g@orr%
\ C )

| N~ |

hd
Metrics for trustworthiness module Platform m ent module

/

1]

S

1odal o1BW
1ea1103s1Y J0 Juswabeuey

S301pUI
SSOUIYLIOMISNI] UBaloS
91000s Azzny suadx3

1yBram ayr sulwILBQ
aejdwa Burod
JLI38W JO Juswabeue)
sboj 108foud wuoyeld
ayp Jo wawabeuey
Juswabeuely Jasn

195 S891pUI SS9
aJemyyos Jo 10

Mainly complete t
screen the softw tegory indicators according to the existing set of software
trustworthiness i@ then the experts give fuzzy scores and determine the index weight
according creefied software trustworthiness indices and intelligent subway information
- Finally, we get results of the fuzzy comprehensive evaluation and give the

ement of software trustworthiness indices set

T:is function module is to stores all the software trustworthiness indices in the
management system. We can perform adding, deleting, changing or checking to the indices.
But we should have a panel discussion before the corresponding operation.

3. Management of metric reporting template

Metric report templates pre-populated with some of the metric report basic information,
such as the metric process description, measurement level description, and experts

10 Copyright © 2014 SERSC
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suggestions to the metric results and other information. The module can change the
information according to the actual situation.

4. Management of historical metric report

This module achieves functions such as downloading metrics reports, viewing, uploading
and deleting historical metric reports. The report is downloaded in PDF format or Word
format.

5. Management of the platform project logs
Implement management of the metric projects and view historical metric project Iogs.

6. User Management

Manage user information including user name, login name, password, %lts user
permissions and other information. According to the user to add, delete eck etc.,
assign user roles and permissions.

5. Conclusions

This paper describes the methods of metrics for re trus Mess of the intelligent
subway information system. We propose a algorl for easuring the software
trustworthiness: fuzzy comprehensive eval ased pwise regression and the
analytic hierarchy process’ (SAF), we als cted demgn and implementation
of the measurement platform. We ents and tests of the Intelligent
Subway Information System and ut th rement report by using the metric
platform. The result will pro nces a ons to intelligent subway information

system’s improvement.
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