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Abstract

Trust is part of our daily life and thus can be used as a mechanism for providing security
in computer networks. In this paper, by considering the dynamic nature of trust, especially
the temporal and spatial characteristics in security of society, we describe trust from four
factors: access time, place, history behavior and risk control strategy and then apply fuzzy
clustering method and information entropy theory to design a weight allocation algorithm for
these factors to compute a value for trust.
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1. Introduction

Trust is an important aspect of decision making for Internet applications and, in
particular, influences the specification of security policy [1]. Trust models have been
proposed to control anonymity, unpredictability and uncertainty [2, 3]. The concept of
trust is originally derived from social sciences and is defined as the degree of subjective
belief about the behaviors of a particular entity [4]. Blaze first introduced the notion of
“trust management” and identified trust as a separate component of security services in
networks [5]. In recent years, many researchers have also applied trust to solving
network security problems in which measurement of trust relationship between entities
in networks has become a key issue. However, the application of classic mathematics
functions to compute trust values often leads to inaccuracy. The reason is that trust has
the nature of subjectivity and fuzziness.

In this paper, by simulating the temporal and spatial characteristics of security in the
human society, we describe the trust includes four factors: access time, place, history
behavior and risk control strategy. We will apply fuzzy clustering and entropy theory to
design a weight allocation algorithm for these factors and show through simulation that
our proposed method of trust computation is feasible.

2. Trust computation

The purpose of applying trust to control access to information and services is to
prevent “illegal” subjects from accessing resources as accurately as possible. From
another perspective, the access behavior of an “illegal” subject is similar to crime in
law since they both violate the constraint defined for the actions. Prior research has
shown that crime has significant time and space features [6, 7]. For example, November
and December are the period in which most criminal cases occur during a year and most
criminal cases happen from 6pm to 12pm in a day. Furthermore, the crime rate is higher
in urban areas. In sociology, trust on a person who has criminal record is significantly
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lower than that on an ordinary individual. In our study, we use the IP address of a
subject to denote the place factor.

Trust exhibits three characteristics: dynamism, subjectivity and ambiguity. Risk
control refers to the ability of control and repair of an object after unauthorized access
takes place. The impact of risk control factor on trust evaluation is closely related to the
security system of an object. Generally speaking, the higher the object’s security level,
the stronger the risk control ability and the higher the subject’s trust value.

Given each factor of trust, suppose every factor’s trust value is Ty, Ty, ..., T,
respectively, and the weight of each factor is W;, trust value can be computed as:
+ =Z(W Ty For different application, factors of trust can be set specifically. In
addition, trust computation consists of two parts: determine each factor’s trust
evaluation method to get each factor’s trust value and each factor’s weight allocation.

2.1. Evaluation of Trust Factors

According to an object’s property and a subject’s behavior history information, we
can establish tables for the time and place of the trust evaluation rules. For example, the
trust value of a subject who accesses a recreation resource during work hours is lower
than that during spare time. For accessing educational resources, trust value of a subject
whose IP address belongs to an educational network is higher than that to a non-
educational network.

According to the property of each resource, time can be divided into n periods. For
each time period [ti,tj], we formulate corresponding trust interval [Ti,Tj], which means
that when a subject accesses the resource at time t, if ti<t<tj, then randomly generate a
trust value TE[Ti, Tj]. To avoid denial of access to an object in high crime periods, we
use the following method. For each time period [ti,tj], when the number of accesses
reaches a certain value, count the total access number m and fraud number k and the
fraud probability in this period is p=k/m. Then, randomly generate a trust value Tx at
time x where Tx<[Ti,Tj]. The trust value of time factor is then

T=Txx(1-p). (@8]

According to the time attribute of resources, trust evaluation table for the time factor
is shown in Table 1.

Table 1. Trust Evaluation Table for the Time Factor

Time period [to.ty) [tu.t2) [t) ... [hat)

Trust interval [To,Ty) [TuT2)  [T2Ts) . [T Th)

Fraud

probability Po Py P Dot

We use IP addresses as the place factor. Subjects can be classified according to the
property of an object. For example, subjects can be classified into subjects in the same
subnet, domain, important service segment and general service segment. We then
formulate the trust evaluation intervals. For each network segment, when the length of
access time reaches a certain number, we count the fraud probability in this network

214



International Journal of Hybrid Information Technology
Vol. 5, No. 2, April, 2012

segment. For a given IP address, we can use Formula (1) to compute the trust value of
the IP factor. Trust evaluation table for the IP factor is shown in Table 2.

Table 2. Trust Evaluation Table for the IP Factor

IP address Same Same Important  **+ General
subnet  segment service service
Trust
interval [TOle) [TleZ) [T21T3) [Tn-lnTn)
Fraud
probability Po P1 p2 e Pn-1

The purpose of introducing behavior history is to control the subject who commits
fraud after getting access permissions. An object records the subjects who accessed it.
Objects can then use these behavior history records as the foundation for a subject’s
future trust computation. If a subject can access the object, then the object uses access
feedback policy. Let S denote access feedback satisfaction degree. An object establishes
an access record table to record subjects’ access information. The access record table
includes: access number, ID, trust values and access feedback satisfaction degree. The
access record table is regarded as a subject’s “file”. Such an access record table is
shown in Table 3.

Table 3. Access Record Table

trust

Sequence D - - Behavior
number Time |p Behavior  Risk  feeqpack
history control
Subject
1 IJ Tw Tu T T Sy
Subject
2 d To Tz T2 Txs Sz
Subject Th
n-1 l: Thio " Thi2 Thas Sha
11
Subject T
n S (O Tos S,

J 1

In the table, Tij is the product of jth factor’s trust value and its weight of subject i.
The trust value of behavior history is the product of most recently accessed feedback
value and its weight. To reduce the access control risk, when a subject first accesses an
object, the trust value for the behavior history is defined as 0.5, a middle value.

Objects may use different security policies and the degree of protection may differ,
namely, objects have different risk control abilities. An object can formulate the trust
value of risk control factor based on its own policy. The basic principle is that the
higher the level of security policy, the greater the trust value. Risk control table is
shown in Table 4.

Let Tij denote the risk control degree when object i uses security policy j for
protection. If the subject’s access feedback value is S&[0,1] in the access record table
and the subject accesses object i, then the trust value of risk control factor is

T = Tij xS. (2)
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Table 4. Trust Evaluation Table for Risk Control

Object Policy 1 Policy 2 Policy n
Object 1 Tu T s Tin
Object 2 To Ty s Ton
Object m Tm Tm2 e Tin

2.2. The Weight Allocation Algorithm

Suppose that trust consists of m factors denoted as x={T0,T1,...Tm-1}. We can then
design a weight allocation algorithm based on fuzzy clustering method [8] for the
factors. The algorithm is described as follows:

(1) Randomly select n history trust records with each of which being initialized and
denoted as vi={xi}, i=0,1,...,n-1. These n history trust values can then form a mxn
Too T01 T

0(n-1)
. T Ty o Tl(nfl) ; ;
matrix X =| . i . . in which each column denotes each
T(m—l)O T(m—l)l T(m—l)(n—l)
factor value. For example, Tij represents the trust value of the ith factor in trust j.
T.
(2) For each row of X, T; = J , Where T, €[0]].
MAX{T 0, Tiys s Tignyy

(3) Establish an "™xNn fuzzy similarity matrix R. For any given rij in R,

m-1
z (Mo ATy)
_ k0
T om '
z (T v Ty)
k=0

(4) For matrix R, use the Equivalence Closure method [9] to get the fuzzy equivalence

ij

matrix H.
(5) LetsetC =¢ and hij denote the element of the ith row and the jth column in H. For
any given hij, if h;eC and h;#10 , C=Cu{h} ;
|c|-2 _ _
q:ﬁ C, , I =max{C} and gz(LI><1OJ E)q;lo 05) . If g<0, then G=q.
k=0 .

g-1
Otherwise, G, =[qx10—0.5 |x 0.1+ 0.05x (i —1),i=01---g —1;G =%Zei .
i=0

(6) Construct a classification matrix B from the fuzzy equivalence matrix H. For any

given element bij in matrix B, o {1 h, =G , search each row of B for any bij=1,
i—lo h, <G

j<i. If it doesn’t satisfy j<k<i and bik=1, then the ith history trust is integrated into
the jth history trust category, namely, v, =v, Uv,,v, =¢.
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. . RS |Vi| ‘V‘V
(7) Compute the entropy of n history trust sets, i.e., I——Z:?Iog2 "
i=0

(8) Delete each row of the trust matrix X in turn, namely, delete each element of trust

to get a new trust matrix Y0,Y1,...,Ym-1. For matrix Yk , k=0,1,...,m-1, perform

step (2) to step (7) repeatedly to get values of Gk and Ik. If G=Gk, then Mk= 1k/
Gk. Otherwise, " 7‘ 1 —1, |» Where Mk denotes the dependence of n trust on the
Tl -G,

kth factor.

(9) According to each factor’s impact on history trust, determine its weight W, = '

M

N

i

I}
o

(10) Output each factor’s weight and terminate the algorithm.

3. Conclusions

According to the dynamic nature of trust, we define trust includes four factors:
access time, place, behavior history and risk control strategy. We then applied the fuzzy
clustering method and information entropy theory and designed a weight allocation
algorithm for the evaluation of the factors of trust to compute the values of trust. In the
future, we are going to further enhance and refine our method by adding more factors to
make it more widely applicable and through more vigorous analysis and experiment.
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