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Abstract

Recently, the paradigm of the power industry has been digitizing around renewable energy.
While this shift is accelerating towards energy-information and communications technologies
(ICT) convergence, there will be many changes in energy policy in the future. In particular, in
terms of energy demand management, locally centered decentralization will take place, and
microgrid-type virtual power plants will be built on a regional basis according to the
activation of distributed energy resources (DER) including renewable energy. To this end,
business models such as electricity trading aggregation should also be considered. In this
paper, we design an energy blockchain transaction architecture that combines blockchain
and the energy Internet of Things (IoT) in a virtual power plant environment. The system
presented in this paper can be integrated with a control system that requires DER and
intermediary trading through an intermediary using web-based software. In addition, it is
possible to promote the activation of energy brokerage transactions by preparing an
environment for efficient trading by collecting a large amount of advanced metering
infrastructure (AMI) information in a fog server.
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1. Introduction
The era of the third industrial revolution, represented by Internet digitalization and
characterized by information and communications technologies (ICT) and automation, is
shifting to the fourth industrial revolution through a paradigm shift that breaks down the
boundaries between industries through intelligentization and hyper-connectivity. Big data, the
cloud, artificial intelligence, and mobile and Internet of Things (IoT) technologies, which are
innovations that triggered the fourth commercial revolution, are fused with energy
technologies, creating changes in the industrial structure and new added values.
Traditional energy systems, which were integrated and centrally supplied through largescale installations, were operated to create value through the simple sale of a single energy
source. However, with the development of small-scale facility technologies such as energy
storage devices and the application of ICT, the increase in distributed power supplies and the
bi-directional data exchange on the supply-demand side have enabled the operation of energy
systems digitized around renewable energy. As the transition to energy-ICT convergence
accelerates, there will be many changes in future energy trade demand policies [1].
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In this way, a combination of technological advances and competitive market structures is
emerging as a new energy management system that creates value through the expansion of
small-scale distributed power supplies and various energy service combinations. In particular,
in terms of energy demand management, locally centered decentralization will take place, and
microgrid-type virtual power plants (VPPs) will be built on a regional basis according to the
activation of distributed energy resources (DER) including renewable energy. Business
models such as aggregation will also need to be reviewed [2].
On the other hand, the era of the third industrial revolution, represented by the Internet and
digitalization, and characterized by ICT and automation, is a paradigm that broke down the
boundaries between industries through intelligence and hyper-connectedness. It is changing to
the era of the fourth industrial revolution. In particular, IoT technology connects the physical
things in the real world and virtual things in the cyber environment through the Internet. It is
the Internet infrastructure of the future that enables people to provide various services while
working together.
The Internet of Energy (IoE) is a network infrastructure that integrates energy and
data/information. This Internet of Energy concept helps to balance power generation and
energy storage capacity with energy demand in real-time via the advanced metering
infrastructure (AMI), demand-response, the e-prosumer, the electric vehicle connected to the
grid (V2G) as a power consumption and storage medium, and with various distributed power
and energy storage devices. In addition, it is possible to actively integrate and manage the
distribution of network management.
The IoE will provide a variety of information and connectivity to energy grids among
buildings, cars, and cities, and will present a breakthrough methodology for energy
distribution and energy storage, plus monitoring of, and communication with, energy grids.
And with renewable energy, energy storage devices, smart meters, energy gateways, smart
plugs, and home appliances, energy consumers, manufacturers, and utility suppliers can
reduce resources, costs, and the number of target devices, and will provide new and powerful
tools for control and management. With the IoE, energy can be delivered bi-directionally
anytime, anywhere; and energy consumption monitoring can be performed at all levels, from
individual devices to regional, national, and global levels. By providing a reliable, flexible,
efficient, and economical energy supply network, consumers can connect and use centralized
large-scale power plants and distributed small-scale renewable energy sources, such as solar
and wind power, in one convergent system.
The International Renewable Energy Agency (IRENA) published its Innovation Landscape
Brief (Blockchain) report about using blockchains [3]. Blockchain technology enables the
implementation of smart contracts, which are a form of automated contract processing based
on shared networks and trusts between stakeholders, contributing to the integration of much
of the renewable energy through system automation [4][5][6]. Smart contracts are
automatically executed when certain conditions are met for electricity-exchange transactions.
Potential benefits can be improved by reducing transaction costs, increasing transparency,
enhancing security, automating management systems, and expanding renewable energy use.
Applications of blockchain technology in renewable energy include electricity trading, grid
management and system operation, renewable energy development financing, renewable
energy certification and management, and electric vehicles [Figure 1].
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Figure 1. Areas for the application of blockchain in renewable energy [3]

It can be inefficient to have all devices connected to IoT computing. It is desirable to
designate a reasonable range of network coverage and to build one fog computing scheme for
a group of simple devices within range. In other words, it is efficient to improve the existing
gateway into a smarter base device and to maintain the simple and inexpensive low-power
and low operation specifications in the remaining connected devices. However,
communication costs can be very high if sensors simply transmit the collected data without
judgment.
In this paper, we design an energy blockchain transaction architecture that combines
blockchain and the energy IoT in a virtual power plant environment. When a consumer who
wants to purchase energy through the blockchain smart contract function requests a
transaction from a prosumer who sells energy, the transaction information is generated as a
block and anonymously disclosed to participants and power companies participating in the
power transaction. It is verified, and forms a blockchain with the contents of previous
transactions.
This paper consists of Section 1, the introduction, Section 2, research related to Section 3
on the blockchain-based fog-enabled energy IoT architecture, Section 4, providing analysis
and evaluation, and Section 5, the conclusion.

2. Related works
2.1. Energy Clouds
Recently, the power sector has been changing from the centralized supply structure of large
power plants, such as thermal power, hydro-electric power, and nuclear power. Distributed
power generation is expanding due to emissions regulations and the emergence of prosumers.
In addition, the installation price of a distributed power supply is lower and cheaper than
existing power generation sources. This change is being developed as a distributed power
supply in combination with technologies like cloud computing; technologies such as energy
storage, energy efficiency improvement, and demand response are developing into an energy
cloud that controls the power grid [Figure 2].
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Figure 2. Progress from centralized power generation to the energy cloud

Energy clouds offer economies of scale, flexibility, and resilience. The energy cloud
transformation increases distributed power sources, generates and sells electricity on its own,
and promotes the growth of the smart grid market.
The energy prosumers are consumers who produce, store, and consume electricity by
connecting various distributed power sources, such as photovoltaic cells, fuel cells, and ESSs;
they are both consumer and supplier. The producer is an integrated concept [7]. Furthermore,
the surplus power remaining after one's consumption can be extended to self-consumption
through peer-to-peer transactions in the community. A system for the energy prosumer is a
small solar power system or fuel cell used as the main power source, and it is composed of a
gateway (inverter, distribution panel, etc.) that connects the ESS for energy storage and
controls the whole system [7].
2.2. Virtual power plant
Virtual power plants can be used to solve or mitigate issues such as grid disruptions, peak
demand, and peak-hour energy costs. On the end-user side, there is a need to strengthen the
distribution aspect before building a VPP. This will be of great help in terms of better
connectivity and improved reliability.

Figure 3. Conceptual diagram of virtual power plants [8]
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Distributed energy resources and the distributed energy resource management solution
(DERMS) are key VPP components. The most common DER solutions are solar production
and storage solutions. Currently, the most important project related to the VPP is being
developed and is progressing based on solar storage technology [8][9].
A VPP is a demand management solution, as shown in Figure 3. It works by integrating
multiple end-user power sources and connecting them to a power network. The solution will
help to meet demand targets by turning the power generated by the buildings at peak load
times into building demand. This demand management pattern can extend to communities as
well as buildings.

3. Blockchain-based Fog-Enabled energy IoT architecture
In this paper, we propose a fog-connected energy IoT architecture based on a blockchain
energy trading platform. [Figure 4] shows the architecture of the fog-connected energy IoT,
which is divided into a user who generates data, a fog server, a blockchain that controls
energy transactions, and an energy cloud that analyzes and processes all transaction data.

Figure 4. Fog-Enabled energy IoT architecture

The system structure is as follows.
Each user executes a smart contract after receiving data access authority through the fog
server with an account (wallet).
A book is created by blocking the transaction of the contract.
The generated books are stored in each fog server, and each fog server also stores the
activity log in the buffer.
Under the smart contract, AMIs trade power.
All the activity logs stored in the fog servers are stored in the energy cloud for analysis and
processing.

Copyright © 2020 GV Press

27

Blockchain-based Fog-Enabled Energy IoT Architecture

4. Analysis and evaluation
Data and energy transactions through the blockchain can meet security and integrity. In
particular, in order to escape the risk of focusing on sensitive data such as AMI data on cloud
servers, we used fog-linked blockchain.
Public transaction ledgers with all information encrypted have a distributed ledger for
everyone, so it is impossible to falsify the transaction details to help secure transactions. The
user's privacy is protected through the structure of operating the smart contract after the user
has been granted data access through the fog as an account (wallet).
We compared and analyzed this paper with [9] and [10] in terms of transparency, safety
and efficiency [Table 1]. is an existing centralized IoT system, and [9] is a system that
combines IoT with blockchain. In terms of transparency, the three systems [9][10], and this
paper all meet transparency. In terms of safety [10], due to the centralized nature, if a
centralized server is exposed to an attack, all data may be lost or forged or forged. [9] and this
paper use the blockchain system, so all distributed ledgers are held by participants to satisfy
the safety of data. In a hyper-connected environment in which many devices are connected, a
structure in which traffic is concentrated in one cloud of [9] and [10] is inefficient. The
system proposed in this paper is efficient by distributing traffic by adding Fog layer and
reducing unnecessary traffic.
Table 1. Comparative analysis of previous studies and this paper
Division

[10]IoT

[9]BIoT

This paper

Transparency

○

○

○

Safety

×

○

○

Efficiency

×

×

○

○: supported ×: not supported

5. Conclusion
In this paper, we designed an energy blockchain transaction architecture that combines a
blockchain and the energy IoT. The architecture of the system combines fog computing with
an energy blockchain to overcome the limitations of IoT processing speed and storage space.
In addition, to secure and automate energy transactions, smart contracts are used by
combining the blockchain with the fog layer. The proposed system also stores log activity that
controls users in the fog layer between users. The fog layer forwards data to the energy cloud
to record and analyze activity logs as well as user-transaction control. Receiving log data, the
energy cloud can analyze and process them and extend the data to the potential business
model. We compared the proposed architecture with previous studies. In the future, we plan
to strengthen security by controlling the user's real-time access and transaction behavior using
artificial intelligence in the fog layer.
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