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Abstract 

Cybercrimes and hacking activities have hindered the smooth management of several 

tertiary institutions. This has been attributed to poor information control measures. Based on 

this background, it is very salient that school management put in place good information 

control measures to safeguard their institutions from unforeseen hacks and cyber-attacks. 

Hence, the present study determined the procedural preventive and Detective control 

measures adopted by administrative officers for effective information management in 

Colleges of Education in South-South Nigeria.  The study adopted a descriptive survey 

research design. The population for the study was 1580 consisting of 232 Strategic, 569 

Tactical, and 779 Operational Administrative Officers from the 11 colleges of Education 

across the six states that make up South-South Nigeria. 320 respondents using a proportional 

sampling technique were used to determine the number of the strategic, tactical, and 

operational administrative officers for each of the colleges of education studied. The 

instrument for data collection was a structured questionnaire titled "Information 

Management Control Measures Questionnaire (IMCMQ)" which was developed by the 

researcher in line with the reviewed literature. The questionnaire was face-validated by five 

experts. The reliability of the instrument was tested using the Cronbach Alpha method to 

determine its internal consistency and this yielded an overall coefficient of 0.93. Mean, 

standard deviation, and Analysis of Variance were used to analyze the data collected. The 

findings showed that the administrative officers highly adopted procedural preventive control 

but moderately adopted the identified detective control measures for effective information 

management. The findings of the hypotheses t showed that there was no significant difference 

among the opinions of the respondents on the level at which they adopt the procedural 

preventive and detective control measures for effective information management of their 
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institutions. Based on the findings, it was recommended among others, that the management 

of colleges of education in Nigeria should enact and implement effective policies and laws 

that support the adoption of information control measures for effective information 

management in their institutions.  

 
Keywords: Procedural preventive control, Detective control measures, Administrative 

officers, Effective information management, Colleges of education 

 

1. Introduction  

Colleges of Education (COEs) are among the tertiary institutions in Nigeria that were 

established by the Act of Parliament to cater for the training of middle-level manpower in the 

teaching profession. COEs award the Nigeria Certificate in Education (NCE) as the minimum 

teaching certificate and qualification for Nigerian teachers.  The products of these institutions 

are groomed to teach at the Pre-Primary, Primary, and junior secondary school levels and/or 

proceed to university education. College of Education programs are run for three years 

including four months Student Industrial Work Experience Scheme and six months of 

teaching practice [1]. The author posited that the NCE program was introduced to prepare 

individuals to become leaders and practitioners in education and in related human service 

fields by expanding and deepening their understanding of education as a fundamental human 

right. 

Currently, there are one hundred and fifty-two approved COEs in Nigeria, made up of 

twenty-one Federal COEs, forty-nine State Government-owned colleges, and eighty-two 

privately owned COEs [1]. The chief executive of a College of Education in Nigeria is 

designated as Provost while the head of administrative office operations is called the 

Registrar, with the Deputy Provost, Bursar, and College librarian as the principal Officers. 

The collective decision of these principal officers and the Deans of Schools (faculties) is often 

referred to as "management decisions". To take the right decisions for the effective 

administration of any college, the management needs the right information at the right time 

and in the right form, which is usually processed by the Administrative officers in various 

administrative offices in colleges. 

Administrative offices serve as support units to all other departments in COEs in 

Nigeria.  The administrative office, according to Agomuo [2], is a place where clerical 

functions necessary for information handling are carried out. Similarly, Osuala and Okeke [3] 

posited that an administrative office is a place in which administrative operations such as 

record keeping, information processing, consultation, and other kinds of clerical activities are 

performed. To enable COEs to provide qualitative education, research, and community 

services, administrative office management is needed for information creation, processing, 

and disseminating, which is the key function of the office. The dissemination of information 

could be in form of providing information on admission of students, making periodic reports 

on academic matters, information on students' accommodation, issues of school fees and 

registration, and information on security and human resource matters.  

Administrative office operations are concerned with the coordination of finance, and 

operational performance of routine office tasks [5]. This involves handling information 

appropriately on daily basis. According to Abanyam and Guma [6], information is a corporate 

resource and it is what office operations produce. The author further stressed that all office 

workers are information workers while administrative officers are information officers. In any 

administrative office, operations such as receiving information, processing information, 

http://en.wikipedia.org/wiki/Business_operations
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storing information, disseminating information, and recovering information are handled by 

the Administrative Officers (AOs). 

Administrative officers in COEs deal with the gathering, processing, and communication 

of information. They also maintain effective oral and written communication processes 

between the college management and other levels of staff concerning fiscal and other matters.  

According to Meyer [7], administrative officers are the greatest resource of COEs because 

they make a critical difference in the ability of the colleges not to merely survive, but to 

thrive. To be truly effective, the design, practices, and policies of COEs must be beneficial to 

the way administrative officers manage information. According to National Commission for 

Colleges of Education [1], there are seven cadres of administrative officers in COEs, namely: 

Deputy Registrar, Principal Assistant Registrar, Senior Assistant Registrar, Assistant 

Registrar, Administrative Officer I, and Administrative Officer II.  

However, in management, there are three major classifications of managerial levels, 

namely: strategic, tactical, and operational levels [8][9][10]. This classification is based on 

the functions and responsibilities of the administrative officers. According to Osuala et. al. 

[3], the levels of management are traditionally represented as strategic, tactical, and 

operational. The authors added that the strategic managers are referred to as the top-level 

managers. The tactical managers are the middle-level managers, while the operational 

managers are the low-level managers. The strategic managers are concerned with the 

planning functions of an organization, policy formation, and the development of the long-

term goals of the entity. The tactical level managers carry out the visions of the top-level 

managers by coordinating both human and material resources to achieve the organizational 

goals. The main function of the tactical managers is centered on organizing, coordinating, and 

staffing while the operational managers are the supervisors. They direct, control, and monitor 

workers to perform the planned activities. They check workers' attendance, maintain quality 

control, handle complaints, track schedules, and costs, and ensure effective and efficient 

maximization of workers' input to duty [10]. The degree of success of any educational 

institution depends on the extent to which the administrative officers can manage the 

information systems.   

Information management (IM) concerns a cycle of organizational activity: the acquisition 

of information from one or more sources, the custodianship and the distribution of such 

information to those who need it, and its ultimate disposition through archiving or deletion. 

According to the State of Vermont [11], for an institution to run and control its operations 

effectively, it must have relevant, valid, reliable, and timely information relating to internal 

and external events. Administrative officers must be able to provide reliable information to 

enable management to make informed decisions, determine their risks, and communicate 

policies and other important information to those who require it. State of Vermont [11] 

concluded that information management encompasses all the generic concepts of 

management including planning, organizing, structuring, processing, evaluation, and 

reporting of information activities, all of which must be controlled administratively. 

Operationally, information management is the acquisition, processing, storing, distributing, 

and providing of information when necessary for the effectiveness of information systems in 

COEs with the sole aim of achieving the institutions' set goals. Effective information 

management involves the application of administrative control measures to ensure that 

information is properly processed, secured, and delivered as when due. 

Administrative control is a critical function of management. According to the State of 

Mississippi Department of Finance and Administration [12], administrative control comprises 

policies, plans, procedures, and practices used to manage the organization and meet the 
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organizations' goals and objectives. Administrative controls are concerned with directing the 

activities of others, to ensure that office workers do what is expected of them. They serve as 

means of managing the risks associated with programs and operations. According to Lucey, 

[12], control encompasses procedures designed to provide reasonable assurance regarding the 

achievement of effectiveness and efficiency of operations, reliability, and integrity of 

information, and compliance with applicable laws and regulations in the management of the 

organization. In this study, administrative control is the process of ensuring that actual 

activities of the COEs concerning information management conform to established standards 

and laid down procedures. These standards are contained in the Acts that established COEs in 

Nigeria, in the minimum standard (Benchmark), in the Curriculum framework, and also in the 

Conditions and Schemes of Service for COEs in Nigeria.  

The control helps the college management to monitor the effectiveness of information 

staff. Administrative controls are concerned with directing the activities of others, to ensure 

that office workers do what is expected of them. One of the main objectives and strengths of 

an effective control measure as pointed out by Osuala et al. [13] is to enhance the ability of 

administrators to manage, release their management potentials, and act as a positive force for 

achieving the aims and objectives of the information system in the organization. 

Administrative officers in COEs require adequate control measures for information 

management to be able to provide the needed information for effective decision-making. Such 

control measures help to make administrative officers accountable for their actions but should 

not be regarded as a constraint to their freedom to make decisions in areas for which they 

have authority. 

Several administrative controls can be adopted by educational institutions in Nigeria, but 

the depth with which they operate may vary according to the peculiarity of the institution. 

Administrative controls are classified as procedural preventive and detective measures [14]; 

logical security and environmental control measures [15]; storage, information 

communication, environment (physical), and monitoring measures [16][17]; and recovery 

control measures [18][19]. In this study, however, procedural preventive and detective 

controls shall be of interest to the researchers.  

Procedural preventive controls (or work practice controls) are typically in the form of 

standard operating procedures that define how certain types of information are to be handled, 

or how specific operations are to be conducted. Procedural preventives controls are part of the 

control activities which set forth the fundamental framework and the underlying methods and 

procedures that employees rely upon to do their jobs. Procedural preventive control measures, 

according to Lucey [12], are designed to avoid errors or improprieties before data is 

processed. These measures provide specific direction and help form the basis for which 

decisions are made every day by employees. Within the organizational structure, management 

must clearly and adequately: define areas of authority and responsibility; appropriately 

delegate the authority and responsibility throughout the information management 

departments; establish a suitable hierarchy for reporting; support appropriate human capital 

policies for hiring, training, evaluating, counseling, advancing, compensating and disciplining 

personnel; and uphold the need for personnel to possess and maintain the proper knowledge 

and skills to perform their assigned duties as well as understand the importance of 

maintaining effective internal control within the organization. Without this framework of 

understanding by employees, conflict or inconsistencies can occur, poor decisions can be 

made and serious harm can be done to the department's reputation [15]. Furthermore, the 

efficiency and effectiveness of operations can be adversely affected. The effectiveness and 

efficiency of operations such as information management help to ensure that inherent dangers 
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and threats are detected early enough to avoid losses. This can also be achieved through 

detective control measures.  

Detective control measures (also known as back-end control activities) are designed to 

identify errors or irregularities that have already occurred and enable management to take 

prompt corrective action. Examples of detective controls are editing of reports and emails, 

reconciliations, management reviews, audits, financial and budgetary reviews, and analysis. 

Gauthier [16] observed that these control measures can be manual or automated. Manual 

control activities are performed by individuals, such as preparing a bank deposit or 

performing reconciliation, recording, and calculation of students' result scores and result 

computation [17][18]. Automated controls are incorporated into application systems. 

Automated controls are considered more reliable, due to their ability to prevent errors from 

being entered into the system (e.g., inaccurate vendor identification) and by 

detecting/correcting errors within the system (e.g., exception reports). Additionally, 

automated controls occur consistently with every transaction, whereas manual controls are 

more susceptible to human error [19]. IT-dependent manual control activities are manually 

performed but require an input based on the results of computer-produced information. 

Management relies on the information system to identify variances and produce the variance 

report for effective managerial decision-making. Such reports and other information assets 

can be secure using logical security control. 

For better performance of administrative duties, administrative officers in COEs must 

ensure that the institution's information and resources are used efficiently and effectively to 

achieve desired objectives. Information and resources must be used consistently with the 

missions of the institution in compliance with laws and regulations, and with minimal waste 

of resources, fraud, and mismanagement. It is very necessary to emphasize that it is the 

responsibility of the institutions' information managers to develop and maintain effective 

control measures over the institutions' information systems. The demand for effective 

information security measures is an urgent need in tertiary institutions across the world. This 

is because there are several cases of attacks occurring on daily basis on institutional 

information systems. According to Mellon [20], there are about 90,000 to 100,000 cyber 

attempts and attacks per day on institutions' websites. The author lamented that such attacks 

have resulted in a lot of data breaches of several staff and students. In Nigeria, several such 

attacks have been observed. According to Egwu [21], as of 2016, Nigeria is ranked 16th 

highest country in cyber-attack vulnerabilities in Africa. Several tertiary institutions have 

suffered a cyberattack in Africa including Nigeria. According to a report by Africa Cyber 

Security [22], African countries have lost about US$2 billion in cyberattacks in 2016 only. 

Similarly, researchers have found that there are several cases of cybercrimes and fraudulent 

activities against tertiary institutions' websites, digital documents, databases, and networks in 

Nigeria and particularly in the study area [23]. The authors lamented that cybercrimes and 

hacking activities have caused several tertiary institutions in Nigeria billions of Nigeria 

unfortunately very few of the tertiary institutions have made efforts to ameliorate the root 

cause of the attack. The causes of the attack are as a result of poor information control 

measures, and failure to patch and secure institutional information systems. Based on this 

background, it is very salient that the management of COEs in Nigeria put in place good 

information control measures to safeguard their institutions from unforeseen hacks and 

cyberattacks. It is against this background that the present study sets to determine the 

detective control measures adopted by administrative officers for effective information 

management in COEs in South-South Nigeria. 
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1.1. Research questions 

The following research questions guided the study: 

1. What are the procedural preventive control measures adopted by administrative 

officers for effective information management? 

2. What are the detective control measures adopted by administrative officers for 

effective information management? 

 

1.2. Hypotheses 

The following null hypotheses formulated to guide the study were tested at a 0.05 level of 

significance: 

1. There is no significant difference in the mean responses of strategic, tactical, and 

operational administrative officers on the procedural preventive control measures 

adopted for effective information management. 

2. There is no significant difference in the mean responses of strategic, tactical, and 

operational administrative officers on the detective control measures adopted for 

effective information management. 
 

2. Literature review 
 

2.1. Administrative office operations 

It is necessary to state here that there are three levels of hierarchical classification at the 

administrative level, namely: Strategic, tactical, and operational levels. This classification 

helps to define the functions and duties of the administrative officers.at the strategic level, 

plans are designed with the entire organization in mind and begin with an organization's 

mission [24]. The author opined that top-level managers, such as Chief Executives Officers, 

Presidents, Provost, Vice-Chancellors, Directors, Faculty Deans, and Principal officers, 

among others design and execute strategic plans and set up policies, thus, establishing a 

framework of operation for the desired future and long-term goals of the organization. 

Essentially, strategic plans look ahead to where the organization wants to be in three, five, or 

even ten years. Strategic plans, provided by top-level managers, serve as the framework for 

lower-level planning. Mikoluk [10] noted that tactical plans support strategic plans by 

translating them into specific plans relevant to a distinct area of the organization. Tactical 

plans are concerned with the responsibility and functionality of lower-level departments to 

fulfill their parts of the strategic plan.  These are the major functions of the middle-level 

manager. Examples of staff under tactical levels in institutions of learning are Deans, 

Directors, and Senior Managers, among others. Operational plans are at the bottom of the 

management pole; they are the plans that are made by frontline, or low-level, managers. All 

operational plans are focused on the specific procedures and processes that occur within the 

lowest levels of the organization [10].  

Managers must plan the routine tasks of the department using a high level of detail. At the 

operational level, the lower-level managers carry out the planned activities designed by the 

middle-level managers into achievable goals. Staff under operational levels include Heads of 

Departments, Deputy Registrar, Administrative Officers (Principal Assistant Registrar, Senior 
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Assistant Registrar, Assistant Registrar, etc. For this study, the administrative officers in 

COEs are grouped into three, namely: strategic group, tactical group, and operational group. 

The administrative officers under the strategic group include Deans of schools, the college 

bursar, Libertarian, directors, and the Registrar; and for the tactical group, we have Deputy 

Registrars, principal assistant registrars, senior assistant registrars; and finally, under the 

operational group, we have assistant registrars, administrative officers I, and administrative 

officers II shown in Figure 1.  

 

Figure 1. Managerial (Information Managers) levels in an organization 

2.2. Information management in higher educational institutions 

Effective information management has placed a demand on administrative office 

operation/management because of institutional management's demand for properly processed 

and organized information. For institutions to survive the challenges of the modern 

technology competitions in the world of industries and business, information must be 

presented in the form needed for accurate and more effective management decision makings. 

Authors stressed that in the dynamic world of industry, business, and education, information 

management is never static but always changing in the interests of greater efficiency [25][26]. 

This implies that for the administrative office operation of any institution to succeed, reliable 

and adequate administrative control measures must be put into place. Devising better ways of 

managing information is very important in COEs because of the level of sophistication of 

information processing demanded by the day-to-day business challenges of modern-day 

education and the technologies involved. Hence, Abanyam [27] argued that the concept of 

information management is just timely and a response to the growing demand for better 

handling of information in the face of the rapidly growing world of education and industry. 

Importantly, some information communication experts and educationists have argued that 

the use of online portals can promote the overall corporate image of educational institutions 

across the world [28]. Authors have opined that the corporate image of an institution 

determines how the public and stakeholders perceive such institutions and this is often 

showing how well such institution is doing in terms of delivering its objectives and meeting 

up with its mandates [29]. This has increased the attention of institutional administrators on 

the roles of the administrative offices.  

 

STRATEGIC 

TACTICAL 

OPERATIONAL
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2.3. Procedural preventive control measure 

A procedure is an established, organized, or routine method set for doing something. 

Procedural preventive control measure is an organized method established by an institution to 

help proactively prevent or stop undesirable harm from happening. Lucey [12] defined 

procedural preventive control measures as organized and routine information designs 

established by an institution to check and prevent information mismanagement, unauthorized 

access, and modalities of recovering lost information. The author maintained that properly 

designed procedural preventive control measures help an institution evade errors or 

improprieties of information ahead of time before risk or harm occurs. The measures provide 

a distinctive direction through which information management can flow such that missing 

data can be traced. The system also helps in forming the basis upon which management 

decisions can be based. 

Bradford [30] postulated that procedural preventive control measures prevent theft, fraud, 

misstatements, and ineffective organizational or institutional functioning. Bradford argued 

that one of the best practices of implementing an effective procedural preventive control is by 

setting up a segregation of duties and staff roles. This control can also be done by using locks 

and access codes on sensitive administrative offices or using passwords to encrypt 

confidential data and information.  

National Vulnerability [31] postulated that procedural preventive control measures are 

purposefully designed by organizations merely to deter errors, irregularities, and fraudulent 

activities from occurring in information management. The author maintained that procedural 

preventive control measures are proactive controls that help to ensure that institutional 

objectives are being met. It is typically in the form of standard operating procedures which 

define how some institutional information is managed, or how specific operations are carried 

out. Authors are of a similar view that procedural preventives control measures are part of the 

fundamental framework of control activities, methods, and procedures set forth by the 

administrative staff of an institution as internal control systems which guide employees while 

they carry out their daily jobs [16][30][32]. 

According to Misra [33], wireless communication standards usually provide several 

security protocols for local wireless connections. These kinds of networks were formally 

protected using the Wired Equivalent Privacy (WEP). However, researchers have shown that 

WEP has proven insecure in protecting information or communication on the wireless 

network [34]. Unfortunately, many institutions still use WEP to secure their information even 

when it does not support or protect wireless communication.  In line with this, it is believed 

that wireless networks are common in organizations and individuals' networks. However, this 

wireless networking has several security issues.  

 

2.4. Detective control measures 

Detective control measures also called back-end control activities are designed to detect or 

identify frauds, omissions, errors, or irregularities that have already occurred, thus allowing 

management to take immediate corrective action. According to the University of California 

[35], detective controls measures to attempt to detect undesirable acts. The author noted that 

the system provides evidence that a loss occurred but it does not prevent a loss from 

occurring. According to Thomas et. al. [36], detective controls measures are management 

information control tools that are designed to spot undesirable activities so that corrective 

actions can be taken. The authors argued that detective measures are implemented to assist in 

detecting malicious activities by unauthorized and unscrupulous persons.  Thomas et. al. [37] 

http://www.cfocareer.com/how-can-you-prevent-fraud-in-your-business/
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noted that though detective controls do not stop intrusion attempts by attackers, it identifies 

and reports that such activity took place so that management can take appropriate measures 

and actions to mitigate the attempt. Other detective measures that can be employed are by 

using an access log and alert system which can quickly detect fraud and notify management 

of any attempts by employees or unauthorized users to access institutions' information or 

parts of an information room or building [38].  

Furthermore, management can also use other detective measures such as reconciliations, 

management reviews, audits, financial and budgetary reviews, and analysis to spot 

unauthorized activities' Gauthier [16] pointed out that these detective control measures can be 

applied in manual or automated manners. Manual control activities involve using individuals 

i.e. workers who will carry out the activities. Take for instance a worker who is assigned to 

make a bank deposit or do a reconciliation of account. On the other hand, in automated 

control measures, application systems are incorporated into information systems. The 

function of the application is to help to detect any fraud attempt and to report to management 

using signals or alarms depending on the setting given to it. Several authors are of the view 

that automated control measures are more reliable than manual control. This is because of the 

ability of the application or detective software to prevent errors from intruding into the system 

and helps in detecting/correcting errors within the system.  

Bradford [30] asserts that detective control concerning security over digital documents is 

mainly designed to detect attacks targeted at institutions' information systems and prevent 

such from being successful. The author maintained that the detective controls are designed to 

find out system or hardware faults and provide warnings or signals to information officers or 

system administrators to prevent system interruptions. Thomas et al. [37] and Abanyam and 

Abanyam [39] observed that detective security software was developed by security vendors 

and software companies develop to enable institutions to protect their networks and online 

data. They include firewalls, intrusion detection systems, and honeypots. Cooper [40] stated 

that an intrusion detection system monitors network traffics for unusual or suspicious 

activities and consequently sends an alert to the information administrator. One of the ways 

IDS uses to detect malicious attacks is by matching an identified behavior to known 

signatures. This approach is referred to as signature-based intrusion detection (SID). Further 

to firewall and intrusion detection systems, organizations can also detect threats on their 

connections and networks using honeypot. If attackers found that the system is entrapment or 

decoy, they will ignore the honeypot and seek other points of weakness to attack.  

 

3. Methodology 
 

3.1. Design of the study 

This study adopted a descriptive survey research design.  A descriptive survey design is 

one in which a group of people or items are studied by collecting and analyzing data from 

only a few people or items considered to be representatives of the entire group [6]. This 

design is therefore considered suitable for this study because it makes use of a questionnaire 

to collect data from the respondents on control measures adopted by administrative officers 

for effective information management in COEs in South-South Nigeria.  

The rationale for adopting this method boils down to the fact that, though, a relatively 

small stretch of land, the South-South provides the economic mainstay of Nigeria, which is 

oil. In addition to oil and gas, the region equally contributes other key resources such as 

Tourism and Agriculture. The researcher's interest in South-South Nigeria is further based on 
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the turbulent nature of the zone to the hacking of information. There have been several reports 

of cybercrimes and hacking activities against educational institutions' databases and networks 

in the area [46]. Most tertiary institutions in the area express that they witness various 

breaches of information, however, they hardly identify when the attack is attempted until 

much later when it has done serious harm to the institutions. 

 

3.2. Population and sample for the study 

The population for the study was 1,580 consisting of 232 strategic, 569 tactical, and 779 

operational administrative officers from the 11 COEs across the six states that make up 

South-South Nigeria. The strategic, tactical, and operational administrative officers were 

chosen because they are the main information management staff of the COEs. Again, they 

possess the experience and expertise required for effective information management 

therefore, were in a good position to respond to questions about the administrative 

information on control measures adopted for effective administrative office operations in the 

Colleges.  

The sample size of the study was 320 respondents from the 11 COEs across the six states 

that make up South-South Nigeria. Taro Yamene‟s formula in Abanyam [27] was used to 

determine the sample size of the respondents from the COEs being studied. After determining 

the sample size, a proportionate sampling technique was used to determine the number of the 

strategic, tactical, and operational administrative officers for each of the COEs studied  

 

3.3. Instrument for data collection 

The instrument used for data collection was a structured questionnaire titled "Information 

management Control Measures Questionnaire (IMCMQ)" developed by the researcher. The 

questionnaire sought information on the procedural preventive control measures and detective 

control measures adopted by administrative officers for effective information management in 

COEs with 25 and 22 items respectively and was structured on a 4-point scale with response 

options of Very Highly Adopted (VHA), Highly Adopted (HA), Moderately Adopted (MA), 

and Lowly Adopted (LA) with weights of 4, 3, 2, and 1 respectively. 

The questionnaire was face-validated by five experts. The questionnaire was trial-tested on 

a sample of 30 administrative officers in Alvan Ikoku Federal College of Education Owerri, 

Imo State, Nigeria, which is outside the study area. Cronbach Alpha reliability method was 

used to determine the internal consistency of the instrument which yielded 0.83 for procedural 

preventive and 0.97 for detective control measures with an overall coefficient of 0.93. 

 

3.4. Method of data collection and analysis 

The researcher with the help of eleven (11) research assistants, one for each of the 11 

Federal and State COEs in the South-South administered the questionnaire to the respondents. 

The researchers found it challenging to obtain responses from some of the strategic 

administrative officers who rightly decline the request to provide information for this 

research, despite repeated attempts and persuasion. Also, many respondents were persuaded 

to participate in the study because they had no interest in answering the questionnaire and 

allowing themselves to be used for the study.  While the participants were willing to be 

involved in the study, some of them complained about a large number of questionnaire items.  

These discouraged them from responding to the questionnaire. The apathy to responding to 

the questionnaire by some respondents as well as the inability of the researcher to obtain 



Asia-Pacific Journal of Educational Management Research 

Vol. 7, No. 1 (2022), pp. 1-20 

 

 

Copyright ⓒ 2022 Global Vision Press           11 

qualitative information from the respondents would affect the efficacy of the generalization 

and validity of the study. However, the researchers partially dealt with these situations by 

pacifying some of the participants with incentives, which motivated them to comply 

accordingly. Therefore, three hundred and twenty (320) copies of the questionnaires were 

administered to the respondents while two hundred and eighty (280) representing an 87.5% 

rate of returns of correctly completed questionnaires were retrieved after two (2) weeks from 

respondents and were used for the data analysis (i.e. S=45, T=96, O=139 respectively).  

Data analysis was done using mean, standard deviation, and Analysis of Variance 

(ANOVA). The real limit of numbers was used for interpreting the analyzed data as shown in 

[Table 1].  

Table 1. Real limit of numbers for interpreting the analyzed data 

Serial number (S/n) Response Categories Values Point Boundary Limit 

1 Very Highly Adopted (VHA) 4 3.0 – 4.0 

2  Highly Adopted (HA) 3 2.0 – 2.9 

3 Moderately Adopted (MA) 2 1.0 – 1.9 

4 Lowly Adopted (LA) 1 0.0 – 0.9 

In the test of hypotheses, the hypothesis of no significant difference was not rejected if the 

probability value is greater than or equal to a 0.05 level of significance. However, where the 

probability value is less than 0.05 level of significance, the null hypothesis was rejected. The 

Analysis of Variance (ANOVA) was used to test the hypotheses because the study compares 

the mean responses of three groups, namely: Strategic administrative officers, tactical 

administrative officers, and operational administrative officers. 

 

4. Result 

This section presents the analysis of data collected for the study. The analysis is presented 

according to the research questions and the hypotheses that guided the study.  

 

4.1. Research question/hypothesis one 

Table 2. ANOVA of the Mean responses of administrative officers on the procedural preventive 

control measures adopted by them for effective information management 

S/no 
The procedural preventive control 

measures 

 
Nos of S = 45, T = 96, O = 139. 

Total Respondents = 280 

xS xT xO Rrks Df 
F-

ratio 

P-

value 
Rmk 

1 

Put policies that support securing 

information assets such as hardware, 

software, and digital and non-digital 

resources of the institutions. 

2.31 2.34 2.34 HA 319 0.00 1.00 NS 

2 

Put guiding rules that support restricting 

unauthorized access to ICT equipment, 

inventories, and other information assets. 

1.41 1.35 1.33 MA 319 0.48 0.62 NS 

3 
Mount strong physical securities in all 

aspects of the information system.  
2.45 2.5 2.38 HA 319 5.46 0.01 S 

4 

Put surveillance and restrict access to 

confidential places where confidential 

documents are housed.  

3.35 3.18 3.27 HA 319 2.68 0.07 NS 

5 Assign information officers on a 3.24 3.14 3.26 HA 319 2.47 0.09 NS 
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routine basis to check through 

information assets and compared 

them to the value shown on control 

records.  

6 

Use segregation of staff duties as a 

preventive control measure to protect 

institutional assets and resources. 

2.27 2.18 2.36 HA 319 5.95 0.00 S 

7 

Use separation of duties as a measure to 

limit the amount of power and influence 

held by a particular individual in an 

office. 

2.29 2.14 2.31 HA 319 5.49 0.01 S 

8 

Use separation of duties to prevent 

any form of 34conflict of interest, 

abuse, errors, and fraudulent acts.  

2.33 2.18 2.35 HA 319 4.61 0.01 S 

9 

Ensure that the financial officer 

receiving cheques is not the person 

approving write-offs, depositing cash 

and bank reconciling statements, and 

keeping checkbooks. 

3.57 3.22 3.33 HA 319 9.30 0.00 S 

10 

Specify policies for appropriate 

delegation of authority, and a clear 

hierarchy for reporting.  

3.47 3.17 3.45 HA 319 12.90 0.00 S 

11 

Enact policies that support hiring, 

training, appraisal, placement, and 

rewarding of personnel that 

distinguished themselves in integrity and 

security consciousness. 

3.41 3.18 3.39 HA 319 4.33 0.01 S 

12 

Ensure that no single staff has complete 

or absolute control over the information 

system environment. 

3.35 3.33 3.32 HA 319 3.21 0.04 S 

13 

Use security protocols to prevent 

unauthorized access to institutional 

digital information resources. 

2.43 2.27 2.29 HA 319 2.16 0.12 NS 

14 

Wi-Fi Protected Access protect their 

networks as well as their online 

information.   

2.33 2.24 2.34 HA 319 1.96 0.14 NS 

15 

Wi-Fi Protected Access 2 to secure PCs 

and laptops connected to a Wi-Fi 

network. 

2.55 2.67 2.75 HA 319 0.30 0.74 NS 

16 

Use Concurrent Security Standards to 

protect PCs and laptops connected to 

some older network cards.  

1.32 1.43 1.47 MA 319 5.62 0.00 S 

17 

Use Secure Socket Layer to protect 

information systems, internet 

communications, and online 

transactions. 

1.31 1.27 1.35 MA 319 2.15 0.12 NS 

18 

Use Transport layer security (TLS) to 

protect and prevent spying, tampering, 

message forgery, and internet threat and 

attacks.  

1.41 1.23 1.29 MA 319 15.65 0.00 S 

19 

Use TLS to protect instructional Web 

browsers, e-mail, instant messaging, and 

all forms of voice over the Internet.  

1.35 1.31 1.06 MA 319 12.60 0.00 S 

20 

Use TLS to secure all online 

communications between institutions‟ 

Web servers and browsers.   

1.35 1.16 1.32 MA 319 4.17 0.02 S 

21 
Configure File Transfer Protocols (FTP) 

for effective and secured transfer of data 
1.24 1.08 1.22 MA 319 3.85 0.02 S 
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online. 

22 

Use FTP to secure mailing files to 

workers, students, and stakeholders of 

the institutions.  

1.27 1.31 1.16 MA 319 5.99 0.00 S 

23 
Use FTP to protect organizational data 

against unauthorized access and threat.  
1.29 1.41 1.32 MA 319 7.26 0.00 S 

24 

Configure client-server with FTP to 

support file transfers and sharing through 

a remote computer. 

1.33 1.34 1.21 MA 319 2.92 0.06 NS 

25 

Secure online transactions, and digital 

documents with supporting institutional 

ICT policies and laws. 

2.37 2.35 2.31 HA 319 8.20 0.00 S 

 Grand mean 2.20 2.12 2.17 HA 319 0.98 0.38 NS 
Key: xS = Means of Strategic Administrative Officers, xT = Means of Tactical Administrative Officers, xO = Means of 

Operational Administrative Officers, S = Strategic Administrative Officers, T = Tactical Administrative Officers, O = 

Operational Administrative Officers, Rmk = Remark, NS = Not Significant, S = Significant. HA= Highly Adopted, MA = 
Moderately Adopted; LA = Lowly Adopted 

The result presented in [Table 2] showed that items 1, 3-,6, 9-15, and 25 had mean values 

ranging from 2.25 to 3.35 indicating that these measures are highly adopted, while Items 2, 16 

– 24 with mean of 1.18 to 1.35 showed that they are moderately adopted. The corresponding 

standard deviation for each of the items ranged from 0.38 – 0.49 with an overall of 0.45, 

signifying that the opinions of the respondents were very close to each other. 

[Table 2] further showed the ANOVA result of the hypothesis of no significant difference 

among the mean responses of strategic, tactical, and operational administrative officers on 

procedural preventive control measures adopted by them for effective information 

management in COEs in South-South Nigeria. The result revealed an overall F-value of 0.98 

with a significant value (P-value) of 0.38. Since the significant value of 0.38 was greater than 

0.05 set as the level of significance, it, therefore, implies that the null hypothesis was not 

rejected.  

 

4.2. Research question/hypothesis two 

Table 3. ANOVA of the mean responses of administrative officers on the detective control measures 

adopted for effective information management 

S/

no 
The detective control measures 

 
Nos of S = 45, T = 96, O = 139. 

Total Respondents = 280 

xS xT xO 
Rm

k 
Df 

F-

ratio 

P-

value 

Rm

k 

1 
Spot undesirable activities on the 

institutions‟ digital assets. 
1.14 1.29 1.39 MA 319 1.32 0.47 NS 

2 

Use security alerts to assist in detecting 

malicious activities by unauthorized 

and unscrupulous persons on non-

digital documents. 

1.16 1.25 1.15 MA 319 1.19 0.39 NS 

3 

Install door alarms to detect 

unauthorized access to the confidential 

room where institutions' documents are 

housed.  

1.14 1.17 1.15 MA 319 1.16 0.36 NS 

4 

Fix detective lights, and smoke and fire 

alarms around sensitive information 

zones.  

1.27 1.16 1.36 MA 319 1.28 0.45 NS 

5 

Employ motion detectors and security 

guards around institutions‟ information 

centers.   

1.35 1.30 1.41 MA 319 1.36 0.48 NS 
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6 

Mount video surveillance around 

information centers and institutions‟ 

ICT facilities.  

1.27 1.34 1.38 MA 319 1.35 0.48 NS 

7 

Enforce personnel vacations where 

necessary as a measure to detect 

fraudulent acts. 

1.33 1.27 1.27 MA 319 1.28 0.45 NS 

8 

Use Intrusion Detection Systems to 

detect and report unauthorized access to 

institutions‟ digital assets.  
1.20 1.25 1.27 MA 319 1.26 0.44 NS 

9 

Use Logs to authenticate users' access 

to institutions' digital documents and 

online environments. 

1.29 1.36 1.25 MA 319 1.66 0.46 NS 

10 

Use Audit Trails to trace the detailed 

transactions relating to any item in an 

accounting record. 

1.35 1.52 1.38 MA 319 1.42 0.49 NS 

11 

Use an access log and alert system to 

quickly detect fraud and notify 

management of any attempts by 

employees or unauthorized users to 

access institutions' information. 

1.33 1.14 1.30 MA 319 1.25 0.43 NS 

12 

Use the reconciliations detective 

approach to compare different sets of 

information to identify if there is any 

variation from the original document. 

1.39 1.18 1.27 MA 319 1.26 0.44 NS 

13 
Use management reviews to spot frauds 

and errors.   
1.18 1.14 1.38 MA 319 1.26 0.44 NS 

14 

Use audits and financial reviews to spot 

unauthorized activities, 

mismanagement, or misappropriation of 

institutions' financial assets.  

1.12 1.12 1.30 MA 319 1.74 0.41 NS 

15 
Use budgetary reviews and analysis to 

spot frauds.  
1.14 1.20 1.23 MA 319 1.21 0.41 NS 

16 

Set up policies that support pre-

approval of actions or transactions 

before processing such that any 

deviation from the standard can serve as 

a detective measure to spot fraud. 

1.14 1.27 1.31 MA 319 1.27 0.44 NS 

17 

Use document control numbers to 

ensure that all transactions are recorded 

and accounted for. 

1.04 1.12 1.42 MA 319 1.26 0.44 NS 

18 

Use computer passwords and access 

controls to avert unauthorized access to 

electronic or digital information. 

1.08 1.15 1.20 MA 319 1.81 0.37 NS 

19 

Install intrusion detection systems 

around the information management 

department or unit.  

1.35 1.32 1.31 MA 319 1.32 0.47 NS 

20 

Use intrusion detection systems 

software to monitor computer systems 

against malicious attacks, policy 

violations, and other prohibited 

intrusion or usage. 

1.47 1.27 1.39 MA 319 1.36 0.48 NS 

21 
Use a firewall to filter connections 

against threats. 
1.27 1.23 1.21 HA 319 2.34 0.42 NS 

 Grand mean 1.24 1.24 1.30 MA 319 1.37 0.44 NS 

The result in [Table 3] showed mean ratings ranging from 1.16 – 2.34 for all the items with 

a grand mean of 1.37 indicating that respondents moderately adopt the detective control 

measures except for item 21 which is highly adopted. The corresponding standard deviation 

to each of the items ranged from 0.36 – 0.49 with an overall of 0.44, signifying that the 
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opinions of the respondents were very close to one another on the level administrative officers 

adopt the detective control measures  

Furthermore, [Table 3] showed the ANOVA result of the hypothesis of no significant 

difference among the mean responses of Strategic, Tactical, and Operational Administrative 

Officers on detective control measures adopted by them for effective information 

management in COEs in South-South Nigeria. The result revealed the p-value of all the items 

together with the overall p-value ranging from 0.37 – 0.49. Since the results of all the 21 

items and the p-values are each greater than 0.05, it implies that the hypothesis (Ho2) is not 

significant. The hypothesis (Ho2) was therefore not rejected.  

Based on the data analyzed, the study found that: 

1. The administrative officers in colleges of education in South-South Nigeria highly 

adopted the procedural preventive control measures for effective information 

management of their institutions. 

2. The administrative office in colleges of education in South-South Nigeria moderately 

adopted the identified detective control measures for effective information 

management.  

3. Most of the information and communication control measures identified in this study 

were moderately adopted by the administrative officers of the colleges of education in 

South-South Nigeria. 

4. The tested hypotheses showed that there was no significant difference among the mean 

responses of the Strategic, Tactical, and Operational Administrative Officers of the 

Colleges of Education in South-South Nigeria on the level at which they adopt the 

procedural preventive and detective control measures for effective information 

management of their institutions. 

 

5. Discussion of findings 

The discussion of the findings was done according to the specific control measures studied 

and the hypotheses tested. 

 

5.1. Procedural preventive control measures for effective information management 

The findings of this study on the procedural preventive control measures for effective 

information management were highly adopted. Among the procedural preventive control 

measures identified include: Put policies that support securing information assets such as 

hardware, software, and digital and non-digital resources of the institutions; Putting guiding 

rules that support restricting unauthorized access to ICT equipment, inventories, and other 

information assets; Mount strong physical securities in all aspect of the information system; 

Put surveillance and restricting access to confidential places where confidential documents 

are housed; Assign information officers on a routine basis to check through information assets 

and compared them the value shown on control records, and Use segregation of staff duties as 

a preventive control measure to protect institutional assets and resources among others. 

The findings of this study are congruent with Dogan, [41] who noted that information 

management security is not merely an issue of technological advancements, hardware, and 

software, but includes understanding and managing staff and users who are covered by an 

institution's information both digital and non-digital. Again, the findings of this student are in 

agreement with Mendez [42] who maintained that procedural preventive control measures are 
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deliberately designed by organizations to deter errors, and irregularities and prevent 

fraudulent activities of malicious intruders. Similarly, the findings of the study on the usage 

of procedural preventive control measures as a tool for preserving institutional information 

assets for the achievement of organizational goals are in line with Mendez [42] and Abanyam, 

Ibelegbu, and Garba [43] who postulated that most institutions employ procedural preventive 

control measures as proactive controls that supports in ensuring that institutional goal and 

objectives are achieved. The findings of the study were also in line with the work of Janssen 

and Janssen [44] who found that procedural preventives control measures are fundamental 

framework control activities set forth by administrative staff to guide employees as they carry 

out their daily tasks.  Mathews [38], Separation of Duties is the concept that states that in an 

organizational setup, the performance of a task requires that more than one person should be 

involved to complete the task. Also, the findings of the study supported the use of separation 

of duties to limit the amount of power and influence held by a staff identified by Coleman, 

[45]. In addition, the findings of the study strengthened the findings of Mathews [38] who 

further established that the performance of a task requires authorization from at least 2 staff to 

maintain integrity and security.  

 

5.2. Detective control measures for effective information management 

The findings of the study on detective control measures revealed that the administrative 

office in COEs in South-South do not highly but moderately adopt the identified detective 

control measures. By inference, the study established that the level at which the 

administrative officers adopted the identified detective control measures was not high enough 

to achieve effectiveness. Some of the detective control measures identified include:  Spot 

undesirable activities on the institutions‟ digital assets; Use security alerts to assist in 

detecting malicious activities by unauthorized and unscrupulous persons on non-digital 

documents; Install door alarms to detect unauthorized access to a confidential room where 

institutions' documents are housed; Fix detective lights, smoke and fire alarms around 

sensitive information zones;  Employ motion detectors and security guards around 

institutions' information centers; Mount video surveillance around information centers and 

institutions' ICT facilities; Enforce personnel vacations where necessary as a measure to 

detect fraudulent acts and Use Intrusion Detection Systems to detect and report unauthorized 

access to institutions' digital assets.  

The findings of this study strengthened the findings of the University of California [35] 

which states that detective control measures provide evidence that a particular loss had 

occurred in an institutional information asset. Similarly, the findings are also in tune with 

Thomas et al. [36] who found in their study that detective control measures are designed to 

spot malicious and undesirable activities of hackers so that prompt actions can be taken 

before more serious harm is suffered. Again, the findings of this study were congruent with 

Thomas et al. [37] who found in their empirical study that though detective controls do not 

prevent intruders' attempts on institutional information if the control systems are effectively 

working, they help for easy detection of the ill attack, source and time of the attack occur. The 

findings of the study supported Thomas et al. [36] who also found in their study that some of 

the detective control measures institutions can adopt for effective detection of fraud and 

attacks on their information systems include: the use of Intrusion Detection Systems IDS for 

digital documents. Furthermore, the finding of this study agreed with Mathew [38] who 

postulated that institutions that have online platforms and portals can use Logs and Audit 
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Trails to detect when unauthorized users are attempting to hack into an information platform 

or site.  

The findings of the study added value to the authenticity of the findings of Mathew [38] 

which identified that the following measures can be used as detective control for non-digital 

information: use of an alarm, fixing detective lights, application of motion detectors, putting 

security guards on duty at strategic positions where information assets are, use of video 

surveillance, and enforcing personnel vacations to checkmate errors and frauds.  

Though this study has established that adoption of the procedural preventive and detective 

control measures are the keys to the survival of many institutions, there are some limitations 

to this study. First, the researcher used administrative officers in colleges of education in 

South-South Nigeria only. This has limited the generalization of the findings of the study to 

other administrative officers in tertiary institutions and organizations outside.  

Secondly, the study was conducted in South-South Nigeria. This has limited the 

generalization of the findings of the study to other tertiary institutions in other geographical 

zones of the country and the world at large. Hence, it is suggested that a similar study should 

be conducted in other geographical zones of the country to determine if there will be any 

significant difference in the findings when compared with the findings of this study even 

using a different design to the one used for the study. 

 

6. Conclusion 

This study investigated the control measures adopted by administrative officers for 

effective information management in COEs in South-South Nigeria. Based on the findings of 

the study, it is inferred that the level of adoption of the identified information control 

measures by the administrative officers of the COEs in South-South Nigeria is not high. This 

could be among the reasons why the information in the colleges is highly vulnerable to 

several online threats and malicious attacks. It is established in this study that effective 

information management through procedural preventive, and detective control measures is the 

key to the survival of the institutions from unscrupulous hackers. Diligent application of the 

identified control measures will also help the administrative officers to check-mate against 

internal errors, frauds, and abuse of information by staff and students. Above all the statutes, 

integrity, and standard of the institutions will improve if the information control measures are 

effectively implemented. It is, therefore, imperative for the stakeholders of COEs in Nigeria 

to take seriously issues of adaptation of control measures for effective information 

management in the institutions.  

 

7. Recommendations 

Based on the findings of this study, the following recommendations were made: 

1. Administrators and management of COEs in Nigeria should enact effective policies 

and laws that support the adaptation of procedural preventive control measures in their 

institutions.  

2. The management of COEs should provide 21st-century ICT equipment that has 

updated applications that guarantee detective control measures. 

3. Since security is the responsibility of everyone, the Director of Academic Planning 

should organize training in form of conferences, seminars, symposiums, and 
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workshops for academic and teaching staff as well as students on the general 

information control measures. 

4. This study should be replicated in other zones of the country, parastatals, government 

ministries, and related areas using other control measures such as monitoring, 

recovery, and logical controls to reduce administrative damages.  

5. There is a need for an in-depth study to be conducted on exploring the operational 

barriers that impede tertiary institutions from implementing information security 

controls. 
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