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Abstract 

This study proposes a machine learning–enabled, ICT-based quality assurance framework 

for clinical pathology laboratories, aimed at transforming conventional quality control from 

a reactive process into a predictive, adaptive system. While existing laboratory quality 

assurance practices rely heavily on rule-based validation and manual intervention, they 

remain limited in their ability to leverage accumulated data to prevent errors and optimize 

systems proactively. To address these limitations, the present work develops a modular and 

interoperable control architecture grounded in the medical software lifecycle standard IEC 

62304 and augmented by agile development principles. The framework integrates multiple 

machine learning techniques—including Random Forest, XGBoost, LightGBM, and deep 

neural networks—to enable real-time anomaly detection, predictive equipment monitoring, 

and intelligent decision support. Empirical evaluation demonstrates that the proposed system 

achieves high accuracy in rule-based validation, supports multi-protocol communication, and 

ensures database interoperability across heterogeneous environments. Furthermore, real-

time notification mechanisms and modular user interface configurations contribute to 

improved operational efficiency and user satisfaction. Beyond technical performance, this 

study identifies critical gaps in current laboratory information systems, particularly the 

underutilization of longitudinal quality control data and the lack of integrated predictive 

analytics. By addressing these gaps, the proposed approach offers a scalable solution to 

enhance diagnostic reliability, reduce operational costs, and support data-driven clinical 

decision-making—especially in resource-constrained medical settings. 
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1. Introduction 

Clinical laboratory diagnostics represent a critical epistemic and operational foundation of 

modern healthcare systems, as laboratory-derived data directly inform diagnostic reasoning, 

therapeutic decisions, and patient monitoring. Despite technological advancements in 

analytical instrumentation, the Quality Assurance (QA) and Quality Control (QC) processes 
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that underpin laboratory reliability remain largely rule-based, retrospective, and resource-

intensive. 

Recent studies emphasize that laboratory medicine creates highly structured, data-rich 

environments, making it particularly suitable for integrating Artificial Intelligence (AI) and 

Machine Learning (ML) techniques [1][2]. Machine learning models have demonstrated 

substantial potential in automating repetitive laboratory tasks, optimizing test utilization, and 

improving diagnostic interpretation [3]. Moreover, AI-driven systems are increasingly being 

applied across the preanalytical, analytical, and post-analytical phases, enabling enhanced 

error detection and process optimization [4]. The conceptual relationship between artificial 

intelligence, machine learning, and deep learning—forming the computational foundation of 

such intelligent systems—is illustrated in Figure 1. 

 

 

Figure 1. Conceptual relationship between artificial intelligence, machine learning, and deep learning 

in intelligent laboratory systems 

However, despite these advances, the adoption of intelligent systems in routine laboratory 

practice remains fragmented and limited. Current QC methodologies—such as statistical 

process control, delta checks, and panic thresholds—are predominantly deterministic and 

threshold-based, lacking the capacity to adapt to dynamic variations in patient data and 

instrumentation behavior. As highlighted in recent literature, many existing systems fail to 

leverage longitudinal datasets and real-time analytics, thereby constraining their predictive 

capabilities [5][6]. 

A significant challenge lies in the heterogeneity of laboratory data, arising from differences 

in instrumentation, calibration standards, and testing protocols across institutions. This 

variability not only affects analytical consistency but also complicates the generalizability and 

robustness of machine learning models [7]. Furthermore, studies have pointed out that 

although machine learning applications in laboratory medicine are rapidly increasing, few 



International Journal of Hybrid Innovation Technologies 

Vol.6, No.1 (2026), pp.1-12 

 

 

eISSN: 2653-309X IJHIT            3 

solutions have been successfully translated into clinical practice, largely due to issues related 

to validation, interpretability, and regulatory compliance [4][8]. 

In parallel, emerging research on Patient-Based Real-Time Quality Control (PBRTQC) is 

driving a paradigm shift toward continuous monitoring of patient data streams, moving 

beyond traditional sample-based QC approaches [9]. These developments indicate a broader 

transition from static quality control frameworks to dynamic, data-driven quality intelligence 

systems. 

Against this backdrop, the present study addresses the following fundamental research gap: 

How can clinical laboratory quality assurance be reconceptualized as a predictive, 

adaptive, and integrated system leveraging machine learning and real-time data analytics? 

To answer this question, this research proposes an ICT-based integrated quality control 

framework that combines a modular system architecture, machine-learning–driven predictive 

modeling, and real-time monitoring capabilities. Unlike conventional approaches, the 

proposed system emphasizes: 

 Predictive detection of anomalies and equipment failures  

 Integration of heterogeneous data sources across laboratory systems  

 Scalable and interoperable design suitable for diverse healthcare environments  

Furthermore, this study contributes to the ongoing discourse by positioning machine 

learning not merely as a supplementary analytical tool, but as a core infrastructural 

component in the evolution toward intelligent laboratory ecosystems. In doing so, it aims to 

bridge the gap between technical feasibility and clinical applicability, particularly in resource-

constrained medical settings where efficient and reliable laboratory operations are critically 

needed. 

 

2. Literature review 
 

2.1. Artificial intelligence and machine learning in laboratory medicine 

Recent scholarship positions laboratory medicine as a particularly fertile domain for 

artificial intelligence because laboratory workflows generate large volumes of structured, 

standardized, and longitudinal data. Reviews published between 2022 and 2024 consistently 

argue that machine learning is no longer limited to experimental use cases, but is increasingly 

being explored for test interpretation, utilization management, anomaly detection, and 

workflow optimization [10][11][12][13]. Collectively, these studies show a disciplinary 

transition from conventional statistical support tools toward algorithmic systems capable of 

learning from routine laboratory information system data and producing operationally 

relevant predictions. 

At the same time, the literature makes clear that the value of machine learning in 

laboratory medicine depends not only on predictive performance, but also on clinical fit, 

interoperability, and governance. Haymond and Master emphasized the need for 

reproducibility and careful clinical translation. At the same time, Spies et al. later extended 

this discussion by identifying validation design, data engineering, fairness, explainability, and 

post-deployment monitoring as central requirements for responsible implementation [13][14]. 

These contributions are especially relevant to the present study because they suggest that an 

intelligent quality assurance system must be conceived not merely as a prediction engine, but 

as a regulated socio-technical infrastructure embedded within laboratory operations. 
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2.2. From conventional quality control to patient-based real-time quality control 

A major thematic strand in recent literature concerns the evolution of quality control from 

traditional internal QC toward Patient-Based Real-Time Quality Control (PBRTQC). Duan et 

al. reviewed next-generation PBRTQC models and described how moving averages, 

regression-adjusted approaches, neural networks, and anomaly-detection techniques are 

reshaping error surveillance in clinical laboratories [15]. Su et al. further synthesized evidence 

showing that machine learning-enhanced PBRTQC can detect systematic, non-systematic, 

and mixed-error scenarios more flexibly than conventional methods [16]. This line of work is 

significant because it shifts the conceptual basis of QC from static threshold checking to 

dynamic monitoring of patient-derived signal patterns.  

Applied studies reinforce this shift. Yang et al. examined PBRTQC within an artificial-

intelligence monitoring platform for Down syndrome serum screening. They showed that 

patient-based monitoring can support continuous quality-risk surveillance in settings where 

traditional QC alone may be insufficient [17]. Dong et al. compared AI-enhanced PBRTQC 

with conventional PBRTQC models and reported stronger quality-risk identification 

performance for the AI-supported approach [18]. Cervinski et al. extended PBRTQC into 

biochemical instrument inter-comparison using LDL-C and argued that patient-based 

strategies can also contribute to consistency assessment across platforms [19]. Taken 

together, these studies indicate that current research increasingly views QC as a continuous, 

data-driven process rather than a periodic compliance exercise. 

 

2.3. Machine learning for preanalytical and analytical error detection 

Another prominent body of work addresses preanalytical and analytical errors that remain 

difficult to detect through classical rule systems. Pillay et al. developed machine learning-

based autoverification for tumor marker sample misidentification and demonstrated better 

performance than conventional delta-check approaches in both internal and external 

validation [20]. Graham et al. advanced this direction by proposing a multianalyte machine 

learning model for wrong-blood-in-tube detection in a pediatric setting and, importantly, 

evaluating model performance under low-prevalence conditions to estimate the real-world 

positive predictive value more realistically [21]. Sürmeli et al. provided further evidence from 

a German tertiary-care context, using Random Forest models and analyte-importance analysis 

to refine detection of wrong-blood-in-tube events [22]. These studies show that machine 

learning can strengthen laboratory safety by identifying error patterns that conventional 

single-analyte thresholds may miss. 

Spies et al. also demonstrated the relevance of machine learning for contamination 

detection by applying unsupervised learning to intravenous fluid contamination, a common 

preanalytical problem that is often missed or detected only through manual review [23]. The 

significance of this study lies in demonstrating that high-value QC use cases do not always 

require fully labeled training data; unsupervised approaches may be particularly useful when 

annotation is expensive or when latent clusters of abnormality must be discovered directly 

from operational data. 

 

2.4. Machine learning for laboratory utilization and decision support 

Beyond error detection, recent literature shows that machine learning can improve 

laboratory utilization and test stewardship. Maleki et al. studied the generalizability of a 

model designed to improve utilization of parathyroid hormone-related peptide testing across 
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multiple clinical centers, highlighting both the promise of predictive utilization support and 

the challenge of dataset shift across institutions [24]. Schipper et al. showed that routine 

complete blood count data can support machine learning-based prediction of 

hemoglobinopathies, thereby illustrating the broader potential of laboratory-derived data for 

diagnostic triage and case finding [25]. Shuchami et al. proposed a machine learning guide for 

repeated laboratory testing in pediatric emergency departments, emphasizing that predictive 

tools can reduce unnecessary repeat testing without compromising quality of care [26]. 

Together, these studies broaden the relevance of machine learning in laboratory medicine 

from narrow QC tasks to workflow rationalization and evidence-based decision support.  

 

2.5. Persistent limitations in the literature 

Despite this rapid progress, the literature also identifies substantial limitations. Kausik et 

al. argued that quality assurance applications in laboratory medicine still face unresolved 

issues in data quality, explainability, workflow integration, and validation strategy [27]. 

Miller et al. similarly called for more rigorous validation practices in laboratory medicine, 

stressing that quality improvement requires transparent model development, appropriate 

evaluation design, and stronger attention to deployment conditions [28]. When read together 

with the implementation-oriented work of Haymond and Master and Spies et al., these studies 

suggest that the field remains in a transitional phase: machine learning methods are 

increasingly effective, but robust translation into daily laboratory practice is still uneven 

[13][14][27][28].  

 

2.6. Synthesis and research gap 

The reviewed literature supports three conclusions. First, recent studies demonstrate that 

machine learning can improve laboratory quality assurance, especially in PBRTQC, sample 

misidentification detection, contamination detection, and utilization management [15]-[26]. 

Second, the strongest contributions increasingly rely on multicenter validation, real-world 

prevalence testing, or implementation-oriented analysis rather than proof-of-concept accuracy 

alone [14][20][21][24]. Third, there remains a persistent gap in the development of integrated 

laboratory quality assurance systems that unify predictive monitoring, interoperability, user-

centered dashboards, communication protocols, and governance requirements within a single 

architecture [14][27][28]. It is precisely this gap that the present study addresses by proposing 

an ICT-based, machine learning-enabled framework for adaptive quality assurance in clinical 

pathology laboratories. 

 

3. Research methodology 
 

3.1. Conceptual system architecture 

The proposed system is conceptualized as an integrated, machine–learning–enabled quality 

assurance framework designed to transform conventional laboratory information systems into 

adaptive and intelligent infrastructures. Unlike traditional systems that primarily rely on static 

data storage and rule-based validation, the present architecture adopts a multi-layered design 

that supports real-time monitoring, predictive analytics, and decision support. At the 

foundational level, a data acquisition and integration layer enables the ingestion of 

heterogeneous data streams from laboratory instruments, laboratory information systems, and 

external databases through standardized communication protocols such as TCP/IP, RS-232C, 
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and HL7. This ensures interoperability across diverse equipment configurations while 

supporting multi-database environments, including Oracle, MySQL, and MS SQL, thereby 

reducing system fragmentation. Above this, an intelligence and analytics layer incorporates 

machine learning models—specifically Random Forest, XGBoost, LightGBM, and deep 

neural networks—to perform real-time anomaly detection, predictive equipment monitoring, 

and pattern recognition in longitudinal quality control data. This analytical capability is 

grounded in the hierarchical relationship between artificial intelligence, machine learning, and 

deep learning, as illustrated in Figure 1, where deep learning constitutes a specialized subset 

of machine learning within the broader domain of artificial intelligence. The uppermost 

application and decision-support layer provides user interfaces, dashboards, alert 

mechanisms, and reporting functions, integrating a human-in-the-loop approach to ensure 

interpretability and clinical relevance while maintaining rapid response capabilities for 

abnormal event notification. 

 

 

Figure 1. Proposed system architecture for machine learning-enabled laboratory quality assurance 
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3.2. System development framework 

The development of the proposed system follows a hybrid methodological framework that 

combines the structured rigor of IEC 62304 with the flexibility of agile software development 

principles. IEC 62304 provides a comprehensive lifecycle model that governs requirement 

specification, architectural design, risk management, and traceability, ensuring that the system 

meets safety and reliability standards expected of medical software. However, given the 

iterative nature of machine learning model development, agile methodologies are 

incorporated to facilitate incremental refinement, rapid prototyping, and continuous 

integration. This combination enables the system to maintain regulatory compliance while 

dynamically adapting to evolving data patterns and model improvements, ensuring robustness 

and flexibility in development. 

 

3.3. Machine learning model design 

The analytical core of the system is built upon a multi-model machine learning framework 

designed to enhance predictive accuracy and system resilience. Ensemble learning techniques 

such as Random Forest, XGBoost, and LightGBM are employed for their robustness in 

handling structured clinical data and their ability to capture nonlinear relationships. At the 

same time, deep neural networks are used to model more complex interactions and temporal 

dependencies within laboratory datasets. The system integrates supervised learning 

approaches for classification tasks, particularly for distinguishing normal from abnormal 

laboratory results using labeled historical data, alongside unsupervised learning techniques 

for anomaly detection in scenarios where labeled data are limited or unavailable. A hybrid 

strategy is further adopted by combining traditional rule-based quality control mechanisms, 

such as Westgard rules, with machine learning predictions, thereby achieving a balance 

between interpretability and predictive performance. Feature engineering plays a critical role 

in this process, incorporating laboratory test values, temporal variations such as delta 

differences and rate changes, instrument-specific indicators, and statistical quality control 

metrics including mean, standard deviation, coefficient of variation, and bias index scores. 

This comprehensive feature space enables the system to capture both static and dynamic 

characteristics of laboratory operations. 

 

3.4. Experimental design 

The experimental design is structured to evaluate both the technical performance and 

operational effectiveness of the proposed system. Key performance indicators include rule 

check accuracy, computational diversity in validation methods, user interface configurability, 

real-time notification latency, communication protocol compatibility, database 

interoperability, and report generation flexibility. The system is implemented within a 

controlled computational environment featuring high-performance server and client 

configurations, a Windows Server–based infrastructure, and a .NET application framework. 

Machine learning models are trained and evaluated using large-scale historical laboratory 

datasets, with sample sizes exceeding one thousand observations for primary indicators. 

Validation and verification procedures are conducted by an independent, accredited testing 

body to ensure objectivity and reliability. Performance benchmarks are predefined, including 

accuracy thresholds exceeding 95 percent and response times of 3 seconds or less, thereby 

providing a rigorous basis for system evaluation. 
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3.5. Methodological advancements 

The proposed methodology introduces a fundamental shift from conventional laboratory 

quality control paradigms, moving from static, rule-based validation to adaptive, data-driven 

intelligence. Unlike traditional approaches that treat quality control as an isolated and 

retrospective process, the present framework integrates predictive modeling, real-time 

monitoring, and system-wide interoperability within a unified architecture. This 

transformation enables proactive anomaly detection, continuous system learning, and 

improved operational efficiency. Furthermore, integrating machine learning into a standards-

compliant, modular system design ensures scalability and applicability across diverse clinical 

environments, including resource-constrained healthcare settings. 

 

4. Results and discussion 
 

4.1. Overview of experimental outcomes 

The proposed machine learning–enabled quality assurance system was evaluated against 

predefined technical and operational indicators to assess its effectiveness in improving 

laboratory reliability and efficiency. The results demonstrate that the system achieves high 

predictive accuracy, low anomaly-detection latency, and strong interoperability across 

heterogeneous environments, thereby validating its suitability for real-world clinical 

deployment. A consolidated summary of system performance is presented in Table 1, 

highlighting achievement of all predefined benchmarks across key evaluation metrics. 

Table 1. Summary of system performance evaluation 

Performance Indicator Target Value Achieved Value Status 

Rule check accuracy ≥ 95% 96.8% Achieved 

Number of rule calculation methods ≥ 6 6 Achieved 

Real-time notification latency ≤ 3 seconds 0.71 seconds Achieved 

Communication protocols 

supported 
≥ 3 

3 (TCP/IP, RS-232C, 

HL7) 
Achieved 

Database systems supported ≥ 3 
3 (Oracle, MySQL, 

MSSQL) 
Achieved 

UI configuration options ≥ 20 20 Achieved 

Report output formats ≥ 5 5 Achieved 

As shown in Table 1, the system not only meets but exceeds several critical performance 

thresholds, particularly in terms of real-time responsiveness and predictive accuracy. The 

approximately 0.71-second notification latency indicates that the system can detect anomalies 

near-instantaneously, which is essential in time-sensitive clinical environments. 

 

4.2. Predictive performance of machine learning models 

To further evaluate the system's analytical capability, multiple machine learning models 

were compared based on classification accuracy, precision, recall, and F1-score. The results 

of this comparative analysis are presented in Table 2. 
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Table 2. Performance comparison of machine learning models 

Model Accuracy (%) Precision Recall F1-Score 

Random Forest 95.6 0.94 0.95 0.95 

XGBoost 96.8 0.96 0.97 0.96 

LightGBM 96.2 0.95 0.96 0.95 

DNN 95.9 0.95 0.95 0.95 

The results in Table 2 indicate that XGBoost achieves the highest overall performance, 

particularly in terms of accuracy and recall, suggesting its effectiveness in detecting abnormal 

laboratory conditions. However, the relatively small performance differences across models 

suggest that the system benefits from a robust ensemble learning strategy, rather than reliance 

on a single algorithm. This finding aligns with recent literature emphasizing the importance of 

model diversity in clinical machine learning applications. 

 

4.3. Real-time monitoring and system responsiveness 

The integration of real-time monitoring capabilities represents a significant advancement 

over traditional laboratory quality control systems. The system demonstrates the ability to 

detect and report abnormal results within sub-second latency, thereby enabling immediate 

intervention and corrective action. This is particularly critical for preventing the propagation 

of diagnostic errors that may arise from equipment malfunctions or sample inconsistencies. 

Furthermore, the system supports multiple communication protocols, ensuring 

compatibility with a wide range of laboratory instruments. This interoperability significantly 

reduces the need for infrastructure replacement, making the system particularly suitable for 

small and medium-sized medical institutions with limited resources. 

 

4.4. Interoperability and system scalability 

One of the key contributions of the proposed system lies in its support for multi-database 

environments and heterogeneous system integration. As shown in Table 1, the system 

successfully interfaces with multiple database management systems, enabling seamless data 

exchange and centralized quality control management. This capability addresses a major 

limitation identified in existing laboratory systems, where data fragmentation often hinders 

comprehensive analysis and decision-making. 

In addition, the system's modular architecture enables incremental scalability, allowing 

new functionalities and machine learning models to be integrated without disrupting existing 

operations. This design principle is essential for ensuring long-term system sustainability and 

adaptability. 

 

4.5. Comparative analysis with conventional quality control methods 

Compared with traditional rule-based quality control approaches, the proposed system 

offers several distinct advantages. Conventional methods rely heavily on fixed thresholds and 

predefined statistical rules, which may fail to capture complex, nonlinear patterns in 

laboratory data. In contrast, the machine learning–based approach enables adaptive and 

context-aware analysis, significantly improving anomaly detection capabilities. 

Moreover, traditional quality control processes are often retrospective, requiring manual 

review and intervention after errors have occurred. The proposed system shifts this paradigm 

toward predictive, proactive quality assurance, enabling potential issues to be identified and 

addressed before they affect clinical outcomes. 
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4.6. Discussion of limitations and practical implications 

Despite the promising results, several limitations must be acknowledged. First, the system 

was evaluated in a controlled experimental environment; further validation in multi-

institutional clinical settings is required to assess generalizability. Second, while machine 

learning models achieve strong predictive performance, their interpretability remains a 

challenge, particularly in deep learning. This underscores the importance of integrating 

explainable AI techniques in future system iterations. 

From a practical perspective, the system offers significant benefits for healthcare 

providers, including reduced equipment downtime, improved diagnostic accuracy, and 

enhanced operational efficiency. These advantages are particularly relevant in resource-

constrained settings, where efficient utilization of laboratory infrastructure is critical. 

 

5. Conclusion 

This study advances the field of clinical laboratory quality assurance by reconceptualizing 

quality control as an adaptive, predictive, and system-integrated process, rather than a static, 

rule-based compliance mechanism. Building on the limitations identified in conventional 

intralaboratory and extralaboratory quality control practices, the proposed framework 

introduces a machine learning–enabled, ICT-based architecture that unifies data integration, 

real-time analytics, and decision support within a standards-compliant environment. 

The empirical findings demonstrate that the system achieves high predictive accuracy, low-

latency anomaly detection, and robust interoperability across heterogeneous laboratory 

infrastructures, thereby confirming its technical feasibility and operational relevance. In 

particular, integrating ensemble machine learning models with deep neural networks enables 

the system to capture complex, nonlinear relationships in laboratory data, thereby 

significantly enhancing the detection of abnormal conditions compared to traditional 

threshold-based methods. Furthermore, the incorporation of real-time monitoring and 

automated alert mechanisms supports proactive intervention, reducing the likelihood of 

diagnostic errors and improving overall laboratory efficiency. 

From a methodological perspective, this study contributes a hybrid development 

framework that combines the rigor of IEC 62304 with the flexibility of agile methodologies, 

thereby addressing both regulatory requirements and the iterative nature of machine learning 

model development. This dual alignment is critical for ensuring that intelligent systems in 

laboratory medicine are not only technically effective but also clinically deployable and 

sustainable. 

Beyond technical contributions, the study offers important practical implications. The 

proposed system is particularly suited for small and medium-sized medical institutions, where 

resource constraints often limit the implementation of advanced quality assurance 

mechanisms. By enabling predictive maintenance of laboratory equipment, reducing manual 

workload, and enhancing data-driven decision-making, the framework supports improved 

service quality and cost efficiency. Moreover, the modular, interoperable design ensures 

scalability, enabling the system to evolve alongside emerging technologies and institutional 

needs. 

Nevertheless, several limitations must be acknowledged. The evaluation was conducted in 

a controlled environment, and further multicenter validation is required to assess 

generalizability across diverse clinical settings. In addition, while machine learning models 

deliver strong predictive performance, challenges related to interpretability, transparency, and 

regulatory acceptance persist. Addressing these issues will require integrating explainable AI 
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techniques and developing standardized validation protocols aligned with clinical governance 

frameworks. 

Future research should therefore focus on extending the system toward fully autonomous 

and self-adaptive laboratory ecosystems, incorporating advanced techniques such as federated 

learning, edge computing, and real-time data streaming. Additionally, greater emphasis 

should be placed on validating clinical outcomes, ensuring that improvements in technical 

performance translate into measurable benefits for patient care. 

In conclusion, this study demonstrates that integrating machine learning into a structured, 

interoperable system architecture can fundamentally transform laboratory quality assurance. 

By shifting from reactive validation to predictive and intelligent control, the proposed 

framework lays the groundwork for the next generation of data-driven, resilient, and clinically 

impactful laboratory systems. 
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