
International Journal of Hybrid Information Technology 

Vol.2, No.1 (2022), pp.23-46 

http://dx.doi.org/10.21742/ijhit.2653-309X.2022.2.1.03 

 

 

eISSN: 2653-309X IJHIT 

The Present State of Home Automation: 

A Systematic Literature Review 
 

 

Ashkan Yaldaie
1
, Jari Porras

2
 and Olaf Drögehorn

3* 1
 

1,2
LUT University, Lappeenranta, Finland 

3
Harz University of Applied Sciences, Wernigerode, Germany 

1
ashkan.yaldaie@student.lut.fi, 

2
jari.porras@lut.fi, 

3
odroegehorn@hs-harz.de 

Abstract 

Since ancient times, people have been trying to make life easier, for example, by bringing 

water to homes and taking care of wastewater through channelization. With the 

advancements in technology over the past few decades, people have gained access to smart 

devices and computerized systems, enabling us to automate tasks. For example, motion 

sensors help to automatically turn on the lights when entering a building. Also, remote-

controlled, voice-controlled, and gesture-controlled devices are becoming smarter and 

enabling various types of activities. The objective of this literature review is to be a valuable 

source for software engineers to gain a better understanding of the current achievements in 

smart home development. This paper explores technological advancements, including the 

usability and security aspects of home automation. The authors choose four digital libraries 

to research published case studies related to the selected number of smart home domains. 

Papers with distinct titles that are written in English and are more than three pages are 

selected as research material. Furthermore, thematic analysis was performed to extract data 

linked to the research questions. Most of the chosen case studies are performed in labs. This 

literature review found that a portion of the current products overlooked the basic security 

and privacy enhancements in favor of usability or vice versa. The present research concluded 

that adequate knowledge management has the potential to improve smart home technology. 

Additionally, developers should not skip any of the three layers of the development 

architecture (UI layer, communication layer, and software system layer) because each stage 

is dedicated to addressing existing weaknesses in smart home products. The paper’s findings 

provide potential solutions for developing better smart home devices in the future. 

 

Keywords: Smart home, Home automation, IoT, Remote monitoring, Home security, 

Healthcare, Energy efficiency 

 

1. Introduction 

Internet of Things (IoT) devices such as sensors, smartphones, and controlling and 

monitoring devices surrounding us. Weiser and Brown predicted the arrival of ubiquitous 

computing, and with IoT, one can see this vision come to life [9]. Modern home automation is 

dependent on IoT devices [47]. Smart home systems need to deal with saving energy and 

other resources. It is estimated that by the year 2025, there will be 75 billion IoT devices 

installed, and these devices should provide solutions rather than becoming part of the energy 
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mismanagement problem [34]. There are smart plugs and smart meters that enable users to 

manage and monitor energy consumption [28], yet most smart devices have specific standards 

and cannot be easily integrated [2]. One solution is to develop a standardized approach by 

using middleware and frameworks to generate communication between IoT devices and 

software to provide better energy management and energy-saving systems [8]. However, 

Home automation systems have some drawbacks. The development of home automation 

systems with a proper balance between usability, user experience, performance, and security 

can be challenging [12][27]. Smart homes have a wide variety of users in different age groups 

[14], and because of the age group diversity, developers have to level down the differences in 

people‘s interaction with IoT. 

Usability and User Interface (UI) design are playing an important role in smart home 

development because the user interacts with the system through the UI. Smart home products 

should have a simple yet effective interface for the remote administration of the house [47]. In 

addition to controlling smart devices through the UI, providing valuable information, such as 

house temperature and humidity, may have a use case and be valuable for many users. 

Furthermore, in connection to elderly and patient monitoring, smart home systems are capable 

of analyzing and sending a patient's health status to interested parties [11]. Workflow 

management is a rather new subject linked to home automation, and the system needs to 

execute tasks based on a trigger, for example, turning on a coffee machine when someone 

enters the home [41]. Many smart devices are shared and used by different residents at home 

or in a building, and a home automation system can manage these shared devices through a 

usage timetable to provide comfort and ease for all users. [26] 

Security issues are another concern that smart home users have. Software systems are 

capable of collecting critical metadata about the users through smart devices, and the gathered 

data are subjected to security risks [10]. These security concerns can compromise the total 

system‘s functionality, and users are worried about their home privacy and safety [2]. Still, 

proper security is not the only factor users are after, Zhen Ling et al., [50] and the current 

paper goes through the other concerns smart home users have. 

Smart home and home automation devices come in all types and shapes. Such systems are 

becoming more advanced every year and are getting more attention from consumers. 

Inspecting the current state of the art of home automation systems in the literature and the 

provided guidelines to improve them can help developers and designers make better choices 

and improve products. The objective of the current paper is to study the current state of the art 

and the identified benefits and drawbacks of smart home systems, as described in the 

literature. This will be achieved by conducting a systematic literature review to answer the 

following research questions (RQ): 

RQ1: What topics concerning smart home systems can be found in the literature? 

RQ2: What are the identifiable concerns, that is, the benefits and drawbacks of smart home 

systems? 

RQ3: How can the systems be optimized based on the identified benefits and drawbacks? 

Answering the first question (RQ1) determines the topics addressed in the literature 

concerning home automation systems (including devices). Smart home devices can collect 

information about residents‘ behavior and even have a view of the inside of the house. This 

can present a notable security risk to homeowners. The second question (RQ2) covers 

concerns like the one mentioned. Recognizing such potential drawbacks can help all 

stakeholders expect and produce more sufficient systems. The question also addresses the 
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benefits of utilizing a smart home system. The answer to the last question (RQ3) provides a 

set of guidelines for the developers for optimizing smart home systems based on the findings 

of the systematic literature review. The current paper stays away from basic and purely 

historical information; the objective is to examine the current state-of-the-art situation, so 

material published before 2013 would be excluded from the research scope. The cutoff period 

was selected based on the evolution of home automation systems and increased activity in the 

field. Google‘s trend data for the term smart home can be found in [Figure 1], which shows 

the term gained noticeable popularity in 2013. 

 

 

Figure 1. Google‘s trend data for the term smart home. A value of 100 is the peak popularity 

This document covers several topics linked to the development of smart home systems. 

The identified interrelated topics including usability, design, performance, and security are set 

to uncover the benefits and drawbacks of existing systems. In addition to the mentioned 

objectives, this paper aims to uncover real-world issues to help improve future smart home 

products e.g., compromising security in favor of usability and vice versa is not recommended. 

 

2. Related work 

The related work about the main contributions of this paper is discussed below. This study 

considered advancements and concerns linked to smart home systems; this can help gain an 

understanding of the completed work and how best to continue the research on the related 

study topic. Smart home research adds considerable value to people‘s lives because it has 

environmental, social, and ethical benefits. Having a clear view of smart technologies would 

assist stakeholders who are interested in the topic. 

Smart home systems are becoming more advanced with the growth of technology. Mehedi 

Hasan et al [20] explain new ways to control a digital home through voice recognition, 

gesture control, and Wi-Fi. According to Hasan et al., [20] a variety of weaknesses have yet 

to be fixed when considering the mentioned technologies. For example, a voice-controlled 

system may give false and unpredictable results because of the surrounding noise; a smart 

light switch may turn on/off based on the similarity between the command word and some 

other words. Wi-Fi and Bluetooth systems also have some pros and cons. As stated by [20], a 

Bluetooth-based system is easy to use. However, the operating range of such systems is 

around 10–20 meters, and Wi-Fi-based systems are more flexible because of their wide range. 

Such systems have a high initial cost that can be less applicable to people with a lower 

budget. 

In the literature, one can see important challenges linked to smart home development [39]. 

Availability and remote accessibility are some of the challenges developers are facing. This 

can be solved by utilizing cloud servers as a communication gateway between the potential 
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controlling devices, for example, smartphones and smart home systems. However, Stojkoska 

and Trivodaliev [39] conclude that connecting to cloud servers has some drawbacks, 

including more bandwidth usage. Risteska, Stojkoska, and Trivodaliev [39] present several 

communication techniques, such as fog computing, to address the mentioned issue. Based on 

the study by Hisham Albataineh et al., [1] a combination of edge and cloud computing is 

more energy-efficient and has positive performance effects because most of the data analysis 

occurs locally, so the smart home system does not have to wait for the cloud server‘s 

response. 

Smart elderly care with the help of smart homes is reviewed [30][31]. Monitoring the 

health status of users is possible with the use of sensors and monitoring devices. The authors 

start the discussion by going through the health-related needs of older adults. The elderly 

population is struggling with common diseases such as diabetes and blood pressure, and 

according to Petra Maresova et al., [30] the challenge is to encourage older adults to accept 

health-related smart solutions. Developing easy-to-use products in combination with artificial 

intelligence (AI) for automation and decision-making is a way to explore and potentially 

enhance smart healthcare. Wearable devices and sensors can collect valuable data linked to 

the movement and other activities of patients, and based on the findings of, [31] the collected 

information can be analyzed to measure users‘ health decline or improvements on a day-to-

day basis. 

Smart home energy efficiency is reviewed [42][44][45]. Smart electricity meters provide 

the possibility to monitor energy consumption and collect related data for further analysis. 

According to researchers, [42] smart thermostats can save up to 20% of heating and cooling 

costs each year, and based on the review completed by Vishwakarma et al., [45] the user can 

control the flow of electricity by utilizing a home automation dashboard. Member states of 

the EU are required to provide smart metering systems to consumers; a digital meter enables 

many possibilities. Combining a prepayment system with a smart meter‘s alert functionality 

can inform the customer about energy consumption, which may have positive environmental 

effects. For instance, smart electricity with a ―traffic light‖ function can warn customers about 

high electricity loads [44]. 

Security and privacy have been a big burden when developing a smart home product 

because such devices are connected to the internet, and most of the time, the data travel 

between the home network and cloud servers. Some of the security threats addressed in the 

smart home concept are presented by Almusaylim and Zaman [4], in which the researchers 

recommend proper user authentication techniques and secure frameworks for communication 

between smart devices and smart home gateways. Privacy concerns in the smart home domain 

have been studied before [19]. Authors Guhr, Werth, and Blacha present privacy issues as 

potential barriers to smart home usage, they propose a common definition for information 

privacy: one's ability to control information about oneself [19]. 

The current literature review intends to continue on these related works. This paper 

explores eight topics linked to the study of smart homes that were found during the analysis 

phase. In addition to covering the current state of the mentioned subjects, this document 

examines topics such as design, performance, development process, and usability. The next 

section explains the research process and related activities. 

 

3. Methodology 

To complete the current paper, the process proposed by Kitchenham is applied, a 

systematic literature review method is used, and four digital libraries (databases) are selected 
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to perform an automatic database search [25]. The process was managed by the first author of 

the paper, and other authors joined in to confirm and review the results. The literature review 

is drawn on the planned research questions for the current paper; that is, aiming to create an 

overview of smart home systems and their concerns by analyzing published articles and based 

on the findings; create some guidelines for smart home system developers. Built on the 

research questions, the authors have created a general search query (―home automation‖ OR 

―smart home‖ OR ―internet of things‖) AND ―case study.‖ Derived from the process 

proposed by Kitchenham, four databases have been selected to apply the query parameters, as 

shown in [Table 1]. 

Table 1: The list of digital libraries and the applied search parameters 

Library name Search parameters 

ACM Digital Library 

[[Publication Title: ―home automation‖] OR [Publication Title: ―smart home‖] 

OR [Publication Title: ―internet of things‖]] AND [Publication Title: ―case 

study‖] AND [Publication Date: (2013 TO 2022)] 

Springer Link 

―home automation‖ OR ―smart home‖ OR ―internet of things‖ 

title=case study 

facet-start-year=2013 

facet-end-year=2022 

IEEE Digital Library 

(("Document Title": "home automation" OR "Document Title": "smart home" 

OR "Document Title": "internet of things") AND ("Document Title": "case 

study")) 

ranges=2013_2022_Year 

Science@Direct 

(―home automation‖ OR ―smart home‖ OR ―internet of things‖) AND ―case 

study‖ 

date=2013-2022 

The initial search resulted in 468 matches. The first step was to exclude everything except 

published journal articles and conferences. On further inspection, it was discovered that some 

of the papers' titles are not in line with the expectations, so a title-based exclusion is applied 

in the second step. The third filter excluded the papers not written in English, and the fourth 

step allowed papers of more than three pages to be included. Duplicate papers were excluded 

in step five, and finally, analyzed the content to see if they are in line with the research 

questions. After applying the inclusion and exclusion filters, the number decreased to the final 

set of 56 papers, as shown in [Figure 2]. Thus, the following set of inclusion and exclusion 

criteria was applied to the search results: 

 Inclusion Criteria: 

o Published journal article or conference paper 

o Primary study  

o Clear case study reports related to the research questions 

 Exclusion Criteria: 

o Book chapters and magazine articles 

o Languages other than English             

o Papers that focus on the basics and history of smart homes and home automation 
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Figure 2. Number of papers after applying the inclusion and exclusion filters 

Table 2. Number of papers per database after applying the inclusion and exclusion filters 

Database 
Initial 

number 
Step 1 Step 2 Step 3 Step 4 Step 5 Step 6 

ACM Digital Library 25 24 14 14 14 9 6 

Springer Link 363 297 22 21 21 21 12 

IEEE Digital Library 61 54 54 54 53 53 33 

Science@Direct 19 18 18 18 18 12 5 

Total: 468 393 108 107 106 95 56 

[Table 2] presents the exact number of papers per database in every step after the filters 

were applied. As stated earlier, the objective is to answer the research questions, and as a 

result, an extra query is added to the data extraction form. (For which research question can 

the paper be utilized?). The data extraction description can be found in [Table 3]. 
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Table 3. Data extraction 

Item Description Research Question 

Title The title of the paper RQ1 

Year Publication year Metadata 

Venue The publication type: journal or conference Metadata 

Direct link to the document A direct link to the document Metadata 

Special note 
Free text about the paper (important remarks and 

reminder notes about the paper) 
Metadata 

Assumptions for benefits 
What are the assumed benefits for the product 

analyzed in the paper? 
RQ1 

Assumptions for drawbacks 
What are the assumed drawbacks of the product 

analyzed in the paper? 
RQ1 

Realized benefits What are the realized benefits? RQ2, RQ3 

Realized drawbacks What are the realized drawbacks? RQ2, RQ3 

What equipment and features 

are in used 

What are the types of equipment and features used 

in the paper? 
RQ1, RQ2 

Study context 

What does the paper aim to cover in connection to 

benefits and drawbacks? Is it security, price, or 

usability related? There can be more categories that 

are not defined here. 

RQ1, RQ2, RQ3 

 

Thematic analysis was performed by the first author on the research material; the process 

started by reading the material to highlight and extract the data relevant to the research 

questions. The extracted data were validated against the research questions by the other 

authors. The process continued by tagging the papers with their corresponding topics, and 

then, the topics were reviewed and combined appropriately. Finally, the papers were added in 

groups based on the realized categories; the results are shown in [Figure 4]. Additionally, 

Appendix 1 presents the realized study topic(s) for each analyzed paper. 

 

4. Results 

The current section is dedicated to answering the research question. The section starts with 

a presentation of the study topics found in the literature, which is followed by an explanation 

for each topic. Finally, the current section looks at the concerns linked to smart home systems 

and the ways to optimize them. The number of selected studies per year is shown in Figure 3. 

Additionally, the selected studies are divided into four categories based on the study settings; 

the results are shown in [Table 4]. 
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Figure 3. Number of selected studies per year 

Most of the selected case studies were completed in laboratories, the devices were set up in 

a lab, and the developers conducted experiments to obtain the results. Furthermore, some of 

the case studies were done in simulated settings, meaning there was a controlled environment 

with the same features as the real environment. Field studies were done in real settings, and 

the developers set up a system to monitor the interactions between the user and smart home 

products. Finally, theory-based case studies were conducted to test a theory, which could 

include interviews with people in the smart home industry or analyzing the data from an 

existing product to report weaknesses and strengths. 

Table 4. Number of papers per study setting 

Study settings Number of papers 

Lab study 21 

Field study 10 

Simulating real settings 18 

Theory-based study 7 

 

4.1. Realized smart home topics (RQ1) 

To find the answer to the first research question (RQ1), the first author analyzed the 

selected studies by reading the content and keywords of the documents to find the study 

topic(s) for each paper. Eight different topics were identified based on discussions among the 

authors; these topics were covered in the majority of the papers. Some papers address more 

than one topic, which was counted in the list of results. Improving future home automation 

products is the motivation behind covering the eight identified topics, and based on the 

performed analysis, refining security and the privacy of the home automation systems is the 

most popular study topic. Home automation systems are collecting a considerable amount of 

data; the question is then on securing and controlling the data, which may travel across 

networks throughout the world [23]. 
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IoT systems have a wide range of applications. In addition to task automation, they 

monitor, analyze, and report. Improving the design and smart healthcare are the second most 

popular topics of the selected case studies. Having a design that can follow the requirements 

is a crucial factor in the success or failure of a product [5][22]. As mentioned in the 

introduction, the focus of the present paper is to help smart home developers and designers 

develop better products. The selected topics shown in [Figure 4] cover technical aspects and 

consumer concerns and development practices. Reviewing these topics covers the three high-

level phases of the development process: planning, implementation, and improvement. 

 

 

Figure 4. Number of papers per study topic 

[Table 5] presents the distribution of the study topics per year. The data is collected to 

present the coverage of the topic within the given time range from 2013 until 2022. This can 

clearly show how important a topic is if it is covered repeatedly for several years. E.g., 

security and privacy are the most popular research subjects, and the topic is covered since 

2013. 

Table 5. Distribution of the study topics and the number of papers per year 

Topic 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 

Security and privacy 2   1 4 3 4 1   

Design 1  2   3 4 2   

Health and elderly care 1  2  4 2 2 1 2  

Resource management   4 2 2 1 1   1 

Usability 2 1  2 1 1 2 1 1  

Performance    1 2 1     

Development process   1 1  1 1    

Knowledge management and 

education 
   2    1 1  
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4.2. Topics 

To answer the second and third research questions (RQ2, RQ3), the current section 

explains the presented topics in Figure 4 and explores the benefits and drawbacks of smart 

home systems. 

 

4.2.1. Security and privacy 

IoT devices play an important role in various domains, such as home, agriculture, 

healthcare, tourism, transportation, and education [7]. Home automation products generally 

consist of several IoT devices that are connected to complete an objective. Furthermore, home 

automation products are inseparable parts of smart cities, so having proper security measures 

is a must. Security vulnerabilities may be in the IoT devices or in the way data travels 

between them and are stored in smart home storage for further analysis. One can attempt to 

hack a smart home system or even use a smart home system as a tool to hack the entire 

network of connected smart products or smart cities [50]. 

A way to handle the security concerns is by giving the power to the product users to 

control the flow of data, which means permitting the storage of data, monitoring the data 

flow, and restricting access to the data. According to Aung and Tantidham [7], this is possible 

by utilizing Ethereum (ethereum.org). Ethereum is a private blockchain, it is used to handle 

data flow based on the smart contract or authorized policies that are created by the user. 

Security and privacy can be taken care of in peer-to-peer networks with the utilization of 

blockchain. Applications running on Ethereum are available from anywhere, and the data 

flow is controlled by smart contracts between private and public networks. A smart home 

system is private data storage, while communication and sharing the data with the cloud for 

statistical purposes can be handled through public contracts specified in the Ethereum 

platform. 

Improving privacy is a challenging topic, and according to Yulistiyan Wardhana et al [46], 

it should not compromise the well-being of the user. For example, limited access to a private 

room to just one person can have a negative outcome if the user gets a heart attack there and 

no one else can enter the room to help. In this case, smart devices should be able to inform 

and provide access to health officials. To address this issue, Wardhana, Hardian, and 

Guarddin are recommending a system for monitoring the user‘s status and habits when using 

a private room [46]. However, the developed system in question is not always accurate and 

cannot adapt to the habit changes of the user. 

Security vulnerabilities can be in the hardware or software of smart home devices. It is 

almost impossible to implement flawless software. However, it is recommended that more 

resources be allocated to improve the security level of smart devices [13]. One of the ways to 

do this is by leveraging cryptographic techniques instead of using plain and human-readable 

text for storing sensitive data or communication between devices. Regarding the hardware, it 

is better to avoid using hardware with known security weaknesses like Bluetooth, which is 

vulnerable to Bluetooth signal-interfering attacks [49]. Most IoT devices focus on new 

features and cost reduction. Smart devices are often not designed with security in mind. One 

solution to the mentioned problem is for developers to implement new features by adapting 

existing frameworks and services to improve the security of the products [38]. 
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4.2.2. Design 

Among other benefits, a well-designed smart home system can reduce processing power, 

for example by dividing the load between the cloud server and local servers. The difference is 

more noticeable with the rising interest in IoT devices. According to research, it is possible to 

divide the load between the main server and local devices using a technology called edge 

computing. Most commercial IoT and smart home devices depend on cloud servers for 

processing data. Edge computing suggests using processing locally to save bandwidth and 

processing power. However, the cloud server can still be responsible for data storage. In this 

case, the local device does not have to wait for the cloud server to analyze the data and 

respond [32][35]. 

Smart home systems have a variety of different users, and the design should consider 

different people‘s needs. It is not possible to make a device that satisfies everyone, and the 

aim should be to fulfill the target group‘s requirements. It is correct to say that a smart home 

system is an integration of space, users, and smart devices. For example, scenario-based 

design can help users complete tasks based on user's actions, and this can be as simple as 

switching off the lights automatically when residents leave the house or turning up the heating 

during the winter when users arrive home [24]. 

 

4.2.3. Health and elderly care 

The world's population is aging, and healthcare costs are growing because of this. The 

demand for automated healthcare and patient assistance services is growing. Smart home 

product developers are taking this growing demand into an account. This section will cover 

some of the benefits and drawbacks of the existing systems linked to the mentioned subject. 

One of the solutions proposed in the literature is elderly monitoring technology, which is a 

series of sensors such as infrared motion detectors and magnetic door sensors that are placed 

in different areas of a house e.g., kitchen, bathroom, and front door to check the irregularities 

in residents' activities. Usually, people have a routine of living; for example, people wake up 

and go to sleep around the same time. The sensors look for changes in such activities, and if 

enough abnormalities are detected, the system triggers a fitting response. [29] 

Independent living is one of the issues concerning the elderly population. The user, in this 

case, may forget an important activity like taking medicine on time, which may result in the 

individual entering a dangerous state. In addition to the remote monitoring of a smart home‘s 

resent which may not be enough, a case study shows that it is possible to develop a system to 

assist the user in completing daily tasks [6]. An easy-to-use UI is the most important aspect 

when developing smart home systems for the elderly and a study shows that portable 

touchscreen devices with audio and video communication ability can fulfill most 

requirements. Furthermore, an event-based solution results in the automation of many tasks, 

and the user does not have to specifically interact with the system because an event-based 

design automatically reacts to certain conditions [43]. 

In addition to elderly assistance, IoT solutions can remove the pressure on hospitals by 

remotely monitoring patients at home. Some heart patients need continuous heart rate 

monitoring and case studies show that this can be done at home thanks to the collected data 

obtained through sensors and machine learning algorithms. There are some concerns related 

to the accuracy of the proposed solutions, and ongoing work aims to improve these remaining 

concerns, such as security concerns, energy efficiency, and data visibility. Health-related data 

are highly confidential and must be encrypted. However, the data should be visible to the user 
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in real time, and because most health devices are wearable sensors, energy efficiency plays a 

crucial role. A device without sufficient power does not have any use [3][15]. 

 

4.2.4. Resource management 

Enhancing home energy and water usage efficiency is a focus area of smart home systems. 

Creating a detailed profile of household equipment‘s energy consumption helps create a better 

model for saving energy. Smart systems can optimize energy usage by optimally scheduling 

and controlling household appliances. One of the realized drawbacks linked to the 

development of resource-efficient systems is finding and purchasing monitoring devices 

because some cannot be found off the shelf [16][37][48]. Sustainable IoT can have positive 

environmental impacts. People communicate through a massive network of sensors and IoT 

devices, and to save energy, product developers must consider the energy consumption of IoT 

devices in the early development phases, including the planning and design phases [23][40]. 

 

4.2.5. Usability 

Integration between IoT devices is a challenge for smart home developers. Different 

manufacturers are following different standards for creating their products, and this can harm 

usability because most of the time, controlling the smart devices through a centralized system 

might not be possible. The need for middleware to integrate devices in the same network is an 

approach that can help address the mentioned problem, and a successful attempt has been 

made to connect a Rovio service robot to a smart system and automate the tasks. However, 

because of the large number of existing products, there is still a need for a standard 

communication channel between smart devices [8]. 

The designers of smart home devices do not explicitly or systematically consider usability 

in designing security features. Instead of relying on the technical support team, the users 

themselves should be able to configure the security features of the smart home systems. 

Consulting with security experts in the design phase to enhance the usability of the security 

features is costly, but the extra cost can be justified because cyberattacks are targeting smart 

homes and even using smart home systems as a hacking tools [10]. Another way to enhance 

usability is to automate tasks as much as possible by equipping home furniture with sensors 

and single-board computers. In this case, the user does not have to interact with the system 

through a dedicated UI. For example, a smart chair can identify the user and trigger a 

customized predefined event [21][43]. 

 
4.2.6. Performance 

Using middleware and standard communication protocols has a positive effect on a digital 

home‘s performance. A standardized communication protocol allows for the circulation of 

data between the smart devices, in return resulting in a boost in performance because the 

devices do not have to independently collect the data and a network of connected devices is 

devoted to gathering the data, which can then be analyzed by software systems [17]. The 

importance of communication becomes more visible when talking about smart cities because 

the collected data from a network of smart homes can contribute to smarter environmental 

and social decisions [16].  

Using standard communication protocols has positive performance effects; they have the 

potential to enhance developers‘ productivity. However, analyzing middleware components 

shows some inhibitors in the code, which indicates the need for further development to 
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enhance the components [5]. In summary, utilizing middleware in combination with edge 

computing architectural techniques may potentially boost performance. The current literature 

review presents the definition of edge computing in the design section; additionally, it is 

important to mention that bandwidth can be saved and communication delay between the IoT 

devices and the cloud can be improved by edge computing techniques [35]. 

 

4.2.7. Development process 

It is essential to take a look at the development process of smart homes and IoT devices; 

the lack of a systematic approach can result in security and design compromises. According 

to Gartner, IoT systems would be in 95% of new electronics products, meaning that smart 

devices have an enormous impact on society, businesses, and the environment. Dividing the 

product architecture into three layers a UI layer, a communication layer, and a software 

system layer is a way to make structural improvements and focus on the weaknesses of each 

layer [33]. The need for flexible and user-friendly solutions is undeniable, and the case study 

shows that etiquette requirements gathered from the stakeholders, prototyping, and a user-

driven design can further improve the product. In this case, the user gets to test the product in 

the early stages of development, which means the final solution has a greater chance of 

meeting the requirements [36][43][47]. 

 

4.2.8. Knowledge management and education 

Knowledge is an important asset for people in general and, in particular, for organizations 

to grow. Most often, different projects rely on a similar set of data, and keeping a record of 

the use cases in one project may be beneficial for other smart home projects. Furthermore, 

knowledge management can have positive environmental impacts; smart home residents can 

share their experience, for example, in a platform of connected digital homes to help the other 

residents make better choices linked to resource management [18]. Including the possibility 

for students to learn how to develop IoT solutions as part of their studies will help produce 

better smart home systems in the future. Students who participate in such courses have 

considered it enjoyable and gave positive feedback to the organizers. It is essential to improve 

the learning process linked to IoT development for students to gain hands-on knowledge and 

experience in the subject [22]. 

 

4.3. Smart home concerns (RQ2) 

The current section is dedicated to answering RQ2. Table 6 offers a brief explanation of 

the benefits and drawbacks linked to the home automation-related topics covered in this 

paper. The table is summarizing the results provided in section 4.2, in addition, the reader can 

find sources associated with the benefits and drawbacks in the description column for further 

and more in-depth analysis. The collected items are based on the authors' analysis of the 

selected sources for this research. 
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Table 6. Benefits and drawbacks linked to home automation–related topics 

Topic Category Description 

Security and 

privacy 

Benefits 

Accessing the data through security protocols (contracts). [7] 

Smart home systems can make smart adjustments to privacy protocols [46]. 

Existing frameworks and services can improve the security of smart products 

[38]. 

Drawbacks 

Smart home systems can be used as a hacking tools [50]. 

Utilizing compromised hardware and insecure data handling [49]. 

Smart homes are not very accurate enough to decide on their own [46]. 

Cost reduction can lead to weak security features [38]. 

Design 

Benefits 

A well-designed system uses less power to operate [32][35]. 

Bandwidth usage can be reduced through the design [32][35] 

A scenario-based design can complete tasks based on users‘ actions. [24] 

Drawbacks 

Some smart devices have to wait for the cloud server to respond [32][35]. 

The age gap of the users is not taken into account when designing smart 

homes [24][43]. 

Health and 

elderly care 

Benefits 

Elderly and patient monitoring is possible with the help of smart home 

systems [3][29]. 

Activity monitoring looks for changes in a patient‘s routine and notifies the 

interested parties [29]. 

An elderly-friendly smart home makes independent living possible for its 

users [6]. 

Drawbacks 

The accuracy of patient monitoring systems is still questionable [29]. 

Security, energy efficiency, and data visibility are other concerns related to 

patient monitoring features [15]. 

Resource 

management 

Benefits 

Reducing energy and water consumption is possible when utilizing smart 

home products [16][37][48]. 

Creating an energy consumption profile of household equipment [16]. 

Drawbacks 
Purchasing monitoring devices is difficult because some cannot be found off 

the shelf [48]. 

Usability 

Benefits 

Developers can use middleware to integrate the smart devices, and the user 

can control them through a centralized system [8]. 

Automating tasks with smart home products [21]. 

Drawbacks 

Integration between IoT devices is a challenge [8]. 

Usability in designing security features for smart home devices is not 

explicitly or systematically considered [10]. 

Performance 
Benefits 

A standardized communication protocol boosts performance because the 

devices do not have to independently collect the data and they can share the 

tasks [17]. 

Edge computing architectural techniques may potentially boost performance 

[35]. 

Drawbacks Middleware components show some inhibitors in the code [5]. 

Development 

process 

Benefits 
Requirements gathering from the stakeholders, prototyping, and a user-

driven design can further improve the product [33]. 

Drawbacks 
The lack of a systematic development approach can result in security and 

design compromises [43][47]. 

Knowledge 

management 

and education 

Benefits 

Keeping a record of the use cases in one project may be beneficial for other 

projects [18]. 

Knowledge management can have positive environmental impacts, and smart 

home residents can share their experiences to help others make better choices 

[18].  

Drawbacks 
It is essential to improve the learning process linked to IoT development 

[22]. 
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4.4. Ways to optimize smart home systems (RQ3) 

The answer to the last research question (RQ3) is discussed in this section. The aim is to 

provide brief guidelines based on the information found in the literature for improving smart 

home products, both in terms of their functional and non-functional features. The table below 

is divided into eight parts containing the related recommendations. The recommendations are 

collected after analyzing the selected sources (Appendix 1) and more information can be 

found in section 4.2 which covers the eight mentioned topics. The recommendation is for the 

reader to look for the provided sources in the table below to gain a better and more detailed 

understanding of the topic. 

Table 7. Recommended guidelines for the selected topics 

Topic Guidelines 

Security and privacy 

Users need to have more control over the data flow. [7] 

Avoid using compromised hardware and use data encryption. [49] 

Allocate funds for developing the security features. [38, 49] 

Design 

Divide the load between the main server and the local devices. [32, 35] 

Design based on the target group‘s requirements. [24, 43] 

User-friendly design for the security features. [10] 

Health and elderly care 

Develop an easy-to-use and easy-to-control system, such as a voice-controlled 

system. [43] 

Automate tasks based on user activity. [6, 29] 

Provide wearable sensors to monitor users‘ health. [15] 

Resource management 
Creating an energy usage profile for the home equipment to optimize the energy 

usage of such devices. [16] 

Usability 

Middleware can provide the possibility of controlling the smart device through a 

centralized system. [8] 

Consult with the design expert to improve the product. [10] 

Performance 
Edge computing architectural techniques help to save bandwidth and processing 

power. [35] 

Development process 
Detailed requirements gathering from the stakeholders, prototyping, and a user-

driven design can improve the product. [33] 

Knowledge management 

and education 

Documenting the system's use cases and developing solutions can help to improve 

future products. [18] 

 

5. Discussion and lessons learned 

Smart home systems have been constantly gaining popularity over the past few years, as 

shown in [Figure 1]. Furthermore, IoT and smart homes are inseparable parts of software 

development and software engineering research. The presented research may contribute to 

improving smart home products and the related development process. 

The current paper presents some of the use cases for smart home systems, for example, 

smart healthcare. Smart home developers must find and research the problems they are trying 

to solve. The next step is to find a solution to the discovered problem by examining different 

ideas and scenarios. Prototyping and observing the end-user when interacting with the 

prototype can help improve the design and better equip the product with features that 

stakeholders require. Nevertheless, features like data security and user privacy should not be 

compromised, even though the user may not understand their importance immediately [49]. 

There is an important lesson to learn from the case studies. Smart home designers and 

developers must explain the real effect of weak security protocols to stakeholders to obtain 

adequate resources for fixing and enhancing security issues. The education system also plays 

an important role in training the computer since students have a critical viewpoint on security 

designs. It would be easier to discuss the required features for a product when both the 
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developers and stakeholders are on the same page about the importance of the features in 

question. 

Security and privacy improvements are constantly raised in the literature, and most of the 

recommended improvements are basic security enhancements such as encryption [49]. 

However, based on the content of Table 5, these security issues are not solved. It is almost 

impossible to implement flawless software. However, allocating more resources to improve 

the security level of smart devices can reduce security issues [13]. A case study shows that 

having a clear architecture and development process is beneficial in implementing the 

different features (UI, performance, security, etc.) of a product [33]. For example, it may be 

the case that enough attention is not given to usability in favor of performance improvements 

or vice versa [12][27]. A clear development process that does not skip any of the steps will 

lead to better results [33]. Documentation is an important step in the development process. 

Documentation helps share some ideas between the development teams and not to repeat the 

mistakes made before. 

Following a clear development process is a must when talking about enterprise products 

that can potentially compromise people‘s privacy. The important lesson here is to find a 

process that is acceptable to the entire team and that can result in the development of a 

product based on the gathered requirements. Each stage of the process must be considered 

and not skipped. Dividing the development into separate layers, such as UI and 

communication layers, can help direct the focus on the entirety of each layer and its related 

features, which results in a more complete product. 

In summary, the study results recommend producing smart home systems that can solve 

real problems through proper planning and interactions with actual users. The development 

team should consider both functional and nonfunctional features, document the development 

process, and further improve the product as technology advances and user requirements 

change. The current paper covered eight topics related to the three high-level phases of the 

development process (planning, implementation, and improvement). Topics such as resource 

management and elderly care are linked to the planning phase because the development team 

is discovering the user requirements and use cases. Other topics such as security, privacy, and 

performance are related to the implementation phase, and finally, topics such as knowledge 

management and education are linked to improving the product's functionality and stability. 

 

6. Conclusion 

The current paper has examined the status of home automation, including the benefits and 

drawbacks of such systems. Four digital libraries are selected to research published case 

studies related to the selected number of smart home domains. Papers with distinct titles that 

are written in English and are more than three pages are selected as research material. 

Furthermore, thematic analysis was performed to extract data linked to the research questions 

to study the current state of the art and to identify the benefits and drawbacks of smart home 

systems, as described in the literature. The positive impact of smart home products in 

automating some daily tasks has been shown. The research material is divided into eight 

topics, and Table 5 presents the distribution of the study topics per year. 

As mentioned earlier and presented in Figure 4, security and privacy are the most popular 

research subjects. Table 5 shows that this topic has been covered since 2013. One can assume 

that this is because of the ongoing interest in current smart home products. Furthermore, 

studies show that even commercial products have security vulnerabilities [10][49]. The 

authors recommend going back to the whiteboard and focusing on solving the issues early on, 
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in the planning and the design stage; this can result in a chain reaction and solve the other 

issues mentioned in this paper. 

[Figure 4] also shows that not enough attention is given to knowledge management and 

home automation-related education. A knowledge management platform can help developers 

learn from each other‘s experiences, further improve their products, and solve real problems 

through proper planning and interactions with actual users [18]. More courses in the 

educational system, with a focus on home automation and IoT, may result in the development 

of better products. Studies show that such courses are welcomed by students [22]. In 

conclusion, more attention should be given to education and knowledge management to 

improve design and security, privacy, and performance. Additionally, developers should not 

skip any of the three layers of the development architecture (UI layer, communication layer, 

and software system layer) because each stage is dedicated to addressing existing weaknesses 

in smart home products [33]. Following the mentioned recommendations in [Table 7] and this 

section may improve future smart home products and set a baseline for future research. 

This document is based on academic case studies. However, for future work, industrial 

contributions that are usually considered grey literature may be included. Grey literature was 

out of the scope of this paper. 

 

References 

[1] Hisham Albataineh, Mais Nijim, and Divya Bollampall. ―the design of a novel smart home control system 

using smart grid based on edge and cloud computing,‖ 2020 IEEE 8th International Conference on Smart 

Energy Grid Engineering (SEGE), pp. 88-91, (2020) TS-CrossRef. 

DOI:https://doi.org/10.1109/SEGE49949.2020.9181961 

[2] Abdulrahman Alharthi, Michael Lipscomb, and Murat M Tanik, ―Internet of things (IoT) in enterprise 

systems for process improvement: A case study in home security,‖ In 2019 SoutheastCon, IEEE, pp.1–6, 

(2019) DOI:https://doi.org/10.1109/SoutheastCon42311.2019.9020487 

[3] Areej Almazroa and Hongjian Sun, ―An internet of things (IoT) management system for improving homecare 

- A case study,‖ 2019 International Symposium on Networks, Computers, and Communications (ISNCC), 

pp.1-5, (2019) TS-CrossRef. DOI:https://doi.org/10.1109/ISNCC.2019.8909186 

[4] Zahrah A Almusaylim and Noor Zaman, ―A review on smart home present state and challenges: Linked to 

context-awareness internet of things (IoT),‖ Wirel. Networks vol.25, no.6, pp.3193–3204, (2019) 

DOI:https://doi.org/10.1007/s11276-018-1712-5 M4  - Citavi 

[5] Md Sayedul Aman, Kumar Yelamarthi, Ahmed Mohamed Abdelgawad, and Saleh M Alnaeli, ―Parallelization 

in software systems used in wireless sensor networks and internet of things: Case study,‖ Middleware systems. 

2016 IEEE 3rd World Forum on Internet of Things (WF-IoT), pp.342-347, (2019) TS-CrossRef. 

DOI:https://doi.org/10.1109/WF-IoT.2016.7845496 

[6] Farzad Amirjavid, Abdenour Bouzouane, and Bruno Bouchard, ―Intelligent temporal data-driven world 

actuation in ambient environments: Case study,‖ Anomaly recognition and assistance provision in the smart 

home. 2013 IEEE/ACIS 12th International Conference on Computer and Information Science (ICIS), pp.287-

29, (2013) TS-CrossRef. DOI:https://doi.org/10.1109/ICIS.2013.6607856 

[7] Yu Nandar Aung and Thitinan Tantidham, ―Review of Ethereum: Smart home case study,‖ In 2017 2nd 

International Conference on Information Technology (INCIT), IEEE, pp.1–4, (2017) 

DOI:https://doi.org/10.1109/INCIT.2017.8257877 

[8] R Borja, J R La Pinta, A Álvarez, and J M Maestre, ―Integration of service robots in the smart home through 

UPnP: A surveillance robot case study,‖ Rob. Auton. Syst. vol.61, no.2, pp.153–160, (2013) 

DOI:https://doi.org/10.1016/j.robot.2012.10.005 M4  - Citavi 



The Present State of Home Automation: A Systematic Literature Review 

 

 

 

40             Ashkan Yaldaie, Jari Porras and Olaf Drögehorn 

[9] John N A Brown, Bonifaz Kaufmann, Franz J Huber, Karl-Heinz Pirolt, and Martin Hitz, ―Language in Their 

Very Gesture‖ First Steps towards Calm Smart Home Input. In Human-Computer Interaction and Knowledge 

Discovery in Complex, Unstructured, Big Data, David Hutchison, Takeo Kanade, Josef Kittler, Jon M 

Kleinberg, Friedemann Mattern, John C Mitchell, Moni Naor, Oscar Nierstrasz, C Pandu Rangan, Bernhard 

Steffen, Madhu Sudan, Demetri Terzopoulos, Doug Tygar, Moshe Y Vardi, Gerhard Weikum, Andreas 

Holzinger and Gabriella Pasi (eds.). Springer Berlin Heidelberg, Berlin, Heidelberg, pp.256–264, (2013) 

DOI:https://doi.org/10.1007/978-3-642-39146-0_22 M4  - Citavi 

[10] George Chalhoub, Ivan Flechais, Norbert Nthala, Ruba Abu-Salma, and Elie Tom, ―Factoring User 

Experience into the Security and Privacy Design of Smart Home Devices: A Case Study,‖ Extended Abstracts 

of the 2020 CHI Conference on Human Factors in Computing Systems, pp.1-9, (2020) TS-CrossRef. 

DOI:https://doi.org/10.1145/3334480.3382850 

[11] Maheswaree Kissoon Curumsing, Niroshinie Fernando, Mohamed Abdelrazek, Rajesh Vasa, Kon Mouzakis, 

and John Grundy, ―Emotion-oriented requirements engineering: A case study in developing a smart home 

system for the elderly,‖ J. Syst. Softw. Vol.147, pp.215–229, ((2019)) 

DOI:https://doi.org/10.1016/j.jss.2018.06.077 M4  - Citavi 

[12] Laura Daniele, Frank Hartog, and Jasper Roes, ―How to keep a reference ontology relevant to the industry: A 

case study from the smart home,‖ In Ontology Engineering, Valentina Tamma, Mauro Dragoni, Rafael 

Gonçalves and Agnieszka Ławrynowicz (eds.). Springer International Publishing, Cham, pp.117–123, (2016) 

DOI:https://doi.org/10.1007/978-3-319-33245-1_12 M4  - Citavi 

[13] Ali Dorri, Salil S Kanhere, Raja Jurdak, and Praveen Gauravaram, ―Blockchain for IoT security and privacy: 

The case study of a smart home,‖ In 2017 IEEE International Conference on Pervasive Computing and 

Communications Workshops (PerCom Workshops), IEEE, pp.618–623, (2017) 

DOI:https://doi.org/10.1109/PERCOMW.2017.7917634 

[14] Jan Dvorak, Ondrej Berger, and Ondrej Krejcar, ―Universal central control of home appliances as an 

expanding element of the smart home concepts — A case study on a low-cost smart solution,‖ In Computer 

Information Systems and Industrial Management, Khalid Saeed and Václav Snášel (eds.). Springer Berlin 

Heidelberg, Berlin, Heidelberg, pp.479–488, (2014) DOI:https://doi.org/10.1007/978-3-662-45237-0_44 M4  

- Citavi 

[15] Atis Elsts, George Oikonomou, Xenofon Fafoutis, and Robert Piechocki, ―Internet of things for smart homes: 

Lessons learned from the SPHERE case study,‖ In 2017 Global Internet of Things Summit (GIoTS), IEEE, 

pp.1–6, (2017) DOI:https://doi.org/10.1109/GIOTS.2017.8016226 

[16] El Hassan Et-Tolba, Mohammed Ouassaid, and Mohamed Maaroufi, ―Smart home appliances modeling and 

simulation for energy consumption profile development: Application to Moroccan real environment case 

study,‖ In 2016 International Renewable and Sustainable Energy Conference (IRSEC), IEEE, pp.1050–1055, 

(2016) DOI:https://doi.org/10.1109/IRSEC.2016.7983908 

[17] Gareth A. Gericke and Nicolaas Luwes, ―Proposing the need for a protocol standard for Internet of Things: 

Internet of Things water heater case study,‖ In 2017 Pattern Recognition Association of South Africa and 

Robotics and Mechatronics (PRASA-RobMech), IEEE, pp.128–132, (2017) 

DOI:https://doi.org/10.1109/RoboMech.2017.8261135 

[18] Raghav Grover and Thomas M Froese, ―Knowledge management in construction using a SocioBIM Platform: 

A case study of AYO smart home project,‖ Procedia Eng. Vol.145, pp.1283–1290, (2016) 

DOI:https://doi.org/10.1016/j.proeng.2016.04.165 M4  - Citavi 

[19] Nadine Guhr, Oliver Werth, Philip Peter Hermann Blacha, and Michael H Breitner. 2020. Privacy concerns in 

the smart home context. SN Appl. Sci. vol.2, no.2, (2020) DOI:https://doi.org/10.1007/s42452-020-2025-8 

M4  - Citavi 

[20] Mehedi Hasan, Parag Biswas, M Toufiqul IslamD Bilash, and Md. Ashik Zafar Dipto, ―Smart home systems: 

overview and comparative analysis,‖ Fourth International Conference on Research in Computational 



International Journal of Hybrid Information Technology 

Vol.2, No.1 (2022), pp.23-46 

 

 

eISSN: 2653-309X IJHIT            41 

Intelligence and Communication Networks (ICRCICN), pp.264-268, (2018) TS-CrossRef. 

DOI:https://doi.org/10.1109/ICRCICN.2018.8718722 

[21] Jing He, Amir Atabekov, and Hisham M Haddad, ―Internet-of-things based smart resource management 

system: A case study intelligent chair system,‖ In 2016 25th International Conference on Computer 

Communication and Networks (ICCCN), IEEE, pp.1–6, (2016) 

DOI:https://doi.org/10.1109/ICCCN.2016.7568533 

[22] Jing He, Dan Lo Chia-Tien, Ying Xie, and Jonathan Lartigue, ―Integrating the Internet of Things (IoT) into 

STEM undergraduate education: A case study of a modern technology infused courseware for embedded 

system course,‖ 2016 IEEE Frontiers in Education Conference (FIE), pp.1-9, (2016) TS-CrossRef. 

DOI:https://doi.org/10.1109/FIE.2016.7757458 

[23] Dimitar Ivanovski, ―The "Green" in the Internet of Things: A case study of faculty environment,‖ In 

Knowledge Management in Organizations, Lorna Uden, Marjan Heričko and I-Hsien Ting (eds.). Springer 

International Publishing, Cham, pp.561–571, (2015) DOI:https://doi.org/10.1007/978-3-319-21009-4_42 M4  

- Citavi 

[24] Anna Karagianni and Vasiliki Geropanta, ―Smart homes: Methodology of IoT integration in the architectural 

and interior design process – A case study in the historical center of Athens,‖ In Intelligent Computing and 

Optimization, Pandian Vasant, Ivan Zelinka and Gerhard-Wilhelm Weber (eds.). Springer International 

Publishing, Cham, pp.222–230, (2020) DOI:https://doi.org/10.1007/978-3-030-33585-4_22 M4  - Citavi 

[25] Barbara Kitchenham, O Pearl Brereton, David Budgen, Mark Turner, John Bailey, and Stephen Linkman. 

2009. Systematic literature reviews in software engineering – A systematic literature review. Inf. Softw. 

Technol. 51, 1 (2009), 7–15. DOI:https://doi.org/10.1016/j.infsof.2008.09.009 M4  - Citavi 

[26] Minjoo Lee, Dasom Jeong, Hayoung Jeong, Enoch Lee, and Moonkyu Song, ―A framework for designing UX 

of sharing ‗internet of things (IoT)‘ system and service: A case study of UX development of community 

laundry machines,‖ In Design, User Experience, and Usability: Technological Contexts, Aaron Marcus (ed.). 

Springer International Publishing, Cham, pp365–372. (2016) DOI:https://doi.org/10.1007/978-3-319-40406-

6_35 M4  - Citavi 

[27] Gerhard Leitner, Anton J Fercher, and Christian Lassen, ―End users programming smart homes – A case 

study on scenario programming,‖ In Human-Computer Interaction and Knowledge Discovery in Complex, 

Unstructured, Big Data, David Hutchison, Takeo Kanade, Josef Kittler, Jon M Kleinberg, Friedemann 

Mattern, John C Mitchell, Moni Naor, Oscar Nierstrasz, C Pandu Rangan, Bernhard Steffen, Madhu Sudan, 

Demetri Terzopoulos, Doug Tygar, Moshe Y Vardi, Gerhard Weikum, Andreas Holzinger and Gabriella Pasi 

(eds.). Springer Berlin Heidelberg, Berlin, Heidelberg, pp.217–236, (2013) DOI:https://doi.org/10.1007/978-

3-642-39146-0_20 M4  - Citavi 

[28] Xing Liu, Cheng Qian, William Grant Hatcher, Hansong Xu, Weixian Liao, and Wei Yu, ―Secure internet of 

things (IoT)-based smart-world critical infrastructures: Survey, case study, and research opportunities,‖ IEEE 

Access, vol.7, pp.79523–79544, (2019) DOI:https://doi.org/10.1109/ACCESS.2019.2920763 

[29] Sawsan M Mahmoud, Hesham A Alabbasi, and Tawfiq E Abdulabbas, ―Monitoring and detecting outliers for 

elder‘s life activities in a smart home: A case study,‖ In 2017 E-Health and Bioengineering Conference 

(EHB), IEEE, pp.458–461, (2017) DOI:https://doi.org/10.1109/EHB.2017.7995460 

[30] Petra Maresova, Ondrej Krejcar, Sabina Barakovic, Jasmina Barakovic Husic, Petre Lameski, Eftim 

Zdravevski, Ivan Chorbev, and Vladimir Trajkovik, "Health-related ICT solutions of smart environments for 

elderly–systematic review,‖ IEEE Access vol.8, pp.54574–54600, (2020) 

DOI:https://doi.org/10.1109/access.2020.2981315 M4 - Citavi 

[31] Melyani, Meyliana, Harjanto Prabowo, Achmad N Hidayanto, and Ford. L Gaol, ―Smart home component 

using orange technology for elderly people: A systematic literature,‖ 2018 Indonesian Association for Pattern 

Recognition International Conference (INAPR), pp.166-171, (2018) TS-CrossRef. 

DOI:https://doi.org/10.1109/INAPR.2018.8626998 



The Present State of Home Automation: A Systematic Literature Review 

 

 

 

42             Ashkan Yaldaie, Jari Porras and Olaf Drögehorn 

[32] Burhan A Mudassar, Jong Hwan Ko, and Saibal Mukhopadhyay, ―Edge-cloud collaborative processing for 

intelligent internet of things: A case study on smart surveillance,‖ 55th ACM/ESDA/IEEE Design 

Automation Conference (DAC), pp.1-6, (2018) TS-CrossRef. 

DOI:https://doi.org/10.1109/DAC.2018.8465862 

[33] Anh Nguyen Duc, Khan Khalid, Tor Lonnestad, Sohaib Bajwa Shahid, Xiaofeng Wang, and Pekka 

Abrahamsson, ―How do startups develop internet-of-things systems - A multiple exploratory case study,‖ 

IEEE/ACM International Conference on Software and System Processes (ICSSP), pp.74-83, (2019) TS-

CrossRef. DOI:https://doi.org/10.1109/ICSSP.2019.00019 

[34] Andrzej Ozadowicz, Jakub Grela, Lukasz Wisniewski, and Krzysztof Smok, ―Application of the internet of 

things (IoT) technology in consumer electronics - Case study,‖ In 2018 IEEE 23rd International Conference 

on Emerging Technologies and Factory Automation (ETFA), IEEE, pp.1037–1042, (2018) 

DOI:https://doi.org/10.1109/ETFA.2018.8502468 

[35] Gopika Premsankar, Mario Di Francesco, and Tarik Taleb. 2018. Edge Computing for the Internet of Things: 

A Case Study. IEEE Internet Things J. 5, 2 (2018), 1275–1284. 

DOI:https://doi.org/10.1109/JIOT.2018.2805263 M4  - Citavi 

[36] Raz Kamaran Radha. 2022. Flexible smart home design: Case study to design future smart home prototypes. 

Ain Shams Eng. J. 13, 1 (2022). DOI:https://doi.org/10.1016/j.asej.2021.05.027 

[37] Batchu Rajasekhar and Naran M Pindoriya. 2015. Multi-stage scheduling for a smart home with solar PV and 

battery energy storage — A case study. 2015 IEEE Innovative Smart Grid Technologies - Asia (ISGT ASIA), 

pp.1-6 TS-CrossRef. DOI:https://doi.org/10.1109/ISGT-Asia.2015.7386984 

[38] T Reichherzer, A Mishra, E Kalaimannan, and N Wilde. 2016. A Case Study on the Trade-Offs between 

Security, Scalability, and Efficiency in Smart Home Sensor Networks. 2016 International Conference on 

Computational Science and Computational Intelligence (CSCI), pp.222-225 TS-CrossRef. 

DOI:https://doi.org/10.1109/CSCI.2016.0049 

[39] Biljana L Risteska Stojkoska and Kire V Trivodaliev. 2017. A review of Internet of Things for smart home: 

Challenges and solutions. J. Clean. Prod. vol.140, pp.1454–1464, (2017) 

DOI:https://doi.org/10.1016/j.jclepro.2016.10.006 M4  - Citavi 

[40] Diego G. Rossit and Sergio Nesmachnow. 2022. Energy-Aware Smart Home Planning: A Real Case Study 

in Montevideo, Uruguay. . 146–161. DOI:https://doi.org/10.1007/978-3-030-96753-6_11 

[41] Ronny Seiger, Uwe Assmann, and Steffen Huber. 2018. A Case Study for Workflow-Based Automation in 

the Internet of Things. In 2018 IEEE International Conference on Software Architecture Companion (ICSA-

C), IEEE, 11–18. DOI:https://doi.org/10.1109/ICSA-C.2018.00011 

[42] Deniz Sönmez and Kivanç Dinçer. 2016. A review of modern residential thermostats for home automation to 

provide energy efficiency. 2016 4th International Istanbul Smart Grid Congress and Fair (ICSG), pp.1-4 TS-

CrossRef. DOI:https://doi.org/10.1109/sgcf.2016.7492430 

[43] Susanna Spinsante, Enea Cippitelli, Adelmo Santis, Ennio Gambi, Samuele Gasparrini, Laura Montanini, and 

Laura Raffaeli. 2015. Multimodal Interaction in an Elderly-Friendly Smart Home: A Case Study. In Mobile 

Networks and Management, Ramón Agüero, Thomas Zinner, Rossitza Goleva, Andreas Timm-Giel and 

Phuoc Tran-Gia (eds.). Springer International Publishing, Cham, pp.373–386. 

DOI:https://doi.org/10.1007/978-3-319-16292-8_27 M4  - Citavi 

[44] Qie Sun, Hailong Li, Zhanyu Ma, Chao Wang, Javier Campillo, Qi Zhang, Fredrik Wallin, and Jun Guo. 

2016. A Comprehensive Review of Smart Energy Meters in Intelligent Energy Networks. IEEE Internet 

Things J. 3, 4, pp.464–479, (2016) DOI:https://doi.org/10.1109/jiot.2015.2512325 M4  - Citavi 

[45] Satyendra K Vishwakarma, Prashant Upadhyaya, Babita Kumari, and Arun Kumar Mishra. 2019. Smart 

Energy Efficient Home Automation System Using IoT. 2019 4th International Conference on Internet of 

Things: Smart Innovation and Usages (IoT-SIU), pp.1-4 TS-CrossRef. DOI:https://doi.org/10.1109/IoT-

SIU.2019.8777607 



International Journal of Hybrid Information Technology 

Vol.2, No.1 (2022), pp.23-46 

 

 

eISSN: 2653-309X IJHIT            43 

[46] Yulistiyan Wardhana, Bob Hardian, Gladhi Guarddin, and Hanif Rasyidi. 2013. Context-aware door access 

control on private room using fuzzy logic: A case study of a smart home. 2013 International Conference on 

Advanced Computer Science and Information Systems (ICACSIS), pp.155-159 TS-CrossRef. 

DOI:https://doi.org/10.1109/ICACSIS.2013.6761568 

[47] Muhammad Mudassar Yamin, Basel Katt, Espen Torseth, Vasileios Gkioulos, and Stewart James Kowalski. 

2018. Make it and Break it. Proceedings of the 2nd International Symposium on Computer Science and 

Intelligent Control - ISCSIC ‘18, pp.1-6 TS-CrossRef. DOI:https://doi.org/10.1145/3284557.3284743 

[48] Shuang-Hua Yang, Xi Chen, Xiaomin Chen, Lili Yang, Baichong Chao, and Jiangtao Cao. 2015. A case 

study of the internet of things: A wireless household water consumption monitoring system. 2015 IEEE 2nd 

World Forum on Internet of Things (WF-IoT), pp.681-686 TS-CrossRef. DOI:https://doi.org/10.1109/WF-

IoT.2015.7389136 

[49] Mengmei Ye, Nan Jiang, Hao Yang, and Qiben Yan. 2017. Security analysis of Internet-of-Things: A case 

study of the august smart lock. In 2017 IEEE Conference on Computer Communications Workshops 

(INFOCOM WKSHPS), IEEE, pp.499–504. DOI:https://doi.org/10.1109/INFCOMW.2017.8116427 

[50] Jeong-joong Yoon. 2019. The Case Study of Smart Home in LH. 2019 IEEE Transportation Electrification 

Conference and Expo, Asia-Pacific (ITEC Asia-Pacific), pp.1-4 TS-CrossRef. 

DOI:https://doi.org/10.1109/ITEC-AP.2019.8903732 

  



The Present State of Home Automation: A Systematic Literature Review 

 

 

 

44             Ashkan Yaldaie, Jari Porras and Olaf Drögehorn 

Appendices 
 

Realized study topic(s) per each analyzed paper 

 

Topic List of related paper ids 

Security and privacy S1, S2, S4, S5, S6, S10, S12, S14, S15, S31, S32, S34, S37, S38, S48 

Design S1, S5, S6, S11, S15, S18, S19, S26, S39, S40, S44, S45 

Health and elderly care S1, S7, S13, S20, S21, S23, S26, S28, S36, S41, S46, S49, S52, S55 

Resource management S3, S8, S15, S16, S23, S24, S27, S35, S39, S47, S56 

Usability S4, S11, S15, S20, S25, S29, S43, S44, S45, S50, S54 
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