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Abstract 

The objective of this study is to propose a new model for hiding text in an image. The 

proposed model use logical connective in propositional logic to calculate a new binary 

number of secret message. This model can produce a low computational complexity of 

steganography because of the simplicity of the proposed algorithm. Moreover, the using 

of simple operator but very efficient is expected to be able to hide high capacity of a 

secret message. 
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1. Introduction 

Steganography has been progressively becoming one of a popular technique to be used 

for secret communication between two parties or more. The term of steganography 

originated from two Greek words which were stegano and graphos. Stegano could be 

described as cover or secret and graphos defined the meaning of writing or drawing. The 

combination of both words delineated the meaning of “covered writing” [1]. History of 

steganography could be traced since thousand years ago. During those years, body parts 

had been used as a medium to transmit a secret message by using invisible ink, tiny 

punctures on chosen characters, hidden tattoos and microdots [2]. 

The main objective of steganography is to transfer the information securely. 

Steganography is a technique that could be used to conceal confidential information into 

an object or carrier so that unintended recipient does not notice the existence of a secret 

message. According to the authors [3], over the years, several steganography methods 

began to propose embedded secret message in multimedia objects such as images. Images 

could be a powerful host to hide information because the spacious spaces it offers. 

Moreover, the changed in digital images are usually unnoticeable to naked eye. Nowadays, 

computer technology has given a new life to the ancient steganography. Computer 

technology introduces digital steganography and makes the steganography easier to 

execute but harder to crack.  These facts motivate this study to be conducted and to 

propose a new model for hiding text in image.  

 

2. Overview of Steganography 

Steganography could be described as a practice of hiding data within an object. The 

authors [4] defined that steganography as the art of transmitting data through apparently 

innocuous carriers in an effort to conceal the existence of the data. The main objective of 

steganography was to provide a secure communication in a completely undetectable 

manner and also aimed to avoid suspicious from unintended recipient about the 

transmission of data [5]. 
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The authors [6] stressed that in steganography there were three requirements that 

researcher needed to pay attention when designing any steganography algorithm. 

The three requirements were capacity, robustness and invisibility. Capacity was the 

amount of a secret message that could be embedded in a cover image. Robustness 

ensured that a stego-object preserved the information inside it even though it went 

through some reprocessing operation. However, there was a tradeoff between 

capacity and robustness. When the capacity of the secret message was high then the 

robustness of the stego-object would become low. A little changed to the stego-

object would destroy information completely. Invisibility was referred to a situation 

whereby the embedded data could not be traced or there were no signs that the 

steganography had been used to the image. The visibility was directly influenced by 

the size of the secret message, the format and the content of the carrier. 

 

3. General Concept of Steganography 

Steganography can be achieved when the user can retrieve a secret message 

unnoticeably. This involves two main processes. The first process is embedding process, 

where in this process; a secret message is embedded in the host. The host and a secret 

message can be an image, a video, an audio or text. The second process is involving the 

extraction of the secret message that has been embedded.  

Generally steganography concepts can be represented by a basic model of 

steganography as in Figure 1. The basic model of steganography consists of the following 

terms in Table 1. 

 

 

 

 

 

 

 

Figure 1. The Basic Model of Steganography [7] 

Table 1. Term Definition of Steganography Model [7] 

 

 

Term Description 

Payload  

 

refers to the information that the sender concern to keep it 

confidential. The payload can be plain text, cipher text, audio, 

image or anything that can be embedded in a bit stream such as a 

copy right mark or a serial number 

Stego-key  

 

is also called a password. It is an optional choice whether the 

sender wants to use the stego-key or not. However, when using 

stego-key, the sender can ensure that only the recipient with the 

right key can extract the secret message back 

Host  

 

also refers as cover object that used to embed secret message into 

it. Cover-object can be a text, image or audio and also html pages  

Stego-object  

 

is a host with the embedded secret message after having some 

computational calculation based on formula 

Stego-system  is a formula that converts host with the payload to the stego –object 
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4. Image Steganography 

Recently, image has been used in steganography as a carrier to transmit or send the 

secret message from a sender to a receiver. Image steganography has attracted extensive 

researches compared to other types of steganography. The reason image has been used 

frequently in steganography is because a huge amount of information can be hidden 

without noticeable impact to the image that is used as carrier. In addition, the usage of 

image in information hiding is an ideal technique to have a secured steganography 

because digital image is insensitive to human visual system [8]. 

In a computer, an image is represented in an array of numbers that represents the light 

intensities at various points. Most images contain a rectangular map called pixel which 

represent a bit of the image. The pixels are displayed horizontally row by row [9-10]. 

Digital image is typically stored in 8-Bit file or 24-Bit file. According to the authors [11], 

an 8-bit is the smallest bit depth in the current scheme, meaning that for each pixel, the bit 

used is 8. The image that used 8-bits are monochrome and grayscale image. In a 24-bit 

image, there is more space that can be manipulated to hide the secret message. In this file 

image, there are three primary colour; Red, Green and Blue. Each colour represents 1 byte 

and this image used 3 bytes per pixel to present the colour value. 

According to the authors [12], image steganography techniques can be identified into 

four basic categories as follows: 

a) Substitution technique involves replacing redundant bits in the cover image 

with the bits from the secret message such as Least Significant Bit (LSB) 

technique 

b) Statistical technique means embedding only one bit of information in a digital 

carrier, and creating a statistical change. For example, Pseudorandom 

Permutations (PP) technique  

c) Transform domain technique involves hiding message data in a signal. 

Example of transform domain technique is Discrete Cosine Transform (DCT). 

d) Spread spectrum technique is the technique of dividing transmitted information 

into small pieces 

 

5. Least Significant Bit  

From image steganography techniques as mentioned in Section 4, this proposed model 

shall focus on substitution technique specifically Least Significant Bit (LSB) technique. 

LSB refers to the right most bit in a binary integer where LSB replaces the lowest bits in 

images with secret message bits. LSB is the common and simple approach for hiding 

information. This algorithm provides a high embedding capacity, high quality and low 

computational complexity of steganography. LSB in an image is said to have a high 

capacity of embedding secret message because many pixel value of images can be 

manipulated and replaced with the secret message [13-14].   

The authors [15] proposed a steganography technique to embed a secret data inside a 

cover image based on LSB replacement method. The embedding process involved 

distributing the secret message inside a shared colored image. The uniqueness of the data 

distribution process, made this technique resistant to the attacks as it was difficult for the 

attackers to reconstruct the shape from stego-images.  Additionally the authors claimed 

that this method created a good peak-signal-to-noise ratio (PSNR) value. 

The authors [16] discussed about steganography methods for sharing secret message by 

using multicover adaptive steganography. In this method, the secret message was 

embedded into LSB plane and 2LSB plane of the cover image. This method applied XOR 

and AND operators to the secret message bit and the image. The author evaluated the 

performance of proposed method by calculating the PSNR and structural similarity 

(SSIM) index. From the experimental results, the author concluded that the proposed 
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methods fulfil following requirements; high quality shares, lossless reconstruction and 

computational efficiency at the same time. 

The authors proposed a new technique to enhance the security and the quality of the 

image steganography that based on LSB. The technique implemented a variation of plain 

LSB algorithm by using bit inversion method.  The advantages of the technique were to 

reduce the number of modified bits, produced a high quality of stego-image and enhance 

the image quality and robustness [17]. 

A research presented by Akhtar et al. [18] proposed an improvement of plain LSB by 

using bit inversion technique.  These LSB inversion method was proved could be used to 

increase the quality of final image. The authors discussed that less number of pixels were 

modified if compared to plain LSB method and eventually lead to enhancement of PSNR 

in stego-image. The advantages of this inverted LSB scheme was the difficulty to recover 

the message because some of the LSBs had been inverted. 

 

6. The Steganography Connective Model 

This study proposes a Steganography Connective Model (SCM) using propositional 

logic. A propositional logic describes the declarative sentence that is either true or false 

but not both. The new proposition from two or more propositions is form by using 

connective logical (CL) [19]. 

Figure 2 shows the SCM. The CL is used as an algorithm to calculate a new binary 

number of secret messages while the most significant bit (MSB) of each pixel is used as a 

key. MSB is a first bit of each pixel and it has a great significant value. Generally, the 

MSB of each pixel calculated with secret message using operator Negation, OR and XOR 

to produce a new secret message. This new secret message will be embedded in the LSB 

of each pixel. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Steganography Connective Model (SCM) 

CL algorithms consist of these equations: 

 R1 [i,j] = ¬P[i,j] (eq. 1) 

 R2 [i,j] = R1[i,j] V Q (eq. 2) 

 R3 [i,j] = R2[i,j]⨁ Q (eq. 3) 

 R4 [i,j] = R3[i,j] (eq. 4) 
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Definition of each variable is: 

P is MSB of pixel 

i and j is coordinate of each pixel, i=0, 1, 2, …, n; j=0, 1, 2, …, n 

Q is a binary of the secret message  

S is the LSB of pixel 

 

Algorithm for Embedding 

The proposed model manipulates CL as an algorithm for embedding process. This 

embedding process is done on the sender side. After the embedding process completed, 

the sender sends the stego-image to the receiver. The complete algorithm for embedding 

is shown as below.  
Input: An image to use as carrier, the secret message 

Output: A stego-image containing the secret message 

The steps are as follows: 

1. The image and the secret message each is converted into its binary 

number. 

2. The length of the binary number for image and secret message are 

compared. 

3. If the lengths of cover image are more than secret message, step 4 is 

performed, else end the process. 

4. Perform calculation to the secret message with the most significant 

bit of pixel image. 

5. The result from step 4 is replaced to the least significant bit of the 

each pixel image. 

6. Repeat the steps until all the secret bit value are replaced. 

7. End the process. 

 

7. Implementation of SCM 

The following example explain logical connective algorithm. The authors used ‘buku’ 

as a secret message and choose an image as a cover object.  

1. Choose a cover image 

2. Convert the cover image to binary number 

3. Insert a secret message. Let say the secret message is ‘buku’ 

4. Convert the secret message to binary number. The binary number for 

each letter of ‘b’, ‘u’, ‘k’, ‘u’ as: 

b: 01100010 

u: 01110101 

k: 01101011 

u: 01110101 

5. Perform calculation using eq. 1, eq.2 and eq. 3 on binary number of the 

secret message, Mi. The MSB for Pixel [0,0], P is being calculated using 

negation operator which represented by R1. Then, R1 is used to calculate 

with secret message, Q by using OR operator, producing R2. The new 

secret message, R3 is produced by calculating R2 with Q using operator 

XOR. The result of each equations are shown in Table 2. 

Table 2. Result of Calculation Process for Equation 

Mi Pixel[i,j] P Q R1= ¬P 
R2= R1 V 

Q 
R3= R2  

Q 

 

 

0,0 0 0 1 1 1 

1,0 1 1 0 1 0 
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B 

2,0 0 1 1 1 0 

3,0 1 0 0 0 0 

4,0 0 0 1 1 1 

5,0 1 0 0 0 0 

6,0 0 1 1 1 0 

0,1 1 0 0 0 0 

 

 

u 

 

1,1 0 0 1 1 1 

2,1 1 1 0 1 0 

3,1 0 1 1 1 0 

4,1 1 1 0 1 0 

5,1 1 0 0 0 0 

6,1 1 1 0 1 0 

0,2 0 0 1 1 1 

1,2 0 1 1 1 0 

 

 

k 

2,2 0 0 1 1 0 

3,2 1 1 0 1 0 

4,2 0 1 1 1 0 

5,2 0 0 1 1 1 

6,2 1 1 0 1 0 

0,3 0 0 1 1 1 

1,3 1 1 0 1 0 

2,3 1 1 0 1 0 

 

 

 

u 

3,3 0 0 1 1 1 

4,3 1 1 0 1 0 

5,3 0 1 1 1 0 

6,3 1 1 0 1 0 

0,4 1 0 0 0 0 

1,4 1 1 0 1 0 

2,4 0 0 1 1 1 

3,4 0 1 1 1 0 

 

6. Then substitute R3 i into Si. The results after the substitution are 

shown as below. 

 

 
Table 2.1 Pixel Value of Image Before Substitution Process 

i, j 0 1 2 3 4 5 6 

0 01010101 10101010 01101010 10110010 00110101 11100010 00110110 

1 11101010 00010101 10110010 00100110 11100010 10110110 10101010 

2 01010101 00101010 01101010 10110010 00110100 01101011 11010111 

3 00101010 11010101 10110010 00010110 10100110 00110010 10101010 

4 11110101 10101010 01101011 00110010    

 

 Table 2.2 Pixel Value of the Image After Substitution Process 

i, j 0 1 2 3 4 5 6 

0 01010101 10101010 01101010 10110010 00110101 11100010 00110110 

1 11101010 00010101 10110010 00100110 11100010 10110110 10101010 

2 01010101 00101010 01101010 10110010 00110100 01101011 11010110 

3 00101011 11010100 10110010 00010111 10100110 00110010 10101010 

4 11110100 10101010 01101011 00110010    
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7. Conclusion 

This paper proposed a simple and an efficient model for calculating secret message that 

can be embed in an image. This proposed model used Connective Logical (CL) as an 

algorithm to calculate a new binary number of secret messages while the most significant 

bit (MSB) of each pixel was used as a key. MSB was a first bit of each pixel and it has a 

great significant value. Generally the MSB of each pixel calculated with secret message 

using operator Negation, OR and XOR to produce a new secret message. This new secret 

message would be embedded in the LSB of pixel. The implementation of this model can 

produce a low computational complexity of steganography because of the simplicity of 

the proposed algorithm. 
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